	Doc# ARC-2014-1192R04-Cleanup_of_editors_notes_and_highlights_in_ASM_and_DMG_CSFs
Change Request
	[image: image7.png]






	CHANGE REQUEST

	Group Name:*
	ARC WG2

	Source:*
	Tim Carey, ALU, timothy.carey@alcatel-lucent.com

	Format:*
	Plenary

	Date:*
	2014-04-09

	Contact:*
	Tim Carey, ALU, timothy.carey@alcatel-lucent.com

	Reason for Change/s:*
	Cleanup of editors notes and highlights in ASM and DMG CSFs

	Clause/Sub Clause

Affected*
	3.1 
Definitions
2.2
Informative references
6.2.1
Application and Service Layer Management

6.2.4
Device Management

	Agenda Item:*
	ARC TP10

	Work item(s):
	Arch TS

	Document(s) 

Impacted*
	TS-0001

	Intended purpose of

document:*
	 Decision

 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Move to architecture for inclusion in the Arch TS.


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
---------------------------------------------------Item #1:-----------------------------------------
Add Informative references for TR-069, OMA-DM and LWM2M.

Proposed Text:
2.2
Informative references
[i.12]
TR-069: “CPE WAN Management Protocol Issue”: 1 Amendment 5, November 2013, Broadband Forum
[i-14]
OMA-DM: “OMA Device Management Protocol”, Version 1.3, Open Mobile Alliance

[i-15]
LWM2M: "OMA LightweightM2M”, Version 1.0, Open Mobile Alliance
---------------------------------------------------Item #2:-----------------------------------------
Add Definitions for Management Proxy and Proxy Management Client .

Proposed Text:
3.1
Definitions
Management Proxy: An Entity within the Device Management Architecture, in conjunction with the Management Client, that acts as an intermediary between the Management Server and the Proxy Management Client.
Proxy Management Client: An Entity within the Device Management Architecture that provides local management capabilities to a device in an M2M Area Network.
---------------------------------------------------Item #3:-----------------------------------------
Cleanup Section 6.2.1 Application and Service Layer Management now that only Software Management and CMDH resources have been identified.

Proposed Text:

6.2.1
Application and Service Layer Management

6.2.1.1
General Concepts

The Application and Service Layer Management (ASM) CSF is responsible for providing management of AEs and CSEs on the Application Dedicated Nodes, Application Service Nodes, Middle Nodes and Infrastructure Nodes. This includes functions to configure, troubleshoot and upgrade the functions of the CSE as well as upgrade the AEs.

6.2.1.2
Detailed Descriptions

The ASM CSF provides management capabilities for functions of a CSE. These management capabilities are aligned with the management functions provided by the CSE.
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Figure 6.2.1.2-1: Management Layers and Functions
The ASM CSF capabilities on Application Dedicated Nodes, Application Service Nodes and Middle Nodes should utilize the functions provided by the DMG CSF for interaction with the Management Server.



The management functions include:

· Configuration Function (CF): This function includes the configuration of the capabilities and features of the CSE.

· Diagnostics and Monitoring Function (DMF): This function includes the troubleshooting of the CSE through the use of operational status (e.g. local context) associated with the CSE capabilities and features.

· Software Management Function (SMF): This function provides the lifecycle management for software components and associated artifacts for different components such as CSE and AE.

The ASM CSF shall provide capabilities to manage the CSE's configuration capabilities on Infrastructure Nodes, Middle Nodes and Application Service Nodes.

The ASM CSF shall provide capabilities to manage the CSE's troubleshooting capabilities on Infrastructure Nodes, Middle Nodes and Application Service Nodes.

The ASM CSF shall provide capabilities to manage the lifecycle for software components and associated artifacts that comprise the CSE on Infrastructure Nodes, Middle Nodes and Application Service Nodes.

The ASM CSF should provide capabilities to manage the lifecycle for software components and associated artifacts that comprise an AE on Application Dedicated Nodes, Application Service Nodes and Middle Nodes.

NOTE:
Management functions for the AE and CSE are controlled through Role based permissions.

6.2.1.2.1
Configuration Function

The ASM CSF's configuration function provides the interface(s) to configure the capabilities CSE provided by the following CSF's:

·  Communication Management and Delivery Handling (CMDH): Configuration of policies for communication connections.
· Service Charging and Accounting (SCA): Configuration of policies for collection of chargeable events.

6.2.1.2.2
Diagnostic and Monitoring Function

The ASM CSF's Diagnostic and Monitoring function provides the interface(s) to:

· 
· Retrieve status of resources associated with CSE capabilities.





· 
· 
6.2.1.2.2.2
CSE Monitoring


CSE Monitoring provides operating characteristics of the CSE capabilities. These operating characteristics include attributes for operational status, configuration and statistics as well as management of alerts.

CSE Monitoring is provided by the following CSF's:

· ASM Software Management Function:

· Retrieval of log files associated with the software module.

· Retrieval of the lifecycle state and associated information related to the artifacts and software modules of the Software Package.
· Notifications for faults associated with software lifecycle state transitions.

· 
A CSE's operational characteristics information exchange shall be provided to an Application by the CSE as a result of a retrieval request or subscription to the resource.

---------------------------------------------------Item #4:-----------------------------------------
Cleanup Section 6.2.4 Device Management now that resources have been defined.

Proposed Text:

6.2.4
Device Management

6.2.4.1
General Concepts

The Device Management (DMG) CSF is responsible for providing management of device capabilities on Middle Nodes (M2M Gateways), Application Service Nodes and Application Dedicated Nodes (M2M Devices) as well as devices that reside within an M2M Area network. Application Entities (AE) can manage the device capabilities on those Nodes by using the services provided by DMG CSF alleviating the need for the AE to have knowledge of the management technology specific protocols or data models. While the AE does not require an understanding of the management technology specific protocols or data models, this information is provided to the AE so that an AE may utilize this information for administrative purposes (e.g., diagnostics, troubleshooting).

6.2.4.1.1
Device Management Architecture

In order to manage the CSE and device capabilities of the Middle Nodes (MNs), Application Service Nodes (ASNs) and Application Dedicated Nodes (ADNs), the DMG may utilize existing device management technologies (e.g., TR‑069 [i.12], OMA-DM [i.14], and LWM2M [i.15]) in addition to management of Management Resources across the Mcc reference point. When the device management technology is used to manage the MN, ASN or ADN, the DMG of the IN translates or adapts the management related requests from other CSEs or from AEs to the device management commands of the corresponding device management technology.

In order to perform the translation and adaptation functions, the DMG has a functional component termed the Management Adapter (figure 6.2.4.1.1-1). The Management Adapter in the DMG of the IN (IN-DMG-MA) performs the adaptation between the DMG and Management Servers; while the Management Adapter in the DMG of the MN  (MN-DMG-MA) and ASN (ASN-DMG-MA) performs translation and adaptation between the DMG and the Management Client. Only one Management Adapter is shown in the DMG although it can interact with Management Server using different management technologies.

The interface between Management Server and Management Client is the "mc" interface which is subject to the device management technology that is used (e.g., TR-069 [i.12], OMA DM [i.14], LWM2M [i.15]). The "mc" interface is technology dependent and is outside the scope of this specification.

The DMG in the CSE of the Middle Node has the same functionality as the DMG in the CSE of the Application Service Node. In addition, the DMG in the Middle Node can be used to manage devices in the M2M Area Network. In this case, the DMG is deployed with Proxy functionality that interacts with the Proxy Management Client using the "mp" interface. The "mp" interface is technology dependent and is outside the scope of this specification.

The Management Server and Management Client may be implemented as an entity external to the Node or they may be implemented as an entity embedded within the Node (figure 6.2.4.1.1-1). The Management Server and the Management Client are located in the boundary of the Node to indicate this situation as well as to depict that an IN may utilize multiple Management Servers from various M2M and Network Service Providers. 
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Figure 6.2.4.1.1-1: Device Management Architecture

6.2.4.1.2
Management Server Interaction

6.2.4.1.2.1
Overview

The DMG CSF in the IN has the capability to utilize Management Servers from existing device management technologies (e.g., TR-069 [i.12], OMA DM [i.14], LWM2M [i.15]) to implement the Device Management functions. The IN-DMG-MA communicates with the Management Server using the "ms" interface that is provided by the Management Server. Note that "ms" interface is outside the scope of this specification. The IN-DMG-MA takes the following roles:

· Protocol Translation between DMG and the Management Server:

· After the DMG receives the requests from the request Originator, the IN-DMG-MA translates the requests from the request Originator to requests with associated identifiers that can be understood by the Management Server. Likewise the IN-DMG-MA translates events from the Management Server and delivers the events to M2M Entities (e.g., AE, CSE) that are subscribed to the event. When the Management Server is embedded within the IN-DMG, the Management Adapter translates the request and accepts events in the protocol understood by the Management Client.
· Interaction with the Management Server:

· By using "ms" interface, the IN-DMG-MA can communicate with the Management Server. This is for delivering the requests from the request Originator to the Management Server, or receiving information from the Management Server that will be notified to subscribing M2M Entities (e.g., AE, CSE). The communication between the IN-DMG-MA and the Management Server requires an establishment of a session. The establishment of a session between the IN-DMG-MA and Management Server shall provide security dimensions for Access control, Authentication, Non-repudiation, Data confidentiality, Communication security, Data integrity and Privacy. The IN-DMG-MA may utilize a policy that defines the circumstances of when a  session between the IN-DMG-MA and Management Server is established and torn down.
· Management Server Selection:

· When the IN-DMG-MA communicates with multiple Management Servers that have the different level of access rights to resources from the Management Server. The IN‑DMG‑MA selects the proper Management Server that has the access rights to perform the management requests. In order to obtain the knowledge of which resources are managed by a Management Server, the access right information for resources from Management Servers may be discovered using the "ms" interface.

· Discovery of Technology Specific Resources

· When the IN-DMG-MA maintains information (i.e., metadata, values) of the technology specific resources managed by a Management Server using the “ms” interface, the IN-DMG-MA shall be capable of discovering and be kept up to date regarding the technology specific resource’s information that are managed by the IN-DMG and a Management Server.

A Management Server may be located in the Underlying Network using the Mcn reference point as depicted in figure 6.2.4.1.2.1-1 or the Management Server may be located in the M2M Service Layer as depicted in figure 6.2.4.1.2.1-2.
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Figure 6.2.4.1.2.1-1: Management Server in Underlying Network

[image: image4.emf]mc

MN/ASN

CSE

DMG

IN

CSE

Mcn 

(ms)

DMG

Management 

Adapter

Service Layer

Management 

Server

Management 

Client

Out of Scope


Figure 6.2.4.1.2.1-2: Management Server in M2M Service Layer
The "ms" interface is functionally the same interface regardless if the Management Server resides in the Underlying Network or the Service Layer. However, the access rights that the Management Server has for resources from the management technology can be different depending whether the Management Server resides in the Underlying Network or in the Services Layer. For example in figure 6.2.4.2.1.1-1, the Management Server in the Underlying Network controls access of the exposed resources from the management technology while, in the figure 6.2.4.2.1.1-2, the Management Server in the M2M Service Layer controls access to the resources.

6.2.4.1.2.2
Management Server - Access Permissions

When an operation on a M2M Service Layer Resource is performed, the access permissions are checked by the security functions described in the Security CSF. The Security CSF uses the information in the Access Rights associated with the Resource to determine if the requested access to the Resource is granted.

If the access to the Resource is granted and the operation for the Resource utilizes Management Server external to the service Layer, the DMG CSF selects one or more among the authenticated Management Servers necessary to access the requested resources. The procedure for selection of Management Servers is implementation specific and outside the scope of this technical specification.
The DMG CSF management functions (e.g., CMDH configuration policies) that cause impacts to the underlying network shall utilize access permissions that are delegated from the provider of the network service layer.

6.2.4.1.2.3
Management Server – Technology Specific Resource Discovery

An IN-DMG-MA discovers information of the technology specific resources managed by a Management Server using the “ms” interface. The discovery of this information includes the:

· M2M Devices, devices in the M2M Network and M2M Applications to which the Management Server has access. 
· The metadata associated with the technology specific  resources associated the M2M Devices, devices in the M2M Network and M2M Applications. This metadata would include items such as the supported data/object model.

With the information discovered from a Management Server, the IN-DMG-MA is able to make the appropriate selection of a Management Server when an interaction with a Management Server is required.

The IN-DMG-MA shall be capable of being kept up-to-date of the changes in the M2M Devices, devices in the M2M Network and M2M Applications or the metadata of the technology specific resources associated the M2M Devices, devices in the M2M Network and M2M Applications. The reason that the IN-DMG-MA needs to be kept up-to-date of the changes is that a Management Server has the capability of adding, removing and updating the M2M Devices, devices in the M2M Network and M2M Applications that it manages outside the context of the IN-DMG-MA. So as these managed entities within the Management Server change the Management server will report these changes to the M2M Service Layer.

In addition, the IN-DMG-MA may maintain the value associated technology specific resources associated the M2M Devices, devices in the M2M Network and M2M Applications. As such the IN-DMG-MA may be capable of being kept up-to-date of the changes in the values of technology specific resources associated the M2M Devices, devices in the M2M Network and M2M Applications.

6.2.4.1.3
Management Client Interaction

6.2.4.1.3.1
Overview

The DMG CSF in the MN or ASN has the capability to utilize the Management Client from existing management technologies (e.g., TR-069 [i.12], OMA DM [i.14], LWM2M [i.15]) to implement the Device Management functions. The MN-DMG-MA or ASN-DMG-MA communicates with the Management Client using the "la" interface (e.g. DM-7,8,9 Client API in OMA DM [i.2]) that is provided by the Management Client. Note that the "la" interface is outside the scope of this specification. The MN-DMG-MA or ASN-DMG-MA takes the following roles:

· Interaction with the Management Client:

· By using "la" interface, the Management Adapter may communicate with the Management Client to find out the device capabilities supported by the Management Client.

· Mapping between the DMG and Management Client:

· After the Management Adapter collects the device capabilities supported by the Management Client; the Management Adapter performs the mapping between the device capabilities to oneM2M Management Resources. The DMG in the MN or ASN may create those Management Resources in the IN-CSE, and the Management Resources may be used by the IN-AE to manage the device capabilities pertaining to the MN or ASN.
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Figure 6.2.4.1.3.1-1: Management Client Interaction using "Ia" interface
6.2.4.1.4
Device Management Resource Lifecycle

6.2.4.1.4.1
Resource Attributes from Device Management Resources

The lifecycle of a Device Management Resource is implemented using the resource management information defined in clause 9.1 through clause 9.5 and corresponding procedures to Create, Retrieve, Update and Delete the resources are defined in clause 10. This clause describes additional resource management and procedures for Device Management Resources.

6.2.4.1.4.2
Overview

Clauses 9.1 through clause 9.5 define resource management information that is applicable to any type of resource, including Device Management Resources. In addition a Device Management Resource also maintains information and relationships that are specific to Device Management Resources. This information is used to:

· Manage the technology specific objects via a Management Server which requires the information necessary to identify and access the Management Server.

· Invoke the security mechanism of the Management Server in order to authorize access to the technology specific objects.

6.2.4.1.4.3
Procedures for Creation, Update and Deletion of Device Management Resources

Clause 10 defines the procedures to Create, Update and Delete resources. These procedures are also applicable to Device Management Resources in addition to the procedures Device Management Resources are Created, Updated or Deleted:

· By administrative means using the Mca reference point.

· Directly by a CSE based on a discovery or another event within the CSE.

· Indirectly by the Management Server or Management Client when an event (firmware update, fault notification) occurs within the Management Server or Client.

Regardless of the Create, Update or Delete operation, the Originator of the operation shall be authorized to perform the operation. In addition, at most one Management Server shall be able to Create, Delete or Update addressable elements of a Management Resource.
6.2.4.2
Detailed Descriptions

The DMG CSF shall provide capabilities for the purpose of managing M2M Devices/Gateways as well as devices in M2M Area Networks.
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Figure 6.2.4.2-1: Device Management Entities and Functions

Such capabilities shall include:

· Device Configuration Function (DCF): This function includes the configuration of the capabilities of the M2M Device, M2M Gateway or device in the M2M Area Network.

· Device Diagnostics and Monitoring Function (DDMF): This function includes the troubleshooting through the use of diagnostic tests and retrieval of operational status and statistics associated with the M2M Device, M2M Gateway or device in the M2M Area Network.

· Device Firmware Management Function (DFMF): This function provides the software lifecycle management for firmware components and associated artifacts for the M2M Device, M2M Gateway or device in the M2M Area Network.

· Device Topology Management Function (DTMF): This function provides the management of the topology of the M2M Area Network. A M2M Area Network is comprised of Application Dedicated Nodes and other devices in the M2M Area Network.

NOTE:
Such device management capabilities are assigned to one or more Execution Environments and access to such Execution Environments is controlled through Role based permissions.

The DMG CSF shall be able to interact with a Management Server for managing M2M Devices/Gateways as well as with devices in the M2M Area Networks that are provisioned with Management Clients.



6.2.4.2.1
Device Configuration Function

The Device Configuration Function (DCF) provides the configuration of non-security related device capabilities that are necessary to support M2M Services and AEs in M2M Devices, M2M Gateways or devices in a M2M Area Network.
These device configuration capabilities include:

· Discovery of a device's management objects and attributes.

· Ability to enable or disable a device capability.

Provisioning configuration parameters of a device.

6.2.4.2.2
Device Diagnostics and Monitoring Function

The Device Diagnostics and Monitoring Function (DDMF) allows the troubleshooting of device capabilities that are necessary to support M2M Services and AEs in M2M Devices, M2M Gateways or devices in a M2M Area Network.

These device diagnostic and monitoring capabilities include:

· Configuration of diagnostics and monitoring parameters on the device.

· Retrieval of device information that identifies a device and its model and manufacturer.

· Retrieval of device information for the software and firmware installed on the device.

· Retrieval of information related to a battery within the device.

· Retrieval of information associated with the memory in use by a device.

· Retrieval of the event logs from a device.

· Device reboot diagnostic operation.

· Device factory reset diagnostic operation.

6.2.4.2.3
Device Firmware Management Function

The Device Firmware Management Function (DFMF) provides lifecycle management for firmware associated with a Device.

Device firmware is comprised of firmware modules and artifacts (e.g. configuration files) that are maintained on a Device. A Device may maintain more than one firmware image and the capability to manage individual firmware images shall be provided. The firmware lifecycle includes actions to download, update or remove a firmware image. In addition firmware could be downloaded and updated within the same action.

6.2.4.2.4
Device Topology Management Function

The Device Topology Management Function (DTMF) is a function that is specific to M2M Gateways where a M2M Gateway maintains zero or more M2M Area Networks.

These device topology management capabilities include:

· Configuration of the topology of the M2M Area Network.

· Retrieval of information related to the devices attached to the M2M Area Network.

· Retrieval of information that describes the transport protocol associated with the M2M Area Network.

· Retrieval of information that describes the characteristics associated with online/offline status of devices in the M2M Area Network.
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