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Introduction
During the discussion at ARC#9.3 meeting, it was decided to divide ARC-2014-0626R03 contributions into several per specific topic. This contribution is for “M2M Application Service” and “M2M Application Service Provider” terminology cleanup.
Note that ARC-2014-0626R03 was motivated by PPT slide ARC-2013-0514 that was agreed in principle.
We have the definitions in the definition TS:

M2M Application Service: an M2M Application Service is realized through the service logic of an M2M Application and is operated by the User or an M2M Application Service Provider.

M2M Application Service Provider: is an entity (e.g. a company) that provides M2M Application Services to the User. 

M2M Common Services: is the set of oneM2M specified functionalities that are widely applicable to different application domains made available through the set of oneM2M specified interfaces.

M2M Service: consists of one or more M2M Application Services and one or more M2M Common Services.
Several editorial changes not pertaining to this topic were also added.
----------------------- Start of change 1 -----------------------
6.2.10
Security

6.2.10.1
General Concepts

Security (SEC) CSF comprises the following functionalities:

· Sensitive Data Handling functionality;

· Security Administration functionality;

· Security Association Establishment functionality;

· Authorization and Access Control functionality;

· Identity Protection Functionality.

Sensitive Data Handling functionality in the SEC CSF protects the local credentials on which security relies during storage and manipulation. Sensitive Data Handling functionality performs other sensitive functions as well such as security algorithms. This functionality is able to support several cryptographically separated security environments.

Security Administration functionality enables services such as the following:

· Creation and administration of dedicated security environment supported by Sensitive Data Handling functionality;

· Post-provisioning of a root credential protected by the security environment;

· Provisioning and administration of subscriptions related to M2M Common Services and M2M Application Services.

Security Association Establishment functionality is responsible for establishing security association between corresponding M2M nodes, in order to provide services such as confidentiality, integrity, authentication, authorization, etc. 

Authorization and Access Control functionality is responsible for authorizing services and data access to authenticated entities, according to provisioned security policies and assigned roles.

While unique identifier of an entity are used for authentication, the Identity Protection functionality provides pseudonyms which serve as temporary identifiers which cannot be linked to the true identity of either the associated entity or its user.
----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------

6.4
Security Aspects

The oneM2M Security Analysis Technical Report [i.x] differentiates security domains related to the transport layer (Underlying Network), service layer (M2M common services) and Application Layer. It also considers possible trust scenarios involving these different security domains, and investigates countermeasures to threats that potentially affect the security of the M2M System. 

Each of the security domains may provide their own set of security capabilities. The oneM2M security solution shall provide configurable security services through an API for upper security domains to leverage on, or enable the use of the exposed security features of other security domains when appropriate.

As a result, beyond providing security solutions that protect the integrity of the M2M Service Layer, the oneM2M architecture exposes, through its APIs, further security services that are made available to M2M Applications. This enables M2M Applications to benefit from security solutions deployed in the M2M Service Architecture, without adding redundant and/or proprietary security solutions on application nodes and devices. 

Editor's Note: Clarify the difference between "application nodes and devices" in the para above.

NOTE: It remains the responsibility of M2M Application Service Providers to perform their own risk assessment process to identifying the specific threats affecting them and derive their actual security needs.

----------------------- End of change 2 -----------------------

----------------------- Start of change 3 -----------------------

6.5.1.2
M2M Service Subscription

The M2M Service Subscription defines the technical part of the contract between an M2M Subscribers (typically an M2M Application Service Provider) and an M2M Service Provider. Each M2M Service Subscription shall have a unique identifier, the M2M-Sub-ID, as specified in 7.1.11. An M2M Service Subscription establishes a link between one or more AEs; one or more M2M Nodes, one or more M2M Service roles as well as subscriber defined groups used for Access Rights. 

Editor’s Note: Change Access Right to Access Control Policy if such a recommendation is made by WG4

An M2M Service is the marketable service offered to M2M service subscriber (organizations or individuals). Examples of services include Device Management, Location, Data Exchange, etc. 

In each M2M Service, one or multiple M2M Service role(s) shall be defined by the M2M Service Provider. M2M Service role is defined as a set of privileges pertaining to a resource types which are associated with M2M Service. The M2M Subscriber subscribes one or multiple roles within the M2M Services, which M2M Subscribers are interested in.

The set of M2M Services and M2M Service roles supported in this specification is depicted in Annex X (the list of roles is provided as informative). 

It shall also be possible for an M2M Service Provider to define his own services and roles.

An M2M Service Subscription governs for an M2M subscription, the M2M nodes where AEs can reside and execute. It also governs the M2M Service roles as well as subscriber defined groups used for Access Right.  An example of the Subscriber defined group is all node applications within this service subscription with App-ID set to a specific value. Access Right resource configuration shall be in line with M2M Service Subscription. For Authorization of accessing the resource, Access Right is applied. Details of configuring Access Right are FFS.

How to authorize the request operation based on M2M Service Subscription resource will be defined in section FFS of TS-0003 [TS-0003].

An M2M Service Subscription shall be used for the following purposes:

· Serve as a basis for authorization for resource operations

· Serve as the basis for charging.

· Identify which nodes are part of this M2M Service Subscription
----------------------- End of change 3 -----------------------

----------------------- Start of change 4 -----------------------

9.6.20
Resource Type m2mServiceSubscription

This resource represents an M2M Service Subscription. It is used to represent all data pertaining to the M2M Service Subscription (the technical part of the contract between an M2M Application Service Provider and an M2M Service Provider).

----------------------- End of change 4 -----------------------
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