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6
M2M Services

This clause describes the M2M Services provided by the M2M Services Platform.

6.1
Introduction

The M2M Services defined in this clause are utilized by the Business Services described in the Annexes of this specification.
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Figure 6.1-1: oneM2M Services
6.2
Service Subscription
The Service Subscription service provides the ability to:

· Validate that service capabilities (e.g., requests, notifications) that transpire across the Mca reference point
· Assist in authorization of a service capability by returning a role for the requested service capability
6.2.1
Service Capabilities
6.2.1.1
validateBusService
This service capability ensures that a valid M2M Service Subscription exists for  a service capability that is either received by the M2M Service Platform from an AE or is transmitted to the AE from the M2M Service Platform.
6.2.1.1.1
Pre-conditions
A correlation between the serviceId that defines the Business Service and the subscriptionId has been defined in order to obtain the serviceId.
6.2.1.1.2
Signature
	Parameter name
	Direction
	Optional
	Description

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Sub-ID)

	serviceId
	IN
	NO
	The M2M Service Identifier (M2M-Serv-ID)

	returnCode
	OUT
	NO
	Return codes:
· Service exists for Service
· Subscription does not exist for Service



Table 6.2.1.1.2-1 validateBusService Signature

6.2.1.1.3
Post-Conditions
Not Applicable
6.2.1.1.4
Exceptions
Not Applicable
6.2.1.1.5
Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
6.2.1.1.6
oneM2M Resource Interworking
This service capability interworks with the following oneM2M Resource operations that are interworked are:
· TBD
Editors note: The oneM2M Resource Interworking will be identified if a M2M Service Subscription operation is identified
6.2.1.1.7
oneM2M Roles Association
Editors note: The oneM2M Roles Association will be identified once Annex G of TS-0001 has identified the roles for the M2M Services
6.2.1.2
retrieveAuthorization
This service capabilities determines the Role associated with the Service Capability and the M2M Subscription.
6.2.1.2.1
Pre-conditions
A correlation between the subscriptionId, serviceId and serviceCapId to a Role.
6.2.1.2.2
Signature
	Parameter name
	Direction
	Optional
	Description

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Sub-ID)

	serviceId
	IN
	NO
	The M2M Service Identifier (M2M-Serv-ID)

	serviceCapId
	IN
	NO
	The M2M Service Capability Identifier (M2M-Srv-ID)

	rolePolicies
	OUT
	Yes
	The Attribute Role policies that are valid for this subscription, service and service capability.

	returnCode
	OUT
	NO
	Return codes

· Roles exist
· Roles do not exist


	
	
	
	


Table 6.2.1.1.2-1 retrieveAuthorization Signature

6.2.1.2.3
Post-Conditions
Not Applicable

6.2.1.2.4
Exceptions
Not Applicable
6.2.1.2.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed
6.2.1.2.6
oneM2M Resource Interworking
This service capability interworks with the following oneM2M Resource operations that are interworked are:

· TBD

Editors note: The oneM2M Resource Interworking will be identified if a M2M Service Subscription operation is identified from the Security TS.

6.2.1.2.7
oneM2M Roles Association
Editors note: The oneM2M Roles Association will be identified once Annex G of TS-0001 has identified the roles for the M2M Service.
6.3
Authorization
The Authorization service provides the ability to:

· Authorize the issuer for the Service Capability
6.3.1
Service Capabilities
6.3.1.1
authorizeServiceCapability
This service capability authenticates an issuer as a valid originator for the fromApp and then authorizes the service capability within the context of a M2M Service Subscription between the fromApp and toApp.
6.3.1.1.1
Pre-conditions
The external identifiers for th e request  issuer, subscriptionId, fromApp and toApp are assigned to the Service Subscription.

A correlation between the service capability and the M2M authorization event has been defined in order to authorize the service capability.
6.3.1.1.2
Common Service Capability Parameters for Request Authentication and Authorization
	Parameter name
	Direction
	Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the request. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	fromApp
	IN
	NO
	The identifier of the AE that is originated the request (M2M-AppInst-ID)

	toApp
	IN
	NO
	The identifier of the AE that is to target of the request (M2M-AppInst-ID)

	returnCode
	OUT
	YES
	Return codes that are relevant to the Authentication and Authorizations of requests from AEs across the Mca reference point.
· Issuer is not authenticated
· Issuer does not have a Service Subscription
· Issuer not authorized for the Service Capability



Table A.2.1.1.2-1 Common Service Capability Parameters for Request Authentication and Authorization

6.3.1.1.3
Service Interactions

This service capability will consume the ServiceSubscription:retrieveAuthorization service capability:
6.3.1.1.4
Post-Conditions
Not Applicable
6.3.1.1.5
Exceptions
Not Applicable
6.3.1.1.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.3.1.1.6
oneM2M Resource/CSF Interworking
This service capability interworks with the following oneM2M Resource operations that are interworked are:

· TBD

Editors note: The oneM2M Resource/Sevice Interworking will be identified once the Security TS-0003 is frozen.

6.3.1.1.7
oneM2M Roles Association
Editors note: The oneM2M Roles Association will be identified once Annex G of TS-0001 has identified the roles for the M2M Service.
7
M2M Service Components

This clause describes the M2M Service Components provided by the M2M Services Platform.
7.1
Introduction
An M2M Service Component defines the set of M2M Services that are related in the sense that the M2M Services that comprise the M2M Service Component are typically deployed together in order to support one or more Business Services.

The M2M Service Architecture augments the oneM2M Functional Architecture by specifying M2M Services provided to M2M Service Providers. These M2M Services are exposed to the AE across the Mca reference point as well as other Service Components across the Msc reference point.
7.1.1
Service Component Interaction Cross Reference
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Table 7.1-1 Service Component Cross Reference

7.3
Infrastructure Component (INF)
The INF Component provides Services that are exposed to other  M2M Service Components across the Msc reference point.  The Services within the INF Component are common and utility type Services needed to enable other M2M Services.

7.3.1
INF to Service Cross Reference
Authorization: All Service Capabilities
ServiceSubscription: retrieveAuthorization
7.4
Service Subscription Component (SSUB)
The SSUB Component provides Services that are necessary to maintain M2M  Service Subscriptions, the associations (e.g., AE, devices) to the M2M Service Subscription and any External Identifiers associated with AE and devices. In addition the services used to manage devices and AEs are part of this component.

7.4.1
SSUB to Service Cross Reference

ServiceSubscription: All Service Capabilities
Annex A (Informative): Common Services: Mca Received Requests
A.1
Overview
This annex illustrates the usage of the common services described in this technical specification for implementation requests received from AEs across the Mca Reference Point.
A.2
Business Services

A.2.1
Authentication and Authorization of Requests

Upon reception of requests across the Mca reference, the request issuer is authenticated and the  request service capabilty is authorized when the:
· Request issuer has a service subscription for the request service capability. 

· Request issuer is authorized  for the request service capability.
A.2.1.1
receiveRequest
A.2.1.1.1
Pre-conditions
The external identifiers for th e request  issuer, subscriptionId, fromApp and toApp are assigned to the Service Subscription.
A correlation between the service capability and the M2M authorization event has been defined in order to obtain the authorize the service capability.
A.2.1.1.2
Common Service Capability Parameters for Request Authentication and Authorization
	Parameter name
	Direction
	Optional
	Description

	issuer
	IN
	NO
	The identifier of the originator that is issuing the request. 

	subscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-SUB-ID)

	fromApp
	IN
	NO
	The identifier of the AE that is originated the request (M2M-AppInst-ID)

	toApp
	IN
	NO
	The identifier of the AE that is to target of the request (M2M-AppInst-ID)

	returnCode
	OUT
	YES
	Return codes that are relevant to the Authentication and Authorizations of requests from AEs across the Mca reference point.
· Issuer is not authenticated
· Issuer does not have a Service Subscription
· Issuer not authorized for the Service Capability



Table A.2.1.1.2-1 Common Service Capability Parameters for Request Authentication and Authorization
A.2.1.1.3
Service Interactions

The interactions of  service capabilities required to authenticate and authorize a request:

1) Validate the Service Subscription using the Issuer, toApp and fromApp parameters received from the issuer.

2) Authorized the use of the service capability within the Service Subscription
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Figure A.2.1.1.3-1 receiveRequest Interaction Diagram

A.2.1.1.4
Post-Conditions
Success case: The request  is permitted.

Failure case: The request  is not permitted and an optional return code is transmitted back the request issuer.

A.2.1.1.5
Exceptions
Not Applicable
A.2.1.1.6
Policies for Use
Message Exchange Patterns: In-Out, In-Only, Robust In-Only, In-Optional-Out
Transaction Pattern: Participation allowed
A.2.1.2
getServiceCapability

The getServiceCapabilitycapability inspects the request to determine the M2M Service Capability associated with the request. Each request that is received has a service capability defined in the request header. 
A.2.1.2.1
Pre-conditions
Not Applicable
A.2.1.2.2
Signature
	Parameter name
	Direction
	Optional
	Description

	Operation
	IN
	NO
	Request operation – Common to all requests

	serviceCapId
	OUT
	NO
	The M2M Service Capability Identifier (M2M-Srv-ID)

	returnCode
	OUT
	YES
	Return codes:
· Unable to determine Service Capability from Operation



Table A.2.1.2.2-1 getServiceCapability Signature

A.2.1.1.3
Post-Conditions
Success case: The M2M-Srv-ID is returned

Failure case: An error code is returned

A.2.1.1.4
Exceptions
Not Applicable
A.2.1.1.5
Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed

A.2.1.3
getBusinessService

The getBusinessService capability inspects the request to determine the Business Service for the Service Capabilty. This service capability is assigned to M2M Service.
A.2.1.3.1
Pre-conditions
A correlation between the M2M-Srv-ID that defines the request operation and the M2M-Serv-ID that defines the Business Service has been defined in order to obtain the serviceId.

A.2.1.3.2
Signature
	Parameter name
	Direction
	Optional
	Description

	serviceCapId
	IN
	NO
	The M2M Service Capability Identifier (M2M-Srv-ID)

	serviceId
	OUT
	NO
	The M2M Service Identifier (M2M-Serv-ID) of the Business Service

	returnCode
	OUT
	YES
	Return codes that are relevant to the Authentication and Authorizations of requests from AEs across the Mca reference point.

· M2M Services doesn’t exist for this Service Capability



Table A.2.1.3.2-1 getBusinessService Signature

A.2.1.3.3
Post-Conditions
Success case: The M2M-Serv-ID is returned

Failure case: An error code is returned

A.2.1.3.4
Exceptions
Not Applicable
A.2.1.3.5
Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
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