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Introduction

In the TP#9, we have agreed that the notification message shall be transmitted to the next CSE (i.e., interim CSE or Receiver) with some notification policies such as latestNofity, batchNotify.

	10. 2. 12   Notification Procedures for Resource Subscription
… In case the notification is forwarded or aggregated by interim CSEs, the originator shall contain attributes related to notification policies such as latestNofity, batchNotify in the notification so that interim CSE is able to enforce the policy defined by the subscriber….

Editor’s Note: How the latestNotify is carried in the notification is FFS.


However, the specific delivery method was not determined. To solve above issue, this contribution is to propose the additional  meta-information in the Request.
-----------------------Start of change 1-------------------------------------------
8.1.2
Request

Request from an Originator to a Receiver includes the following information:

· op: operation to be executed: Create (C), Retrieve (R), Update (U), Delete (D).

· to: URI of the target resource or the parent of the target resoruce, e.g. /m2m.provider1.com/netBase/temp1.

Editor's Note: This is made under the assumption that the CSE-ID is incorporated in the  URI of the target resource or the parent of the target resoruce.

· fr: ID of the Originator.

NOTE 1:
fr is used for access control of the target resource.

· mi: meta-information about the Request.

Editor's Note: Defaults for meta-information are FFS.

· cn: resource content to be transferred.

NOTE 2:
The to target resource needs to be known by the Originator. It can be known either by pre-provisioning or by discovery.

Editor's Note: How pre-provisioning and discovery are performed is FFS.

The op information shall indicate the operation to be executed at the Receiver:

· Create (C): a new resource addressable with to parameter is created.

· Retrieve (R): an existing to addressable resource is read and provided back to the Originator.

· Update (U): the content of an existing to addressable resource is replaced with cn new content.

· Delete (D): an existing to addressable resource and all its sub-resources are deleted from the Resource Storage.

· Notify (N):  information to the Receiver, processing on the Receiver is not indicated by the Originator.

Editor's Note: This is an initial list of the verbs. The need for more verbs is anticipated to cover all use cases, configuration and functions.

The to information shall address the target resource in the Receiver. The to information shall conform to section 9.3.1.The fr information shall be used by the Receiver to check the Originator identity for access permission verification.

The ty information shall be present in Request for the following operations:

· Create: ty is the type of the resource to be created.

The cn information shall be present in Request for the following operations:

· Create: cn is the content of the new resource with the resource type tag as in Table 9.2-1.

· Update: cn is the content to be replaced in an existing resource.

· Retrieve: cn is the filter to be applied for discovery purposes.

· Notify: cn is the notification information.

Note that the cn information can also be empty.

The mi information shall be as follows:

· ot: optional originating timestamp of when the message was built.


Example usage of the originating timestamp includes: to measure and enable operation (e.g. message logging, correlation, message prioritisation/scheduling, accept performance requests, charging, etc.) and to measure performance (distribution and processing latency, closed loop latency, SLAs, analytics, etc.)

· rqet: optional request expiration timestamp.


Example usage of the request expiration timestamp includes to indicate when request messages (including delay-tolerant) should expire due to their staleness being no longer of value, and to inform message scheduling/prioritisation. When a request has set request expiration timestamp to a specific time and the Request demands an operation on a Hosting CSE that is not the CSE currently processing the request, then the current CSE shall keep on trying to deliver the Request to the Hosting CSE until the request expiration timestamp time, in line with provisioned policies.

· rset: optional result expiration timestamp.


Example usage of the result expiration timestamp includes to indicate when result messages (including delay-tolerant) should expire due to expected staleness of the result, being no longer of value, and to inform message scheduling/prioritisation. It can be used to set the maximum allowed total request/result message sequence round trip deadline.

· rt: optional response type: indicates  what the response to the issued request shall contain and when the response is sent to the Originator:

· Acknowledgement: In case the request is accepted by the Local CSE, the Local CSE responds after acceptance with an Acknowledgement confirming that the Local CSE will further process the request.

· Result: In case the request is accepted by the Local CSE, the Local CSE responds with the result of the requested operation  after completion of the requested operation.


Example usage of the response type set to Acknowledgment: An Originator that is optimized to minimize communication time and energy consumption wants to express a Request to the local CSE and get an acknowledgement on whether the Request got accepted. After that the Originator may switch into a less power consuming mode and retrieve a Result of the requested Operation at a later time.

· rd: optional result destination:

· Local CSE: The Local CSE includes in the response to an accepted request a reference that can be used to access the status of the request and the result of the requested operation at a later time.

· Originator: The result of the requested operation needs to be sent as a notification to the Originator.


Example usage of the result destination set to Local CSE includes when the result content is extremely large, or when the result consists of multiple content parts from a target group which are to be aggregated asynchronously over time.

· rc: optional result content: Indicates what are the expected components of the result of the requested operation. The Originator of a request may not need to get back a result of an operation at all. This shall be indicated in the rc information. Which exact settings of rc are possible depends on the requested operation specified in op. Possible values of rc are:

· "resource": Only a representation of the requested resources will be returned as content, without any mention of the links of the requested resources to other resources. This is the default value.

· "resource;links-of-types:A,B,C": A representation of the requested resources, along with links of types A, B and C to other resources (possibly limited by a maximum number of retrieved links), will be returned as content.


Editor's Note: Link types A, B, C are examples and are FFS. Or should it be converted to a NOTE.

· "resource;links": A representation of the requested resources, along with all links to other resources (possibly limited by a maximum number of retrieved links), will be returned as content.

· "links": Only the links of the requested resources to other resources (possibly limited by a maximum number of retrieved links), without any representation of the actual resources requested, will be returned as content.

· "nothing": Nothing will be returned as content of the Response.

· "result-notification": A notification will be returned when the operation is completed.

Editor's Note: Details on what settings for rc are possible can be added at a later when the specific operations that can be requested are defined (e.g. register an AE, modify content of a container, etc.)

· rp: optional response persistence: indicates the duration for which the address containing the responses is to persist.


Example usage of response persistence includes requesting sufficient persistence for analytics to process the response content aggregated asynchronously over time. If a result expiration timestamp is specified then the response persistence should last beyond the  result expiration time.

· ri: Request Identifier mandatory over the Mca, Mcc, and Mcn reference points.


Example usage of request identifier includes enabling the correlation between a Request and one of the many received Responses.

· oet: optional operational execution time: indicates the time when the specified operation op is to be executed by the target CSE. A target CSE shall execute the specified operation of a Request having its operational execution time indicator set, starting at the operational execution time. If the execution time has already passed or if the indicator is not set, then the specified operation shall be immediately executed, unless the request expiration time, if set, has been reached.


Example usage of operational execution time includes asynchronous distribution of flows, which are to be executed synchronously at the operational execution time.

NOTE 3:
Time-based flows may not be able to be supported depending upon time services available at CSEs.

· ec: optional event category: Indicates the event category that should be used to handle this request. Event categories are impacting how Requests to access remotely hosted resources are processed in the CMDH CSF. Selection and scheduling of connections via CMDH are driven by policies that can differentiate event categories.

Editor's Note: Details on how to limit use of ec by AEs and relationship to provisioned policies are FFS.


Example usage of "event category" set to specific value X: When the request is demanding an operation to be executed on a Hosting CSE that is different from the Local CSE, the request may be stored in the CSE that is currently processing the request on the way to the Hosting CSE until it is allowed by provisioned policies for that event category X to use a communication link to reach the next CSE on a path to the Hosting CSE or until the request expiration timestamp is expired.

· da: optional delivery aggregation on/off: Use CRUD operations of <delivery> resources to express forwarding of one or more original requests to the same target CSE(s).

NOTE 4:
Since da is optional, there could be a default value to be used when not present in the Request. This parameter 
may not be exposed to AEs via Mca.


Example usage of delivery aggregation set on: The CSE processing a request shall use aggregation of requests to the same target CSE by requesting CREATE of a <delivery> resource on the next CSE on the path to the target CSE.

· gid: optional group request identifier: Identifier added to the group request that is to be fanned out to each member of the group.
· np:  optional notification policy: indicates the attribute(s) of a <subscription> resource which is related to notification delivery policies. This is contained only in a Notify request and delivered to intermediate CSE(s) to be enforced(or adoped). (see clause 10.2.12).
· fc:  optional filter criteria: conditions for filtered retrieve operation are described in Table 8.1.2-1.
Table 8.1.2-1: Filter criteria conditions

	Condition tag
	Multiplicity
	Matching condition

	createdBefore
	0..1
	The creationTime attribute of the resource is chronologically before the specified value.

	createdAfter
	0..1
	The creationTime attribute of the resource is chronologically after the specified value.

	modifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically after the specified value.

	unmodifiedSince
	0..1
	The lastModifiedTime attribute of the resource is chronologically before the specified value.

	expireBefore
	0..1
	The expirationTime attribute of the resource is chronologically before the specified value.

	expireAfter
	0..1
	The expirationTime attribute of the resource is chronologically after the specified value.

	labels
	0..n
	The labels attributes of the resource matches the specified value.

	resourceType
	0..n
	The resourceType attribute of the resource is the same as the specified value. It also allows discriminating between normal and announced resources.

	sizeAbove
	0..1
	The contentSize attribute of the <instance> resource is equal to or greater than the specified value.

	sizeBelow
	0..1
	The contentSize attribute of the <instance> resource is smaller than the specified value.

	contentType
	0..n
	The typeOfContent attribute of the <instance> resource matches the specified value

	limit
	0..1
	Limitation the number of matching resources to the specified value.

	attribute
	0..n
	Attribute token name to be provided to reduce the scope of filtering to resource attributes.


Example usage of filter criteria conditions in a HTTP query: an HTTP GET operation can be requested applying also a filter in the query part of the request itself:

GET /root?label=one&label=two&createdBefore=2014-01-01T00:00:00&limit=128

The example discovers a maximum of 128 resources matching the following logical condition: createdBefore < 2014-01-01T00:00:00 AND (label = one OR label = two).

Once the Request is delivered, the Receiver shall analyze the Request to determine the target resource.

If the target resource is addressing another M2M node, the Receiver shall route the request appropriately.

If the target resource is addressing the Receiver, it shall:

· Check the existence of to addressed resource.

· Identify the resource type with the tag value as in Table 9.2-1.

· Check the permission for fr Originator to perform the requested operation.

· Perform the requested operation (using cn content when provided).

· Perform the requested operation (using cn content when provided) according to the operational execution time.

· Depending on the request result content, respond to the Originator with indication of successful or unsuccessful operation results. In some specific cases (e.g. limitation in the binding protocol or based on application indications), the Response could be avoided.

The message flow procedure started with an Originator Request shall be considered closed when either:

· A Request is received with an expired rqet (request expiration timestamp).

· A Response is delivered to the Originator.

The requested operation at the Receiver is successfully completed and no Response is needed.

8.1.2.1
Summary of Request Message Parameters

Table 8.1.2.1-1summarises the parameters specified in clause 8.1.2 for the Request message, showing any differences as applied to C, R, U, D or N operations. "M" indicates mandatory, "O" indicates optional, "N/A" indicates "not applicable".

Table 8.1.2.1-1: Summary of Request Message Parameters

	Request message parameter \ Operation
	Create:  a new resource is created
	Retrieve:  an existing resource is read and the result is provided
	Update:  the content of an existing resource is replaced with new content
	Delete:  an existing resource and all its sub-resources are deleted
	Notify:  the content / address is transferred

	To (to) – the address of the target resource on the target CSE
	M
	M
	M
	M
	M

	From (fr) – the identifier of the message Originator
	M
	M
	M
	M
	M

	Request Identifier (ri) – uniquely identifies a Request message
	M
	M
	M
	M
	M

	Resource Type (rt) - of resource to be created
	M
	N/A
	N/A
	N/A
	N/A

	Content (cn) - to be transferred
	M
	O
	M
	N/A
	M

	Originating Timestamp (ot) - when the message was built
	O
	O
	O
	O
	O

	Request Expiration Timestamp (rqet) – when the request message expires
	O
	O
	O
	O
	O

	Result Expiration Timestamp (rset) -when the result message expires
	O
	O
	O
	O
	O

	Operational Execution Time (oet) - the time when the specified operation is to be executed by the target CSE.
	O
	O
	O
	O
	O

	Response Type (rt) – local CSE response shall either indicate that the Request was accepted, or include the operation result
	O
	O
	O
	O
	O

	Result Destination (rd) – either a reference to where the result is stored, or the result is sent to the Originator
	O
	O
	O
	O
	N/A

	Result Persistence (rp) - the duration for which the reference containing the responses is to persist
	O
	O
	O
	O
	N/A

	Result Content (rc) – the expected components of the result
	O
	O
	O
	O
	N/A

	Event Category (ec) – indicates how and when the system should deliver the message
	O
	O
	O
	O
	O

	Delivery Aggregation (da) - aggregation of requests to the same target CSE is to be used
	O
	O
	O
	O
	O

	Group Request Identifier (gid) - Identifier added to the group request that is to be fanned out to each member of the group.
	O
	O
	O
	O
	O

	Notification Policy  (np) - indicates the subscription attribute(s) which is related to notification delivery policies
	N/A
	N/A
	N/A
	N/A
	O

	Filter Criteria (fc) – conditions for filtered retrieve operation
	N/A
	O
	N/A
	N/A
	TBD


-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
10.1.5
NOTIFY (N) 

The NOTIFY operation shall be used for notifying information.

Originator: The Originator requests to notify information by using NOTIFY method. See clause 8.1.2 for the information to be included in a Request message.

Receiver: The Receiver responds to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.5-1: Procedure for NOTIFYing Information

Editor’s Note: not sure how to align this procedure with the other one. The Receiver should also have a local processing, but if the addressed of the resource in the to is not one of the defined resource types what the receiver does is out of scope. However if the NOTIFY will correspond to a create instance then the procedures describe in the create should apply. This operation needs more refining.

Step 001: A notification to be sent to the Receiver is triggered in the Originator. 

Step 002: The Originator shall send the following information in the NOTIFY Request message:

op:
N (Notify)

to: 
URI where the notification should be sent to
fr:
ID of the Originator (only a CSE)

cn:
Notification data and/or Notification reference
np:
Notification policy which is delivered to intermediate CSE(s)
Step 003: The Receiver responds with a Response message that shall contain the following information:

rs: 
operation result
General Exceptions:
1) None identified.

Editor's note: General exceptions are FFS in particular for notification failures.

-----------------------End of change 2-------------------------------------------
-----------------------Start of change 3-------------------------------------------
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:
Application Dedicated Node
Application Service Note
Application Layer: The Application Layer comprises oneM2M Applications and related business and operational logic.
Big Data (8.1)
Common Services Layer: The Common Services Layer consists of oneM2M service functions that enable oneM2M Applications ( e.g. management, discovery and policy enforcement).
Common Services Entity: A Common Services Entity is an instantiation of Common Services Functions (CSFs). Common Services Entity provides a subset of CSFs that could be used and shared by M2M Applications. Common Services Entity can utilize Underlying Network capabilities and can interact with each other to fulfil the service.

Editor's Note: This is a provisional definition.
Common Services Function: A Common Services Function (CSF) is a set of service functions that are common to the M2M environment and specified by oneM2M. A CSE contains one or more CSFs.

Editor's Note: This definition needs some more work so that it is more clear (about the M2M environment and the relationship between CSE/CSF and level of service functions.
Device
(6.2.9.2)
Device Entity (6.2.9.2)
Device Management Resource
Enabler Function (6.3)
Error (10.x)
either define Error, or use lower case in Clause 10
Execution Environment: An Execution Environment is a logical entity that represents an environment capable of running some software modules.
Hosting CSE: A Hosting CSE is the CSE where the addressed master/original resource resides.
Identifier (7.0)

Intermediate CSE: An intermediate CSE is the CSE between the Originator and the Receiver except a Local CSE. It may temporarily store a message to forward or aggregate to another intermediate CSE (or the Receiver).
Local CSE: A Local CSE  is the CSE where an Application or a CSE has registered. It is the first CSE that receives Request from an Originator. For example:

· If an Application on an Infrastructure Node is the Originator, the Local CSE is the CSE on the Infrastructure Node.

· If an Application on a Middle Node is the Originator, the Local CSE is the CSE on the Middle Node.

· If an Application on an End Node is the Originator, the Local CSE is the CSE on the End Node.

Editor's Note: Need to provide definition of an End Note. This is FFS.

Editor's Note: The concept of a CSE registering at a Local CSE needs to be understood. This is FFS.

Editor's Note: Review/clarify "or a CSE" in the definition of Local CSE.  Should "or a CSE" be replaced with "or a Node"?  This is FFS.

Editor's Note: Need definition for "Application Entity". Need to define relationship between an Application Entity and an Application.
-----------------------End of change 3-------------------------------------------
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