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1
Introduction

This contribution proposes a pure editorial restructuring of section 6.5 
* * * Start of 1st Change * * * 

6.5
Inter-M2M SP Communication 
6.5.1
Inter M2M SP communication for oneM2M compliant nodes

To enable M2M entities (eg. CSE, AE) in different M2M Service Provider domains to communicate, there is a need to configure within the M2M domain if such a communication is allowed. If allowed, the M2M System shall support routing the traffic across the M2M Service Provider (SP) domain and within the target domain.

Communication between different M2M SPs which occurs over the reference point Mcc', is subject to business agreements. The offered functionality is typically a subset of the functionality offered over the Mcc reference point.

The following Table shows which oneM2M entity types may register with which other entity types across the Mcc’ reference point.

Table 6.5.1-1 - Inter M2M SP Entity Registration
	Originator
(Registree)
	Receiver in different M2M SP domain (Registrar)
	Registration Procedure

	IN-CSE
	IN-CSE
	Inter M2M SP registration procedure see clause TBD


An instance of the same IN-CSE is allowed to register to a single IN-CSE of multiple different M2M SP domains at one time.
Any interM2M SP communication in support of a request originating from one M2M SP domain shall be processed and forwarded through the Infrastructure Node of the originating M2M domain towards the Infrastructure Node of the target M2M SP domain and finally forwarded to its target CSE, if different from the Infrastructure Node. Hence the Infrastructure Node in both M2M domains shall be the exit and entry points, respectively, for all inter M2M SP communication traffic.

In this configuration approach, public DNS shall be used to support traffic routing for inter M2M SP communication in accordance with [i.7]. This relies on public domain names being allocated to communicating CSE entities within the oneM2M architecture, and to whom access across domains is permitted through policies.  To that effect, an M2M SP supporting inter- M2M SP communication shall ensure that the public domain names for the CSEs whose functionality is available across domains are held in its public DNS and shall always point to the IP address associated with the Infrastructure Node for the domain (being the entry point) for accessibility purposes.

The M2M SP could optionally also have additional policies (example: black list or white list) that governs accessibility from other domains to CSE functionality located within its own domain. These policies are however out of scope.

The public domain names of CSEs to whom access from other domains is allowed by policies, shall be created in the DNS of the M2M SP by the Infrastructure Node at registration time of these CSEs, and shall be removed at de-registration. DNS entries for CSEs can also be created/removed for registered CSEs at any time by the M2M SP through administrative means to handle dynamic policies.

Editors Note: The CSE registration procedures will be updated to include normative text for the creation of the needed DNS entries 

6.5.1.1
Public Domain Names and CSEs

To enable the usage of public DNSs as described above, there is a need for a naming convention for public names for CSEs.  This naming convention facilitates the creation of the necessary entries of the public domain names of CSEs in the DNS by the infrastructure node.

CSEs public domain names shall be a sub-domain of the Infrastructure Node public domain name. This naming convention allows the Infrastructure Node to include the needed DNS entry corresponding to the CSE to whom access from other domains is allowed. This would typically occur when the CSE registers with the Infrastructure Node, subject to policies, or administratively. The Infrastructure Node shall also have a public domain name.

Accordingly, the structure of the public domain of the CSEs in any node (Middle Node/Application Service Node) shall follow the following naming convention, which relies on the CSE identifier (CSE-ID) as part of the naming convention to facilitate the entry creation:

· Infrastructure Node public domain name: <Infrastructure Node CSE Identifier>.<M2M Service Provider domain name>.

· CSE Middle Node public domain name: <Middle Node CSE Identifier>.<Infrastructure Node public domain name>.

· CSE Application Service Node  public domain name: <Application Service Node CSE Identifier>.<Infrastructure Node public domain name>.

Both the CSE Middle Node and the CSE Application Service Node are sub-domains of the Infrastructure Node.

The A/AAAA records in the DNS, as per [i.5], [i.6], and [i.10] shall consist of the public domain name of the CSE and the IP address of the M2M Infrastructure Node, since the M2M Infrastructure Node is the entry point of the M2M Service Provider domain name where it belongs to.

Note that entries in the public domain names of the three nodes depicted above do not imply that the actual CSE-Identifier allocated for that node has to be used in the DNS entry. Rather any name, including indeed the CSE Identifier for the node, can be used there as long as the entry resolves to the intended service node.

Example:

These 3 host entries are valid entries in the DNS:

IntermediatenodeCSEID.infrastructurenodeCSEID.m2m.myoperator.org

node1.node2.m2m.myoperator.org

 IntermediatenodeCSEID.node22.m2m.myoperator.org











· 
· 
· 
6.5.2
Inter M2M SP Generic Procedures

This section describes the behaviour of the M2M nodes in support of inter-M2M SP procedures.

6.5.2.1
Actions in  the originating M2M node in Originating Domain

The issuer in the originating domain can be any M2M node such as ADN, an MN, or an ASN, etc.. , and shall issue a request to the local CSE to retrieve a resource located in another M2M Service Provider domain.

The issuer shall use any of the options defined in X.X.X to identify the target host and resource for that purpose. 

6.5.2.2 
Actions in  the Receiving CSE  in originating domain

The receiving CSE in the originating domain shall check if the addressed resource is locally available. If the addressed resource is not locally available, then the request shall be forwarded to the next hop. 

If the receiving CSE is on an IN, it shall check if the addressed resource is locally available within its domain.  If the addressed resource is not located within its own domain, then the IN shall perform a DNS lookup by using the target hostname provided in the RETRIEVE request. A successful DNS lookup shall return to the origin IN in the originating domain the IP address of the M2M IN residing in the target M2M Service Provider Domain. 

Subsequently, the IN in the originating domain shall forward the request to the IN of the target domain.

6.5.2.3
Actions in  the IN of the target domain 

The IN is the entry point of the target M2M Service Provider domain. The IN shall check if the addressed resource is a local resource. If it is not a local resource it shall forward the request to the appropriate CSE, after identifying the hosting CSE within its domain, using the pointOfAccess attribute. 

Once the request reaches the target Hosting-CSE, the CSE shall apply the access rights applicable to the request.  Consequently, the Hosting-CSE shall forward the response for the incoming request following the same path of the incoming request.

6.6
M2M Service Subscription

The M2M Service Subscription defines the technical part of the contract between an M2M Subscribers (typically an Application provider) and an M2M Service Provider. Each M2M Service Subscription shall have a unique identifier, the M2M-Sub-ID, as specified in 7.1.11. An M2M Service Subscription establishes a link between one or more AEs; one or more M2M Nodes, one or more M2M Service roles as well as subscriber defined groups used for Access Rights. 

Editor’s Note: Change Access Right to Access Control Policy if such a recommendation is made by WG4

An M2M Service is the marketable service offered to M2M service subscriber (organizations or individuals). Examples of services include Device Management, Location, Data Exchange, etc. 

In each M2M Service, one or multiple M2M Service role(s) shall be defined by the M2M Service Provider. M2M Service role is defined as a set of privileges pertaining to a resource types which are associated with M2M Service. The M2M Subscriber subscribes one or multiple roles within the M2M Services, which M2M Subscribers are interested in.

The set of M2M Services and M2M Service roles supported in this specification is depicted in Annex X (the list of roles is provided as informative). 

It shall also be possible for an M2M Service Provider to define his own services and roles.

An M2M Service Subscription governs for an M2M subscription, the M2M nodes where AEs can reside and execute. It also governs the M2M Service roles as well as subscriber defined groups used for Access Right.  An example of the Subscriber defined group is all node applications within this service subscription with app-ID set to a specific value. Access Right resource configuration shall be in line with M2M Service Subscription. For Authorization of accessing the resource, Access Right is applied. Details of configuring Access Right are FFS.

How to authorize the request operation based on M2M Service Subscription resource will be defined in section FFS of TS-0003 [TS-0003].

An M2M Service Subscription shall be used for the following purposes:

· Serve as a basis for authorization for resource operations
· Serve as the basis for charging.
· Identify which nodes are part of this M2M Service Subscription


* * * End of 2nd Change * * * 
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