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Introduction
Changing accessControlPolicyID means that the entire privileges are changed ( we need to treat changing accessControlPolicyID as changing privileges.

Currently accessControlPolicyID could be updated by sending update operation to a resource including accessControlPolicyID ( Even though the entity has only update permission on resource, a certain entity can change accessControlPolicyID. This is severe security hole.
Since currently privileges are only updated by the entity who has update permission in selfPrivileges, this contribution proposes to use the same mechanism to check whether the Originator has update permission in selfPrivileges.
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-----------------------Start of change 1-------------------------------------------
9.6.1
Common Attributes

Many of the attributes of the resources described in the present document are common. Such attributes are described here once in order to avoid duplicating the description for every resource that contains it.

Attributes that are only used in one or two resource types are described only in the clause for that resource type.

In all tables representing resource attributes, each attribute name is followed by its "short name" in brackets that shall be used in resource representations to be transferred across reference points.

Table 9.6.1-1: Common Attributes
	Common Attribute
	Description

	resourceType (rT)
	Resource Type. This WO resourceType attribute stores <in a two capital letters token> the information useful for procedure processing, e.g. CO for <container>, CI for <instance>.

	parentID (pID)
	The identifier identifies the parent resource.

{9.6.1.a} Editor's Note: The adoption of a URI format is still to be confirmed.

	accessControlPolicyID (aRI)
	The URI of an <accessControlPolicy> resource. The permissions defined in the <accessControlPolicy> resource that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).
If a resource type does not have an accessControlPolicyID attribute definition, then the accessControlPolicy for resources of that type are governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyID attribute definition, or the permissions for access are fixed. Refer to the corresponding procedures to see how permissions are handled in such cases.

If a resource type does have an accessControlPolicyID attribute definition, but the (optional) accessControlPolicyID attribute is not set, or it is set to a value that does not correspond to a valid, existing <accessControlPolicy> resource, or it refers to an <accessControlPolicy> resource that is not reachable (e.g. because it is located on a remote CSE that is offline or not reachable), then the system default access permissions shall apply.

The system default access permissions grant all permissions (i.e. the full set of permissionsFlags) to the following permission holders depending on the prefix of URI of the resource.:
To update this attribute, a Hosting CSE shall check whether an Originator has update permission in selfPrivileges of the <accessControlPolicy> resource which this attribute originally indicates.
{9.6.1.b}  Editor's Note: what is the list of permission holders 

	creationTime (cT)
	Time/date of creation of the resource.

	expirationTime (eT)
	Time/date after which the resource will be deleted by the hosting CSE. This attribute can be provided by the Originator, and in such a case it will be regarded as a hint to the hosting CSE on the lifetime of the resource. The hosting CSE can however decide on the real expirationTime. If the hosting CSE decides to change the expirationTime attribute value, this is communicated back to the Originator.

The lifetime of the resource can be extended by providing a new value for this attribute in an UPDATE verb. Or by deleting the attribute value, e.g. by not providing the attribute when doing a full UPDATE, in which case the hosting CSE can decide on a new value.

	lastModifiedTime (lMT)
	Last modification time/date of the resource.

	versionTag (vT)
	An incremental counter of modification on the resource. When a resource is created, this counter is set to 0, and it will be incremented on every modification of the resource. 
NOTE: In order to enable detection of overflow, the counter needs to be capable of expressing sufficiently long numbers. .

	labels(lBs)
	Tokens used as keys for discovering resources.

	creator (cr)
	The App-inst-ID or CSE-ID of the entity which created the resource

	link (ln)
	This attribute shall be present only for the announced resource. This attribute shall provide the URI to the original resource. 

	announceTo (aT)
	This attributes shall be present for the announceable original resource only.
This attribute maintains the list of URIs to the announced resources. Updates on this attribute will trigger new resource announcement or de-announcement.
In case of new resource announcement, either the exact URI to the announced resource that is to be created can be provided, or the CSE-ID of the remote CSE can be provided. This means the original resource-hosting CSE will decide the exact location of the announced resource in the remote CSE identified by the CSE-ID.

	announcedAttribute (aA)
	This attributes shall be present for the announceable original resource only.

This attribute maintains the list of the announced attributes in the original resource. Updates on this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.


{9.6.1.c} Editor's Note:  The usage of creator (cr) attribute is FFS.
{9.6.1.d} Editor's Note: The following attributes are FFS depending on resource structure discussions:

· child: resources with child relation with the considered resource

· parent: resources with parent relation with the considered resource
-----------------------End of change 1---------------------------------------------
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