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Introduction
1
Rationale

This is related to the possibility for a CSE of checking the aCP of a resource on  a different CSE, before granting subscription/notification rights

Issue: 

A CSE receiving a subscription request has to 

“Hosting CSE: The Hosting CSE shall validate the followings:

· if the subscribed-to resource, addressed in the to parameter in the Request, is a subscribable resource;
· if the Originator has RETRIEVE permission to the subscribed-to resource;
· if the Originator has access rights to send notifications to the entity(ies) hosting notificationURI(s) when the Originator is not a hosting notificationURI;
· if it has access rights to send notifications to the entity(ies) that hosting notificationURI(s).

Editor's Note: Access right to send notification to an entity can be represented as NOTIFY permission.
Editor's Note: The validation process described in the last two bullet points above needs to be investigated further, This is FFS.

If all those checks are successfully done, the Hosting CSE shall send positive Response to the Originator.”

So the hosting CSE to check the the AR (now aCP) of  the originator on a different CSE, to verify if it has the Notify permission.
It is the unique case of a CSE that has to check the aCP of a different resource hosted potentially in a different CSE.  There is no way to guarantee that the Hosting CSE can read such  resource rappresenting the hosting notificationURI and  retrive the related aCP.

Additionally, in general, this notificationURI an be in the AE, so it has no associated resources and aCP.

Solution:

The proposal is to remove this verification from the hosting CSE. The main rationale for this  functionality is the risk of misuse of such notification from unauthorized  AE, generating massive attacks, but this can be managed monitoring the use notificationURI, in light of the fact that all AE are identified and subject to authorization to access to the system.

Other solution are welcome, but the proposer has not found one compatible with the expectation of what a CSE can check. What is clear is that the mechanism is currently not working.
-----------------------Start of change 1-------------------------------------------
10.2.11.2
Create <subscription>

This procedure shall be used to request a new subscription to be notified for the modifications of a subscribable resource.
Originator: The Originator can be an AE or a CSE. The Originator shall request to create a <subscription> resource. The Request shall address a subscribable resource.

The Request shall include notificationURI(s).

Hosting CSE: The Hosting CSE shall validate the followings:

· if the subscribed-to resource, addressed in the to parameter in the Request, is a subscribable resource;
· if the Originator has RETRIEVE permission to the subscribed-to resource;
· 
· 
Editor's Note: Access right to send notification to an entity can be represented as NOTIFY permission.

If all those checks are successfully done, the Hosting CSE shall send positive Response to the Originator.
Table 10.2.11.2-1: <subscription> CREATE

	Description

	Call Flow Type
	CREATE

	Pre-Conditions 
	The Originator configures proper permissions and access rights described above

	Information on Request message
	op: C
fr: ??
to: ??
cn: Mandatory and/or optional attributes defined in clause 9.6.12

	Local processing on Hosting CSE
	Check access rights regarding creation of the subscription resource and sending notification to the notificationURI.

	Information on Response message
	No change from the basic procedure in clause 10.1.1

	Post-Conditions 
	None

	Exceptions
	One of validations on the Hosting CSE above fails.


-----------------------End of change 1---------------------------------------------
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