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Introduction

This contribution proposes alighment with the definitions of the access control terminology. In addition as per minutes of TP#9  to remove “list “ by making sure the accessControlPolicy defines the set of rules and privileges  that each entity must comply with to grant access to an object. The agreed acces control terminilofy are reminded below:
Access Control Attributes: Set of parameters of the originator, target resource, and environment against which there could be rules evaluated to control access.

NOTE:
An example of Access Control Attributes of Originator is a role. Examples of Access Control Attributes of Environment are time, day and IP address. An example of Access Control Attributes of targeted resource is creation time.

Access Decision:  Authorization reached when an entity’s Privileges, as well as other Access Control Attributes, are evaluated
Privilege: Qualification given to an entity that allows a specific operation (e.g. Read/Update) on a specific resource (e.g.: an entry in ACL specifies a privilege, not an Access Decision).

NOTE:
In addition to being granted a Privilege, the entity must also satisfy any conditions of the Access Control Attributes.
NOTE R01 : some of initial  proposed changes are not inline with ARC attribute definition where only privileges and selfPrivileges, are defined as attributes and others are parameters of these attributes.
-----------------------Start of change 1-------------------------------------------
9.6.2
Resource Type accessControlPolicy
Access control policy  is defined as the set of rules of privileges, i.e. each privilege defines "allowed" entities (defined as accessControlOriginatorAttribute) for certain access modes (defined as accessContolOperationFlags). Sets of rules are handled such that the resulting rules of privileges for a group of  privileges are the sum of the individual rules of privileges; i.e. an action is permitted if it is permitted by some/any privileges in the set and against which should be rules evaluated to control access. The selfPrivilege attribute lists those that have the rights to Read/Update/Delete for the resource <accessControlPolicy> itself.

Each of access control attribute  may also refer to a role described in a <serviceSubscription>.

All privileges defined in an access control policy are also contextualized to: location, time windows and IP address.
By setting an accessControlPolicyID attribute on a resource, the access grant for accessing that resource are then defined by the privileges defined by the <accessControlPolicy> resource against which rules are evaluated.

{9.6.2.a} Editor's Note: There is a need for a global replacement of accessRight with accessControlPolicy, accessRightsID with accessControlPolicyID, permission with privilege.
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Figure 9.6.2-1: Structure of <accessControlPolicy> resource 
(only resource specific attributes are shown)

{9.6.2.b} Editor's Note: To update the picture to include "link", "announceTo" and "announcedAttribute" attribute.
Table 9.6.2-1: Child resources of <accessControlPolicy> resource
	Child Resource Name of <accessControlPolicy>
	Child Resource Type
	Multiplicity
	Description
	<accessControlPolicyAnnc> Child Resource Type

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscriptionAnnc>


{9.6.2.c} Editor's Note: Contribution ARC-2014-0089R03 does not provide the table for the <subscription> child-resource. The contributor to verify the accuracy of the proposal.
This resource shall contain the attributes according to their multiplicity in Table 9.6.2-2 (0 indicates the optionality of the attribute).

Table 9.6.2-2: Attributes of <accessControlPolicy> resource
	Attribute Name of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attribute

	resourceType (rT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	MP

	parentID (pID)
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	MP

	expirationTime (eT)
	1
	RW
	See clause 9.6.1 where this common attribute is described.
	MP

	labels (lBs)
	0..1
	RW
	See clause 9.6.1 where this common attribute is described.
	MP

	creationTime (cT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	MP

	lastModifiedTime (lMT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	MP

	Link
	1
	WO
	See section 9.6.1 where this common attribute is described. This is only for <accessControlPolicyAnnc>.
	MP

	announceTo
	1
	RW
	See section 9.6.1 where this common attribute is described.
	NP

	announcedAttribute
	1
	RW
	See section 9.6.1 where this common attribute is described.
	NP

	privileges (ps)
	1
	RW
	The list of privileges defined by this <accessControlPolicy> resource. These privileges are applied to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	OP

	selfPrivileges (sP)
	1
	RW
	Defines the list of privileges for the <accessControlPolicy> resource itself.
	OP


{9.6.2.d} Editor's Note:  Mechanisms for announcing are FFS.
The privileges attributes could then be generalised to actions (which might be granting access, but might also be more specific, like granting access to a subset, i.e. filtering part of the data). The privileges attribute could be generalised to conditions, which may include things like the identity of the requestor, everybody except specified identities, but it might also include time based conditions, etc.

The access granting mechanism based on access control policy operates by matching the request originator with originator privilegesstored in an <accessControlPolicy> resource and against which rules are evaluated. When a positive match is found then the requested operation (e.g. RETRIEVE) is checked with a set of allowed operations associated to the matching privilege holder; if this check fail, then the request will be denied. These sets are called privilege flags. 

Self privileges and privileges are both lists of originator privilege associated with privilege flags applied respecively to <accessControlPolicy> resource itself (self privileges) and to all other resource types addressing the <accessControlPolicy> resource with the accessControlPolicyID common attribute (privileges).

All access control parameter, from the privileges attribute,  defined in an access control policy are also contextualized to: location, time windows and IP address before granting the access

Each access control parameters in the self privileges and privileges lists can be also constituted by one role. Such role is identified by a role name and a URL addressing a <m2mServiceSubscription> resource where such role is defined. In case the originator is presenting itself with a specific role, the access control policy operates by matching the request originator with the list belonging to such specific role as described in the Service Subscription resource (achieved by partial addressing).

Each privilege in the privileges and selfprivileges lists is constituted by the following parameters
Table 9.6.2-3: Privileges types
	Name
	Description

	accessControlOriginator
	See 9.6.2.1

	accessControlContexts
	See 9.6.2.2

	accessControlOperationFlags
	See 9.6.2.3


9.6.2.1
accesscontrolOriginator
The following originator privilege types shall be considered for access control policy check.

Table 9.6.2.1-1: originatorPrivileges types
	Name
	Description

	Domain
	FQDN domain

	originator identifier
	CSEid or App-inst-iD which represent a originator identity

	Token
	Access token usually provided as query parameter

	All
	All originators

	Role
	A role name associated with the URL  the a Service Subscription resource where such role is defined 


9.6.2.2
accessControlContexts
The following originator contexts types shall be considered for access control policy check.

Table 9.6.2.2-1: Context types
	Name
	Description

	Context
	Defines the context in which every privileges of the present access control policy resource applies, e.g. time windows, location, IP address.

Editor’s note: the detailed definition for the context is FFS.


9.6.2.3
accessControlOperationFlags

The following privilege flags shall be considered for access right check in association to an originator privilege.

Table 9.6.2.3-1: PrivilegeFlags
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification


{9.6.2.3.a} Editor’s Note:  A non-verbose  privilege flag description could be the following: <pf>RcUeDN</pf> that means: RETRIEVE allowed, CREATE not allowed, UPDATE allowed, DELETE not allowed, DISCOVER allowed, NOTIFY allowed.
-----------------------End of change 1-------------------------------------------
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