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Introduction
[Reply to ARC-2014-1306]
Please consider this contribution as a reply to “ARC-2014-1306 Inconsistencies in Access Control Policies use for Subscription notify”. The contribution 1306 points out the feasibility/usefulness of the existing solution in the TS v0.4.3. In this contribution, an alternative solution is proposed to resolve the issue in ARC-2014-1306.
FYI, the problem statement on subscription creation procedure was discussed with “ARC-2013-0581 subscription verification”. The problem arises when the notification target is not the subscription originator, which is a very reasonable use case for the subscription/notification feature.

The resource subscription verification mechanism in the TS v0.4.3 can be called as pre-verification, since it performs verification before it grants subscription (i.e., successful response to subscription create request). The mechanism now proposed as an alternative can be called as post-verification, since it performs verification after it grants subscription.

Note that the “verification” mentioned in this contribution refers yellow highlight in the below text:

10.2.11.2
Create <subscription>

This procedure shall be used to request a new subscription to be notified for the modifications of a subscribable resource.

Originator: The Originator can be an AE or a CSE. The Originator shall request to create a <subscription> resource. The Request shall address a subscribable resource.

The Request shall include notificationURI(s).

Hosting CSE: The Hosting CSE shall validate the followings:

· if the subscribed-to resource, addressed in the to parameter in the Request, is a subscribable resource;
· if the Originator has RETRIEVE permission to the subscribed-to resource;
· if the Originator has access rights to send notifications to the entity(ies) hosting notificationURI(s) when the Originator is not a hosting notificationURI;
· if it has access rights to send notifications to the entity(ies) that hosting notificationURI(s).

[Alternative solution]
Here is a diagram that compares the two verification mechanisms.
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Diagram 1. Comparison of pre-verification and post-verification

As stated above, currently in the TS v0.4.3, pre-verification is chosen. However the editor’s note says we need further investigation, and the post-verification suggested here is the result of my investigation.

The main issue mentioned in ARC-2014-1306 is feasibility of Subscription Hosting CSE’s reading an Access Control Previlege(ACP) in the Notification Target CSE (find the entity in the diagram). In the pre-verification, it is assumed that Subscription Hosting CSE retrieves an ACP and perform the pre-verification by itself. Depends on the situation or pre-configuration, it may or may not possible. 
Now, in the post-verification, Subscription Hosting CSE does not need to read the ACP on the Notification Target CSE because the Notification Target CSE will perform post-verification by itself. With this approach, the issue raised in ARC-2014-1306 will be resolved. Addingly, the <subscription> resource once created may be removed if the Subscription Hosting CSE receives an unsuccessful Notify response due to lack of access privilege that confirmed during the post-verification. And also, it may be notified to the Subscription Originator.
[Changes needed to support an alternative]
To perform the second verification of the two by the Notification Target CSE, ID of Subscription Hosting CSE is needed but it is already there in a Notify request by the basic procedure definition.

To perform the first verification of the two (see the two yellow highlight bullets above) by the Notification Target CSE, ID of the Subscription Originator should be delivered to the Notification Target CSE within a Notify request. This ID is stored when the <subscription> resource is created as an attribute (change 2 in this contribution), and is delivered to the Notification Target CSE (change 3 in this contribution). The verification result should be returned from the Notification Target CSE to the Subscription Hosting CSE, because the Subscription Hosting CSE granted the subscription creation already. To assure this result delivery, at least one Notify response shall be returned to the Subscription Hosting CSE (change 3 in this contribution).
Change summary in R02 (from R01)
· There are pros/cons in either pre/post verification, so I propose a hybrid/middle one. With the below, we don’t have to store unnecessary subscription resources that will be gone after post-verification. Also, we can avoid the situation that a very big notification is delivered to the notification target and verification fails, which means network capacity was just wasted for that invalid big notification message.

1. Subscription originator sends a subscription request 

2. Before subscription hosting CSE grants that request, it sends a Notify request to notification target CSE for verification. This notify request is not intended to carry notification information due to notification event, but to ask notification target CSE to perform verification.

3. Notification target CSE performs verification and response back to subscription hosting CSE with the verification result.

4. Upon receiving the Notify response, subscription hosting CSE decide whether grant/reject the subscription request in step 1.

· In Table 9.6.8-2: Attributes of <subscription> resource, the description for notificationURI has been enhanced

Now it’s clear that subscription originator does not need to be a notification target and notification target may or may not be oneM2M resource.

----------------------- Start of change 1 -----------------------
10.2.11.2
Create <subscription>

This procedure shall be used to request a new subscription to be notified for the modifications of a subscribable resource.

Originator: The Originator can be an AE or a CSE. The Originator shall request to create a <subscription> resource. The Request shall address a subscribable resource.

The Request shall include notificationURI(s). If there is a notificationURI that does not represents the Originator, the Originator shall send this request as non-blocking request.
Hosting CSE: The Hosting CSE shall validate the followings:

· if the subscribed-to resource, addressed in the to parameter in the Request, is a subscribable resource;
· if the Originator has RETRIEVE permission to the subscribed-to resource;
· if there is a notification target CSE, which is represented in notificationURI(s), does not represents the Originator, the Hosting CSE shall send a Notify request to the target CSE to verify this <subscription> creation request. The Hosting CSE shall check if the verification result in the Notify response is successful or not.
· 
· 
Editor's Note: Access right to send notification to an entity can be represented as NOTIFY permission.


If all those checks are successfully done, the Hosting CSE shall create the <subscription> resource and send successful Response to the Originator. Otherwise, the Hosting CSE shall send unsuccessful Response to the Originator with corresponding error information.
Table 10.2.11.2-1: <subscription> CREATE

	Description

	Call Flow Type
	CREATE

	Pre-Conditions 
	The Originator configures proper permissions and access rights described above

	Information on Request message
	op: C

fr: ??
to: ??
cn: Mandatory and/or optional attributes defined in clause 9.6.12

	Local processing on Hosting CSE
	Check access rights regarding creation of the subscription resource and sending notification to the notificationURI.

	Information on Response message
	No change from the basic procedure in clause 10.1.1

	Post-Conditions 
	None

	Exceptions
	One of validations on the Hosting CSE above fails.


----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
9.6.8
Resource Type subscription
The <subscription> resource contains subscription information for its subscribed-to resource.

The list of subscribable resources is as follows.

· <entity> resource (see clause TBD)  <<no such resource has been described - propose to remove it>>
· <application> resource (see clause 9.6.5)

· <accessControlPolicy> resource (see clause 9.6.2)

· <container> resource (see clause 9.6.6)

· <group> resource (see clause 9.6.13)

· <CSEBase> resource (see clause 9.6.3)
Editor's Note: It is not yet clear how or where to best to explain the applicability of the resource <subscription>. Subscribable resources can be added to the list above, Non-subscribable resources can also be added to the list above, and/or we could ensure that the applicability of the resource <subscription> is clearly described with each resource, removing or keeping the list here.

The relationship between a subscribed-to resource and a <subscription> resource shall be represented as parent-child resource in each subscribable resource. For example, <container> resource has <subscription> resource as a child resource (see clause 9.6.6). A <subscription> resource shall be deleted when a parent subscribed-to resource is deleted.

The <subscription> resource shall represent a subscription to a subscribed-to resource. An Originator shall be able to create a resource of <subscription> resource type when the originator has RETRIEVE permission to the subscribable resource. The Originator of a <subscription> resource becomes a resource subscriber.

When a modification to the subscribed-to resource occurs, that modification is compared to the filter criteria attribute to determine whether a notification is to be sent to the resource subscriber.
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Figure 9.6.8-1: Structure of <subscription> resource 
(only resource specific attributes are shown)


This resource shall contain the child resources according to their multiplicity in Table 9.6.8-1.

Table 9.6.8-1: Child resources of <subscription> resource

	Child Resource Name of <subscription>
	Child Resource Type
	Multiplicity
	Description

	notificationSchedule
	<schedule>
	0..1
	See clause 9.6.9


Editor's Note: criteria is shown as an attribute, However, whether we need a separate attribute or child resource for notification policy is FFS.

The <subscription> resource shall contain the attributes described in Table 9.6.8-2.

Table 9.6.8-2: Attributes of <subscription> resource

	Attribute Name of <subscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType (rT)
	1
	WO
	See clause 9.6.1 where this common attribute is described.

	parentID (pID)
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	expirationTime (eT)
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	creationTime (cT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	lastModifiedTime (lMT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	labels (lBs)
	I
	RW
	See clause 9.6.1 where this common attribute is described.

	accessControlPolicyID (aRI)
	0..1
	RW
	See clause 9.6.1 where this common attribute is described.


If no accessControlPolicyID is given at the time of creation, the accesControlPolicyID of the parent resource is linked to this attribute.

	filterCriteria
	0..1
	RW
	Filtering conditions that when applied and provide a not empty matching set of resources, then a notification can be sent to notificationURI.

	expirationCounter
	0..1
	RW
	When the number of notifications becomes the same as this counter, the <subscription> resource shall be deleted.

	notificationURI
	1..n
	RW
	URI(s) where the resource subscriber will receive notifications. The URI(s) may not represent the resource subscriber entity.
NOTE: This information includes whether an URI represents an oneM2M resource or not.

	aggregationURI
	0..1
	RW
	URI to aggregate notifications from group members of a <group> resource.

	batchNotify
	0..1
	RW
	Indicates that notifications should be batched for delivery. When set, notification events are temporarily stored until either a specified number is ready to send or until a duration after the first notification event has expired.

	rateLimit
	0..1
	RW
	Indicates that notifications should be rate-limited. When set, notification events that exceed a specified number within a specified time are temporarily stored then sent when the number of events sent per specified time falls below the limit.

	priorSubscriptionNotify
	0..1
	WO
	Indicates that when this subscription is created, whether notification events prior to subscription should be sent, e.g. send prior "n" notifications, if available.

	interimEventsNotify
	0..1
	RW
	Indicates the notification action to be taken following a period of unreachability, when the resource subscriber becomes reachable (e.g. send "n" iterim notificiations, if available.)

	notificationStoragePriority
	0..1
	RW
	Indicates a priority for this subscription relative to other subscriptions belonging to this same subscriber for retention of notification events when storage is congested. The storage congestion policy which uses this attribute as input is specified in clause TBD.

	latestNotify
	0..1
	RW
	Indicates if the subscriber wants only the latest notification or all the notification. If the subscriber only wants the latest notification, older notifications can be discarded. The attribute is mutual exclusive with batchNotify.

	notificationStructure
	1
	RW
	Type of information that shall be contained in notifications. E.g. modified attribute only of a subscribed-to resource, a whole subscribed-to resource, and/or URI of a corresponding <subscription> resource.

	notificationDeliveryPriority
	0..1
	RW
	Indicate a delivery priority for the notification. That is, this attribute defines the how to handle sending of notifications when notifications need to be sent.

	notificationEventCat


	0..1
	RW
	Defines the Event Categories for the notification message triggered by the <subscription> resource.

	
	
	
	


----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
10.2.12
Notification Procedures for Resource Subscription

This procedure shall be used to notify Receiver(s) of modifications of a resource for an associated <subscription> resource. Also, this procedure shall be used to ask Receiver(s) of resource subscription verification.
Originator: The Originator can be a CSE which is hosting a <subscription> resource. The Originator shall consider sending a notification request containing the subscribed information following the detection of a modification of the subscribed-to resource that matches the specified filterCriteria as specified in the <subscription> resource.
The Originator can also be a CSE which received a <subscription> creation request where there is a notification target CSE which is not the Originator of the <subscription> creation request. In this case, the <subscription> creation request shall be non-blocking request. Also the Originator shall send a Notify request to the target CSE including an indication that the Notify request is asking resource subscription verification. For the verification, the Originator shall include the Originator ID of the <subscription> creation request, so the Receiver can verify if the Originator of the subscription creation has NOTIFY privilege. To assure that verification result is returned to the Originator, the Originator shall include an indication that requires a Notify response, so the Receiver shall respond to the Notify request.
The Originator shall contain a notification structure and send this to Receiver(s). 

In case the notification is forwarded or aggregated by interim CSEs, the originator shall contain attributes related to notification policies such as latestNofity, batchNotify in the notification so that interim CSE is able to enforce the policy defined by the subscriber.
If the Originator receives unsuccessful response from the Receiver since the Originator does not have proper access privilege, the Originator shall reject the corresponding <subscription> creation request (see clause 10.2.11.2).
Editor’s Note: The notification policy enforcement between subscription resource hosting CSE and the notification target CSE need to be FFS.

Receiver: The Receiver can be AE(s) or a CSE(s) which shall be presented in the notificationURI attribute of the <subscription> resource. The Receiver can also be an interim CSE in case the notification is forwarded or aggregated.
If the Notify request requires verification of resource subscription creation by an indication in it, the Receiver shall check if the Originator has NOTIFY privilege of a target resource addressed by notificationURI and also check if the Originator of the subscription creation has NOTIFY privilege of the target resource, too. If any of the two verification is not successful, the Receiver shall return unsuccessful response to the Originator with the verification failure information. Otherwise, the Receiver shall send successful response to the Orignaotr when the Originator requires a response.

A considered Notification Request shall be sent when notification policies are satisfied.

The expirationCounter shall be decreased by one when the Originator successfully sends the notification request to Receiver(s). If the counter meets zero, the corresponding subscription resource is deleted.

----------------------- End of change 3 -----------------------
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