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Introduction
This contribution proposes to clean-up the SEC CSF description based on the reasoning provided in ARC-2014-1218R01. The current description contains several “shall” requirements which are unverifiable. These are removed. The text is organized for better readability.
---------------------------------Start of changes -----------------------------------------
6.2.10
Security

6.2.10.1
General Concepts


The Security (SEC) CSF comprises the following functionalities:

· Sensitive data handling;

· Security administration;

· Security association establishment;

· Access Control including identification, authentication and authorization;

· Identity management.

Sensitive data handling functionality in the SEC CSF protects the local credentials on which security relies during storage and manipulation. Sensitive data handling functionality performs other sensitive functions such as security algorithms. This functionality is able to support several cryptographically separated security environments.

Security administration functionality enables services such as the following:

· Creation and administration of dedicated secure environment supported by sensitive data handling functionality;

· Post-provisioning of a master credentials protected by the secure environment;

· Provisioning and administration of subscriptions related to M2M common services and M2M application services.

Security association establishment functionality establishes security association between corresponding M2M Nodes, in order to provide services such as confidentiality and integrity. 
Access Control functionality authorizes services and specific operations (e.g. Read/Update) on resources to identified and authenticated entities, according to provisioned access control policies and assigned roles.

While unique identifier of an entity are used for authentication and  identity management functionality provides pseudonyms which serve as temporary identifiers which cannot be linked to the true identity of either the associated entity or its user.

6.2.10.2
Detailed Descriptions

The functionalities supported by the SEC CSF are as follows:

1. 
2. 
3. 
4. 
5. 
Sensitive data handling:
Provides the capability to protect the local credentials on which security relies during storage and manipulation.
Extends sensitive data handling functionality to other sensitive data used in the M2M Systems such as subscription related information, access control policies and personal data pertaining to individuals.
Performs other sensitive functions as well, such as security algorithms running in cryptographically separated secure environments.

6. Security administration :
a. Creates and administers dedicated secure environment supported by sensitive data handling functionality
b. 
c. Post-provisions master credentials protected by the secure environment.
1) NOTE:
The secure environment can also be pre-provisioned with a master credentials prior to deployment; therefore this capability is not always required. Post-provisioning is required when the security remote provisioning needs to be performed or re-initiated after deployment.
2) Provisioning and administration of subscriptions related to M2M Services and M2M application services. Besides the associated master credentials, a subscription includes other information classified as sensitive data such as authorization roles and identifiers for access control management.
7. 
8. 
Security association establishment:

a.  Establishes security associations between corresponding M2M nodes, in order to provide specific security services (e.g., confidentiality, integrity, or support for application level signature generation and verification) involving specified security algorithms and sensitive data. This involves key derivation based on provisioned master credentials. This functionality of the SEC CSF is mandatory when security is supported.


Access control:

b.  Authorizes services and specific operations (e.g. Read/Update) on resources to identified and authenticated entities, according to provisioned access control policies and assigned roles. This functionality is mandatory when any services relying on authorization and access control are present. Among other usages, the services of this functionality may be applied to personal information as a means to preserve privacy.

Identity protection:

c. Provides pseudonyms to be used instead of the unique identifiers of an entity to serve as temporary identifiers not linkable to the true identity of either the associated entity or its user.
Detailed functionalities are described in the Security Solutions Technical Specification [TS-0003].
-----------------------------------End of change ------------------------------------
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