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Introduction

This contribution proposes alighment with the definitions of the access control terminology. In addition as per minutes of TP#9  to remove “list “ by making sure the accessControlPolicy defines the set of rules and privileges  that each entity must comply with to grant access to an object. The agreed acces control terminilofy are reminded below:
Access Control Attributes: Set of parameters of the originator, target resource, and environment against which there could be rules evaluated to control access.

NOTE:
An example of Access Control Attributes of Originator is a role. Examples of Access Control Attributes of Environment are time, day and IP address. An example of Access Control Attributes of targeted resource is creation time.

Access Decision:  Authorization reached when an entity’s Privileges, as well as other Access Control Attributes, are evaluated
Privilege: Qualification given to an entity that allows a specific operation (e.g. Read/Update) on a specific resource (e.g.: an entry in ACL specifies a privilege, not an Access Decision).

NOTE:
In addition to being granted a Privilege, the entity must also satisfy any conditions of the Access Control Attributes.
-----------------------Start of change 1-------------------------------------------
9.6.2
Resource Type accessControlPolicy
The <accessControlPolicy> resource is comprised of  privileges and selfPrivileges attributes which 
represents a set of access control rules  defining "allowed" entities (defined as accessControlOriginators) for certain operations (defined as accessContolOperations) within specified contexts (defined as accessControlContexts) 
NOTE: An access control rule defines what is allowed rather than what is not allowed. As a consequence, a combination of access control rules can never be conflicting. 
For a resource that is not of <accessControlPolicy> resource type, the common attribute accessControlPolicyIDs (defined in table 9.6.1-1) contains a list of identifiers which link that resource to <accessControlPolicy> resources. The Access Decision for such a resource is reached when evaluating the set of access control rules expressed by the privileges attributes defined in the identified <accessControlPolicy> resources.



The selfPrivileges attribute represents the set of access control rules for the resource <accessControlPolicy> itself.




Access control procedures using the <accessControlPolicy> resource are specified in TS-0003 [TS0003].  
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Figure 9.6.2-1: Structure of <accessControlPolicy> resource 
(only resource specific attributes are shown)


Table 9.6.2-1: Child resources of <accessControlPolicy> resource
	Child Resource Name of <accessControlPolicy>
	Child Resource Type
	Multiplicity
	Description
	<accessControlPolicyAnnc> Child Resource Type

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscriptionAnnc>


{9.6.2.c} Editor's Note: Contribution ARC-2014-0089R03 does not provide the table for the <subscription> child-resource. The contributor to verify the accuracy of the proposal.
This resource shall contain the attributes according to their multiplicity in Table 9.6.2-2.

Table 9.6.2-2: Attributes of <accessControlPolicy> resource
	Attribute Name of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attribute

	resourceType (rT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	MP

	parentID (pID)
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	MP

	expirationTime (eT)
	1
	RW
	See clause 9.6.1 where this common attribute is described.
	MP

	labels (lBs)
	0..1
	RW
	See clause 9.6.1 where this common attribute is described.
	MP

	creationTime (cT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	MP

	lastModifiedTime (lMT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.
	MP

	link
	1
	WO
	See section 9.6.1 where this common attribute is described. This is present only for <accessControlPolicyAnnc>.
	MP

	announceTo
	1
	RW
	See section 9.6.1 where this common attribute is described.
	NP

	announcedAttribute
	1
	RW
	See section 9.6.1 where this common attribute is described.
	NP

	privileges (ps)
	0..1
	RW
	Represents a set of access control rules   applicable to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.

	OP

	selfPrivileges (sP)
	0..1
	RW
	Represents 
the set of access control rules applicable to the <accessControlPolicy> resource itself.
	OP




The set of access control rules represented in privileges and selfPrivileges attributes are comprised of 3-tuples  (accessControlOriginators, accessControlContexts, accessControlOperations) with parameters shown in Table 9.6.2-3 which are further described in the following clauses. 
NOTE: When acess control tokens are used they contain the access control rule including all parameters of the 3-tuples.






Table 9.6.2-3: Parameters in access-control-rule-tuples
	Name
	Description

	accessControlOriginators
	See 9.6.2.1

	accessControlContexts
	See 9.6.2.2

	accessControlOperation
s
	See 9.6.2.3


9.6.2.1
accessControlOriginators
The accessControlOriginators in an access-control-rule-tuple represents the set of Originators allowed using this access control rule. The set of Originators is described by a list of parameters, where the types of the parameter can vary within the list. Table 9.6.2.1-1 describes the supported types of parameters in accessControlOriginators. 
Table 9.6.2.1-1: Types of Parameters in accessControlOriginators 
	Name
	Description

	
	


	originatorIdentifier
	CSE-Id or AE-ID which represent a originator identity

	
	

	all
	Any originators are allowed to access the resource within the accessControlOriginators constraints

	
	

	entityGroup
	An identifier for a <group> resource (clause 9.6.13) describing a group of entities (AE and/or CSE)
and/or subscriber group names associated with the URL  of an <m2mServiceSubscription> resource (clause 9.6.19) where such subscriber group(subsGroup) is defined

	Role
	Used when role based access (RBAC) control is applied


9.6.2.2
accessControlContexts 
The accessControlContexts in an access-control-rule-tuple contains a list, where each element of the list when present represents a request context that is permitted using this access control rule. Each request contexts is described by a set of parameters, where the types of the parameter can vary within the set. Table 9.6.2.2-1 describes the supported types of parameters in accessControlContexts. 

Table 9.6.2.2-1: Types of Parameters in accessControlContexts
	Name
	Description

	
	


	accessControlTimeWindow
	Represents a time window constraint which is compared against the time that Authorization Decision is made.

	accessControlLocationRegion
	Represents a location region constraint  which is compared against the location of the Originator of the request

	accessControlIpAddress
	Represents an IP address constraint or IP address block constraint which is compared against the IP address of the Originator of the request


9.6.2.3
accessControlOperations

The accessControlOperations in an access-control-rule-tuple represents the set of operations that can be authorized using this access control rule. Table 9.6.2.3-1 describes the supported set of operations that can be authorized by accessControlOperations. 

Table 9.6.2.3-1: Types of parameters in accessControlOperations
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification



-----------------------End of change 1-------------------------------------------
�This is repeated below. Delete this.


�This paragraph adds no value. Delete.


�I think this sentence is not necessary as we said above that access control rule is defined within a specified context, with attributes listed in accessControlcontext.   


�This appears to repeat the text for two paragraphs prior to this paragraph.


� RESOLUTION: link, announceTo and announcedAttribute are common attributes. They should not be shown in this figure. No action required


�Is this text still correct? I thought 0..1 indicates optional.


�Changed To maintain consistency with privileges description


�RESOLUTION: Why are mechanisms for announcing noted here. I gather announcement is dealt with in Clause 10.2.18. No action required


�This doesn't sound like normative text. Delete


�I don’t think this text is helpful. Delete.


�Do we need this description in stage 2 or should it be in stage 3 decribed by TS-003 ?


�Moved  above


�Can this redundant text  be rermoved ?


�Moved above


�This is informative text


�We should not impose that this is a "Flag" since that is a stage 3 issue. Enough to say we describe the operations see clause 9.6.2.3.


�This sentence adds no value. Delete


�I don’t see a need for this since CSE-ID is a form of FQDN.


�RESOLUTION: This is a stage 3 detail. No action required
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