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Introduction
This is the revision of ARC-2014-1313R04(resource subscription verification) and reflects the email discussion results. Main change topics are described below to show how they are incorporated in this CR.

[Non-blocking <subscription> Create request]
When the Originator sets notificationURI(s) which is not the Originator itself, subscription verification is performed. In this case, the <subscription> creation procedure should be non-blocking case (see clause 8.2.2 and clause 9.6.12). Otherwise, this procedure should be blocking one.
[Pending State in RFC 3265]
In case the subscription verification is needed, as stated above, the Originator sends non-blocking <subscription> Create request. Then the Registrar CSE of the Originator shall create the <request> message to save context information of the request.

When the verification check is not done yet, the Receiver of <subscription> Create request sends, for instance, “not granted yet” result. This result will be saved in the <request> message and this is how we keep pending state information (“pending” in RFC 3265). And “expires” parameter in RFC 3265 can be represented as expirationTime of each <request> resource. Note that this expirationTime, even this is one of the common attributes, has additional description in <request> resource type as (see Table 9.6.12-2):
The value of the expirationTime is chosen by the CSE dependent on the rqet, rset, rp and oet parameters associated with the original request.
If the <subscription> is verified and granted, then its pending state will be changed into granted (“active” in RFC 3265)
[notificationURI attribute]
Originally it was a mandatory information contained in <subscription> Create request, however this is now suggested to be optional. When it is not given in the request by the Originator, the Receiver assume that notification should be sent to the Originator/creator of the <subscription>.

----------------------- Start of change 1 -----------------------
9.6.8
Resource Type subscription
The <subscription> resource contains subscription information for its subscribed-to resource. The subscribed-to resource is the resource that has the <subscription> resource as the child resource.

The <subscription> resource shall be represented as child resource of the subscribed-to resource. For example, <container> resource has <subscription> resource as a child resource (see clause 9.6.6). A <subscription> resource shall be deleted when a parent subscribed-to resource is deleted.

The <subscription> resource shall represent a subscription to a subscribed-to resource. An Originator shall be able to create a resource of <subscription> resource type when the originator has RETRIEVE permission to the subscribe-to resource. The Originator of a <subscription> resource becomes a resource subscriber.

When a modification to the subscribed-to resource occurs, that modification is compared to the filterCriteria attribute to determine whether a notification is to be sent to the resource subscriber.
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Figure 9.6.8-1: Structure of <subscription> resource 


[9.6.8.a]  Editor's Note: Verify if the picture needs to be re-drawn.

The <subscription> resource shall contain the child resources in Table 9.6.8-1.

Table 9.6.8-1: Child resources of <subscription> resource

	Child Resource Name of <subscription>
	Child Resource Type
	Multiplicity
	Description

	notificationSchedule
	<schedule>
	0..1
	See clause 9.6.9


The <subscription> resource shall contain the attributes described in Table 9.6.8-2.

Table 9.6.8-2: Attributes of <subscription> resource

	Attribute Name of <subscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	WO
	See clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	creationTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	lastModifiedTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	labels
	I
	RW
	See clause 9.6.1 where this common attribute is described.

	accessControlPolicyIDs
	0..1
	RW
	See clause 9.6.1 where this common attribute is described.


If no accessControlPolicyIDs is given at the time of creation, the accesControlPolicies of the parent resource is linked to this attribute.

	filterCriteria
	0..1
	RW
	Filtering conditions that when applied and provide a not empty matching set of resources, then a notification can be sent to notificationURI.

	expirationCounter
	0..1
	RW
	When the number of notifications becomes the same as this counter, the <subscription> resource shall be deleted.

	notificationURI
	0..n
	RW
	URI(s) where the resource subscriber will receive notifications. This URI(s) may not represent the resource subscriber entity.

	aggregationURI
	0..1
	RW
	URI to aggregate notifications from group members of a <group> resource.

	batchNotify
	0..1
	RW
	Indicates that notifications should be batched for delivery. When set, notification events are temporarily stored until either a specified number is ready to send or until a duration after the first notification event has expired.

	rateLimit
	0..1
	RW
	Indicates that notifications should be rate-limited. When set, notification events that exceed a specified number within a specified time are temporarily stored then sent when the number of events sent per specified time falls below the limit.

	priorSubscriptionNotify
	0..1
	WO
	Indicates that when this subscription is created, whether notification events prior to subscription should be sent, e.g., send prior "n" notifications, if available.

	interimEventsNotify
	0..1
	RW
	Indicates the notification action to be taken following a period of unreachability, when the resource subscriber becomes reachable (e.g., send "n" interim notifications, if available.)

	notificationStoragePriority
	0..1
	RW
	Indicates a priority for this subscription relative to other subscriptions belonging to this same subscriber for retention of notification events when storage is congested. The storage congestion policy which uses this attribute as input is specified in clause 9.6.3.

	latestNotify
	0..1
	RW
	Indicates if the subscriber wants only the latest notification or all the notification. If the subscriber only wants the latest notification, older notifications can be discarded. The attribute is mutual exclusive with batchNotify.

	notificationStructure
	1
	RW
	Type of information that shall be contained in notifications. E.g., modified attribute only of a subscribed-to resource, a whole subscribed-to resource, and/or URI of a corresponding <subscription> resource.

	notificationDeliveryPriority
	0..1
	RW
	Indicates a delivery priority for the notification. That is, this attribute defines the how to handle sending of notifications when notifications need to be sent.

	notificationEventCat


	0..1
	RW
	Defines the Event Categories for the notification message triggered by the <subscription> resource.

	creator
	1
	WO
	AE-ID or CSE-ID which created the <subscription> resource.


----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
10.2.11.2
Create <subscription>

This procedure shall be used to request a new subscription to be notified for the modifications of a subscribed-to resource. Generic create procedure is described in clause 10.1.1.1.

Originator: The Originator can be an AE or a CSE. The Originator shall request to create a <subscription> resource. The Request shall address a subscribable resource.

The Request may include notificationURI(s). If the request includes notificationURI(s) which is not the Originator, the Originator shall send the request as non-blocking request (see clause 8.2.2 and clause 9.6.12). Otherwise, the request is blocking request (see clause 8.2.1).
Receiver: Which is also the Hosting CSE shall validate the followings:

· check if the subscribed-to resource, addressed in the to parameter in the Request, is a subscribable resource;
· check if the Originator has  privileges for retrieving the subscribed-to resource;
· if the request is non-blocking, the Hosting CSE shall send an acknowledgement to the Originator and shall send a Notify request to the target CSE to verify this <subscription> creation request. Then the Hosting CSE shall check if the verification result in the Notify response is successful or not.
· 
· 

In case of blocking request, the Hosting CSE performs the first two checks above. If any of them fails, the Hosting CSE shall send unsuccessful response to the Originator with specific error information. Otherwise, the Hosting CSE shall create the <subscription> resource and send successful response to the Originator.

In case of non-blocking request, the Hosting CSE performs all three checks above. If any of them fails, the Hosting CSE shall send unsuccessful result to the Originator with corresponding error information. Otherwise, the Hosting CSE shall create the <subscription> resource and send successful result with the resource ID to the Originator. How to deliver the result in non-blocking case is described in clause 8.2.2.

----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
10.2.12
Notification Procedures for Resource Subscription

This procedure shall be used to notify Receiver(s) of modifications of a resource for an associated <subscription> resource. Also, this procedure shall be used to request resource subscription verification to Receiver(s).
Originator: The Originator can be a CSE which is hosting a <subscription> resource. The Originator shall consider sending a notification request containing the subscribed information following the detection of a modification of the subscribed-to resource that matches the specified filterCriteria as specified in the <subscription> resource.
When a CSE received a <subscription> creation request which needs verification (see clause 10.2.11.2), it can also be the Originator. In this case, the Originator shall include an indication that this Notify request requests resource subscription verification and shall also include the corresponding <subscription> creation Originator ID for the verification. If the Originator receives unsuccessful Notify response with subscription verification failure information, the Originator shall send unsuccessful result to the corresponding <subscription> creation Originator.
The Originator shall contain a notification structure and send this to Receiver(s). If there is no notificationURI in the corresponding <subscription> resource, the Notify request shall be sent to the creator.
In case the notification is forwarded or aggregated by transit CSEs, the originator shall contain attributes related to notification policies such as latestNotify or batchNotify in the notification so that transit CSE is able to enforce the policy defined by the subscriber.

[10.2.12.a]  Editor’s Note: The notification policy enforcement between subscription resource hosting CSE and the notification target CSE need to be FFS.

Receiver: The Receiver can be AE(s) or a CSE(s) which shall be presented in the notificationURI attribute of the <subscription> resource. The Receiver can also be a transit CSE in case the notification is forwarded or aggregated.
If the Notify request requests resource subscription verification to the Receiver by including the indication, the Receiver shall check if the Notify Originator and the corresponding <subscription> creation Originator have NOTIFY privilege. 
· If any of the two check is not successful, the Receiver shall return unsuccessful response to the Originator with subscription verification failure information. 
· Otherwise, the Receiver shall send successful response to the Originator.
A considered Notification Request shall be sent when notification policies are satisfied.

----------------------- End of change 3 -----------------------
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