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Introduction

1) With the movement of the CSFs into an annex, intra CSE registration description needs to be preserved, so a new section has been introduced dealing with intra-SP registraton

2) Inter-M2M registration has been clarified, mofing therelatedtable intoa new sectionandmaking itconditional.

-----------------------Start of change 1-------------------------------------------

6.2.9
Registration
6.2.9.1
General Concepts

The Registration (REG) CSF processes a request from an AE or another CSE to register with a Registrar CSE in order to allow the registered entities to use the services offered by the Registrar CSE. 
6.2.9.2
Detailed Descriptions

Registration is the process of delivering AE or CSE information to another CSE in order to use M2M Services.
An AE on an ASN, an MN or an IN performs registeration locally with the corresponding CSE in order to use M2M services offered by that CSE. An AE on an ADN performs registration with the CSE on an MN or an IN in order to use M2M services offered by that CSE. An IN-AE performs registration with the corresponding CSE on an IN in order to use M2M services offered by that IN CSE. An AE can have interactions with its Registrar CSE (when it is the target CSE) without the need to have the Registrar CSE register with other CSEs.

The CSE on an ASN performs registration with the CSE in the MN in order to be able to use M2M Services offered by the CSE in the MN. As a result of successful ASN-CSE registration with the MN-CSE, the CSEs on the ASN and the MN establish a relationship allowing them to exchange information.

The CSE on an MN performs registration with the CSE of another MN in order to be able to use M2M Services offered by the CSE in the other MN. As a result of successful MN-CSE registration with the other MN-CSE, the CSEs on the MNs establish a relationship allowing them to exchange information.
The CSE on an ASN or on an MN perform registration with the CSE in the IN in order to be able to use M2M Services offered by the CSE in the IN. As a result of successful ASN/MN registration with the IN-CSE, the CSEs on ASN/MN and IN establish a relationship allowing them to exchange information.

Following a successful registration of an AE to a CSE, the AE is able to access, assuming access privilege is granted, the resources in all the CSEs that are potential targets of request from the Registrar CSE.

The capabilities supported by the REG CSF are as follows:

· Ability for AEs to register to their associated CSE, as per Table 6.2.9.2-1,  

· Ability for CSE to register to the other CSE, as per Table 6.2.9.2-1,  

· Ability for an ASN-CSE/MN-CSE to register association of its M2M-Ext-ID (if available) with its CSE-ID, (see clause 7.1.8).
· Ability for an ASN-CSE/MN-CSE to register association of its Trigger-Recipient-ID (if available) with its CSE-ID, (see clause 7.1.8). When Trigger-Recipient-ID is not present, it is assumed that the CSE is not able to receive triggers.

NOTE: Such registrations are applicable to a single M2M Service Provider Domain.




	

	

	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



	
	
	




· 
· 
· 

Registration information shall be able to include:

· Identifier.
· Reachability schedules; which are elements of a node's policy, and specify when messaging can occur between nodes. Reachability schedules can be used in conjunction with other policy elements. When reachability schedules are not present in a node then that node is expected to be always reachable.

[6.2.9.2.e] Editor's note: Further Registration information is FFS.
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

6.x
Intra-M2M SP Communication
A CSE shall perform registration with another CSE to be able to use M2M Services offered by that CSE and to allow the other CSE to use its services. As a result of successful registration the CSEs establish a relationship allowing them to exchange information. 
An AE shall perform registration tiha a CSE in order to be able to use M2M Services offered by that CSE. As a result of successful AE registration the AE and the CSs establish a relationship allowing them to exchange information.
The following Table shows which oneM2M entity types shall be able to register with which other entity types.

Table 6.2.9.2-1: Entity Registration
	Originator

(Registree)
	Receiver

(Registrar)
	Registration Procedure

	ADN-AE
	MN-CSE, IN-CSE
	AE registration procedure see clause TBD

	ASN-AE
	ASN-CSE
	

	MN-AE
	MN-CSE
	

	IN-AE
	IN-CSE
	

	ASN-CSE
	MN-CSE, IN-CSE
	CSE registration

procedure

see clause TBD

	MN-CSE
	MN-CSE, IN-CSE
	


The Originator (Registree) in Table 6.2.9.2-1 requests the registration and the Receiver (Registrar) is responsible for verifying the request, and checking the authentication and authorization of the Originator in order to establish a peer relationship. 

· An AE shall not be registered to more than one CSE (ASN-CSE, MN-CSE or IN-CSE).

· An ASN-CSE shall be able to be registered to at most one other CSE (MN-CSE or IN-CSE).

· An MN-CSE shall be able to be registered to at most one other IN-CSE.
An MN-CSE shall be able to support only a single registration towards another MN-CSE or an IN-CSE. A concatenation (registration chain) of multiple uni-directional registrations shall not form a loop. E.g., Two MN-CSEs A and B, can not register with each other. Three MN-CSEs A, B and C, where A registers to B, and B registers to C, then C can not register to A.
6.4
Inter-M2M SP Communication
6.4.1
Inter M2M SP Communication for oneM2M Compliant Nodes

To enable M2M entities (e.g., CSE, AE) in different M2M Service Provider (SP) domains to communicate, configuration within the M2M domain determines if such a communication is allowed. If allowed, the M2M System shall support routing of the traffic across the originating M2M SP domain and within the target M2M SP domain.
Communication between different M2M SPs which occurs over the reference point Mcc', is subject to business agreements. The offered functionality is typically a subset of the functionality offered over the Mcc reference point.


	

	
	

	
	
	



Any interM2M SP communication in support of a request originating from one M2M SP domain shall be processed and forwarded through the Infrastructure Node of the originating M2M domain towards the Infrastructure Node of the target M2M SP domain and finally forwarded to its target CSE, if different from the Infrastructure Node. Hence the Infrastructure Node in both M2M domains shall be the exit and entry points, respectively, for all inter M2M SP communication traffic.

In this configuration approach, public DNS shall be used to support traffic routing for inter M2M SP communication in accordance with [i.16]. This relies on public domain names being allocated to communicating CSE entities within the oneM2M architecture, and to whom access across domains is permitted through policies.  To that effect, an M2M SP supporting inter- M2M SP communication shall ensure that the public domain names for the CSEs whose functionality is available across domains are held in its public DNS and shall always point to the IP address associated with the Infrastructure Node for the domain (being the entry point) for accessibility purposes.
The M2M SP could optionally also have additional policies (example: black list or white list) that governs accessibility from other domains to CSE functionality located within its own domain. These policies are however out of scope of this document.

The public domain names of CSEs to whom access from other domains is allowed by policies, shall be created in the DNS of the M2M SP by the Infrastructure Node at registration time of these CSEs, and shall be removed at de-registration. DNS entries for CSEs can also be created/removed for registered CSEs at any time by the M2M SP through administrative means to handle dynamic policies.
6.4.1.1
Public Domain Names and CSEs

To enable the usage of public DNSs as described above, there is a need for a naming convention for public names for CSEs.  This naming convention facilitates the creation of the necessary entries of the public domain names of CSEs in the DNS by the infrastructure node.

CSEs public domain names shall be a sub-domain of the Infrastructure Node’s public domain name. This naming convention allows the Infrastructure Node to include the needed DNS entry corresponding to the CSE to whom access from other domains is allowed. This would typically occur when the CSE registers with the Infrastructure Node, subject to policies, or administratively.
Accordingly, the structure of the public domain of the CSEs in IN/MN/ASN shall follow the following naming convention, which relies on the CSE identifier (CSE-ID) as part of the naming convention to facilitate the DNS entry creation:
· Infrastructure Node CSE public domain name: <Infrastructure Node CSE Identifier>.<M2M Service Provider domain name>.
· Middle Node CSE public domain name: <Middle Node CSE Identifier>.<Infrastructure Node public domain name>.
· Application Service Node  CSE public domain name: <Application Service Node CSE Identifier>.<Infrastructure Node public domain name>.
Both the MN-CSE and the ASN-CSE public domain names are sub-domains of the Infrastructure Node public domain name.

The A/AAAA records in the DNS, as per [i.9], [i.11], and [i.15] shall consist of the public domain name of the CSE and the IP address of the M2M Infrastructure Node, since the M2M Infrastructure Node is the entry point of the M2M Service Provider domain name where it belongs to.
Note that entries in the public domain names of the three nodes depicted above do not imply that the actual CSE-Identifier allocated for that node has to be used in the DNS entry. Rather any name, including indeed the CSE Identifier for the node, can be used there as long as the entry resolves to the intended Node.

Example:

These 3 host entries are valid entries in the DNS:

· MN-CSEID.IN-CSEID.m2m.myoperator.org

· node1.node2.m2m.myoperator.org

· MN-CSEID.node22.m2m.myoperator.org
6.4.2
Inter M2M SP Generic Procedures

This clause describes the behaviour of the M2M Nodes in support of inter-M2M SP procedures.

6.4.2.1
Actions of the Originating M2M Node in the Originating Domain
The originator in the originating domain can be any M2M node such as ADN, an MN, or an ASN, and shall send a request to the Registrar CSE to retrieve a resource located in another M2M SP domain.

The originator shall use any of the options defined in clause 9.3.1 to identify the target host and resource for that purpose. 

6.4.2.2 
Actions of the Receiving CSE in the Originating Domain
The receiving CSE in the originating domain shall check if the addressed resource is locally available. If the addressed resource is not locally available, then the request shall be forwarded to the next hop. 

If the receiving CSE is on an IN, it shall check if the addressed resource is locally available within its domain.  If the addressed resource is not located within its own domain, then the IN shall perform a DNS lookup by using the target hostname provided in the RETRIEVE request. A successful DNS lookup shall return to the origin IN in the originating domain the IP address of the M2M IN residing in the target M2M SP domain. 

Subsequently, the IN in the originating domain shall forward the request to the IN of the target domain.

6.4.2.3
Actions in the IN of the Target Domain 
The IN is the entry point of the target M2M SP domain. The IN shall check if the addressed resource is a local resource. If it is not a local resource it shall forward the request to the appropriate CSE, after identifying the hosting CSE within its domain, using the pointOfAccess attribute. 

Once the request reaches the target Hosting-CSE, the CSE shall apply the access control policies applicable to the request.  Consequently, the Hosting-CSE shall forward the response for the incoming request following the same path of the incoming request.
6.4.3. 
DNS Provisioning for Inter-M2M SP Communication

As specified previously, any M2M SP supporting inter-M2M SP communication shall ensure that the public domain names for the CSEs whose functionality is available across domains are held in the M2M SP’s DNS and shall always point to the IP address associated with the Infrastructure domain CSE (being the entry point) for accessibility purposes.

This implies that the IN-CSE shall be responsible for creating the appropriate entry in the DNS for a successfully registered CSE in the IN-CSE, if the M2M SP policies do allow access to the CSE across multiple M2M domains. Similarly the IN-CSE shall be responsible for deleting the appropriate entry in the M2M SP’s DNS for a successfully de-registered CSE in the IN-CSE if the M2M SP policies do allow access to the CSE across multiple M2M domains

6.4.3.1 
Inter-M2M SP Communication Access Control Policies

Additional M2M SP policies that further restrict access to CSEs to requests originating from configured M2M SPs only, can complement the DNS entries created by the IN-CSE.  These policies are out of scope of this document.

6.4.x
Conditional Inter-M2M Service Provider CSE registration

Inter-M2M Service Provider CSE registration  shall be supported to enable M2M entities (e.g., CSE, AE) in these M2M Service Provider (SP) domains with the ability to create and operate resources with the full set of possibilities offered  in the intra-M2M Service Provider case subject to the following:
· The AE or CSE in either domain requires a representation of its own domain, notably the IN-CSE of its domain, in the peer domain to create resources in the peer domain. As an example,  when is required for an AE or a CSE to create and operate under the rappresentation of an IN-CSE resource from a different M2M Service Provider Domain.this enables the AE to have a behaviour that is identical in the intra- and inter-M2M Service Provider case.
An AE or CSE that does not require such a representation can create resources in the peer domain if it knows the parent of the resource to be created and as such does not require Into IN registration, Hence creating subscriptions a,cross peer M2M SP shall not require IN to IN registration between impacted domains (but remains subject to Inter SP business agreements,and access control policies)
Registration between different M2M SPs occurs over the reference point Mcc', and is subject to business agreements. Theses agreement can limit the offered functionality respect to the one offered over the Mcc reference point.

No additional security is required respect to the basic procedure as described in 6.4.1, 6.4.2 and 6.4.3.
The following Table shows which oneM2M entity types can register with which other entity types across the Mcc’ reference point.

Table 6.4.x-1 - Inter M2M SP Entity Registration
	Originator

(Registree)
	Receiver in different M2M SP domain (Registrar)
	Registration Procedure

	IN-CSE
	IN-CSE
	CSE registration

procedure

see clause TBD


An IN-CSE is allowed to register to the IN-CSE of multiple different M2M SP domains in the M2M System.

Any interM2M SP communication in support of a request originating from one M2M SP domain shall be processed and forwarded through the Infrastructure Node of the originating M2M domain towards the Infrastructure Node of the target M2M SP domain and finally forwarded to its target CSE, if different from the Infrastructure Node. Hence the Infrastructure Node in both M2M domains shall be the exit and entry points, respectively, for all inter M2M SP communication traffic.
-----------------------End of changes-------------------------------------------






































































































































































































































