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Introduction
In each privilege flag description, a subject of each sentence is omitted. However, it is clearly the Originator of a corresponding request. 

For example, let’s say that there are CSE1 as the Originator and CSE2 as the Hosting CSE. CREATE privilege would be defined for CSE1 in <accessControlPrivilege> resource on CSE2, as “CSE1 is allowed to RETRIEVE operation”. In other words, CSE2 allows CSE1 to retrieve a resource, upon receiving the Retrieve request from CSE1.We described this as “Privilege to retrieve the content of an addressed resource” (see the table below).
Now what about NOTIFY? When CSE1 sends a Notify request to CSE2, CSE2 would check if CSE1 can send a notification to itself or not. Therefore, in privilege flag description, we should say “Privilege to send a notification”.

Who checks that privilege? The answer is the Receiver of the request.

Whose privilege is checked? The answer is the Originator of a Retrieve/Create/Update/Delete/Discovery/Notify request.

Needs for NOTIFY operationFlag

[notification re-targeting (in oneM2M rel-1)]

Delivering a notification to an AE is described in clause 7.3.3 Notification Re-targeting. When a notification target is an AE, the Notify request has to parameter as the URI of the <AE>. The CSE which is hosting that <AE> as a Registrar CSE performs access control before it re-targets to the AE. NOTIFY flag is used here.

For example, AE_1 sets a notificationURI as “CSE1.m2mSP.org/CSEBase/AE_1” in the <subscription>. Then the <subscription> Hosting CSE send a notification to that URI, which is hosted by CSE1, so that CSE1 gets the notification first. Now CSE1 performs access privilege check of the <subscription> Hosting CSE whether it has NOTIFY privilege. If so, the CSE1 forwards the notification to the AE, otherwise, it sends failure response to the <subscription> Hosting CSE.
There was a question that why the Registrar CSE check it, since the AE created the subscription and sets a notificationURI to itself. In the contribution ARC-2013-0581 subscription verification, we have seend and agreed that notifications from subscriptions can be used as Denial of Service attack. To prevent this, subscription verification scheme was suggested and under discussion with ARC-2014-1382R01-resource_subscription_verification_clarification. With NOTIFY privilege check, Registrar CSE can protect AE from the bad use of resource subscription.
[sending a notification to a CSE (in the subsequent oneM2M release)]

In clause 10.1.5, a notification can be sent to a resource on a CSE. We can think of a use case that an AE subscribes sensor data from many sites and aggregate them in one container. Those sensors would send a Notify request targeting the container due to the AE’s resource subscription. The AE can make the sensors send a Notify request, but cannot make them send a Create request.
For example, in the subsequent release, we can specify that notification is sent targeting a container resource, then the notification data is stored as an contentInstance of the container. We can use Notify access control in the case, too.
----------------------- Start of change 1 -----------------------
9.6.2.3
operationFlags

The following privilege flags shall be considered for access right check in association to an originator privilege.

Table 9.6.2.3-1: PrivilegeFlags

	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to send a notification


[9.6.2.3.a]  Editor’s Note:  A non-verbose  privilege flag description could be the following: <pf>RcUeDN</pf> that means: RETRIEVE allowed, CREATE not allowed, UPDATE allowed, DELETE not allowed, DISCOVER allowed, NOTIFY allowed.
----------------------- End of change 1 -----------------------
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