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Introduction

During ARC10-bis (adhoc meeting) several discussion took place around the uniqueness CSE-ID and AE-ID, ACP as well as AE-ID instantiation for multi user application.
Here two issue are addressed:

1) When the AE-ID and the CSE-ID are stored in the ACP, the format (Hierarchical /non-hierarchical URI) becomes relevant because the CSE is currently not able to convert the two formats. Considering that such ACP can refer to application that are using one or the other format, it can happen that ACP are not able to work correctly. It is therefore proposed to fix these formats in a way that the CSE can translate the two rappresentations one each other, and apply the ACP correctly.
2) The need to have identifiers that are globally unique to assure global communication, can impact negatively constrained devices, making the identifiers relatively long. For such reason is proposed to shorten the URI to the local domain information when appropriate.
The following requirements must be met in order to ensure proper operation of the system:

1. The AE-ID shall be  globally unique, but when used internally to a specific M2M SP domain, it is sufficient that to keep it unique within such M2M Service Provider domain, and that it is extended to become globally unique when used outside the M2M SP boundaries . When the AE-ID is obtained from the MN or ASN (ADN connecting to MN), ensuring uniqueness of the AE-ID must be provided by appending the CSE-ID of the MN. The AE-ID format is shown in the following figure (the length of each field is to be defined by stage 3) and shall be used to identify  the AE inside their SP domain.
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Fig1a. AE-ID format on Mcc (Non-hierarchical URI)
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Fig1b. AE-ID format on Mcc (Hierarchical URI, the CSE-ID is derived from the AE URI)
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Fig2. AE-ID format on Mca
When AE-ID from an different SP domain is transported on Mca, Mcc or Mcc’  the format described in 3. shall apply.
2. Simlarly, the CSE-ID shall be  globally unique, but when used internally to a specific M2M SP domain, it is sufficient that to keep it unique within such  M2M Service Provider domain, and that it is extended to become globally unique when used outside the M2M SP boundaries . The CSE-ID format is shown in the following figure (the length of each field is to be defined by stage 3) and shall be used to identify  the CSE inside their SP domain.
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Fig3. CSE-ID format on Mcc’ (Hierarchical URI, the M2M-SP-ID is derived from the CSE URI)

When CSE-ID from an different SP domain is transported on Mca or Mcc’  the format described in 3. shall apply.
3. Such CSE-ID and AE-ID which are unique within an M2M Service Provider domain, are not unique anymore when crossing M2M SP boundaries (e.g. when using Mcc’, or whenever these identifiers are used or referenced outside the M2M SP boundaries. In these cases the M2M SP FQDN shall be appended to the CSE-ID or AE-ID when messages are exchanged across Mcc’, or when the CSE-ID or the AE.ID are transported on Mcn. This format shall be used to identify  the AE and  the CSE outside their ownSP domain.
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Fig4a. AE-ID on Mcc’ (non-hierarchical URI)
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Fig4b. AE-ID format on Mcc’ (Hierarchical URI, the M2M-SP-ID and the CSE-ID are derived from the AE URI)
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Fig5a. CSE-ID on Mcc’ and the the CSE-ID is transported on Mcn (Non-hierarchical URI)
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Fig5b. CSE-ID format on Mcc’ (Hierarchical URI, the M2M-SP-ID is derived from the CSE URI)

4. As a consequence of the above identifier definition:

· every resource ID, when used inside its own domain, shall not include the M2M-SP-ID. 
· Every resource ID, when used in a domain different form the one hostingthe resources, includes the M2M-SP-ID 
This enablethe flexibility of a global identification toghter with the efficiency of shorter identifiers-
5. Additionally,. the ACP, due to the fact that the formats are now defined, can derive the hierarchical format from the non-hierarchical format and vicevera, so the AE and the CSE canuse thei preferred format freely while operating with ACP. .
6. When a multi-user application is used (an application where different users can enter credential), there shall be a separate registration for each user, an AE-ID shall be assigned for each user (through registration).
7. 
-----------------------Start of change 1-------------------------------------------
7.1.1
M2M Service Provider Identifier (M2M-SP-ID)

An M2M Service Provider shall be uniquely identified by the M2M Service Provider Identifier (M2M-SP-ID). This is a static value assigned to the Service Provider.

7.1.2
Application Entity Identifier (AE-ID)

An Application Entity Identifier (AE-ID) uniquely identifies an AE resident on an M2M Node, or an AE that requests to interact with an M2M Node. An AE-ID shall identify an Application Entity for the purpose of all interactions within the M2M System. The AE-ID shall include the Application ID (see clause 7.1.3).
The AE-ID is globally unique but when used internally to a specific M2M SP domain, it is sufficient to keep it unique within such M2M Service Provider domain, and that it is extended to become globally unique when used outside the M2M SP boundarie.
AE-ID shall have the following format:

· on Mca to refer to the  AE that is on that Mca reference point instance:
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· To refer to AEs in the domain they belong to on Mcc , Mcc’,, and  on Mca for AEs that are not on that specific Mca reference point instance, 
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For the Non-hierarchical URI case
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For the hierarchical URI case (the CSE-ID is derived from the resource URI)

· when used on Mcc’: 
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For the non-hierarchical URI case
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For the hierarchical URI case (the M2M-SP-ID and CSE-ID is derived from the resource URI)

If not present in the request, t he M2M SP id shall be included by the IN-CSE of theoriginator  to each resource identifier carried across Mcc’

7.1.3
Application Identifier (App-ID)

This is equivalent to the application name and is not guaranteed to be globally unique on its own.

This identifier may be supported via a single or multiple registration authorities/entities. The definition and assignment of such an identifier is out of scope of this document.
NOTE:  Detailed format and structure of the App-ID is not specified in the present document.  Who assigns the App-ID is not specified in the present document.
7.1.4
CSE Identifier (CSE-ID)

A CSE shall be identified by a globally unique identifier, the CSE-ID, when instantiated within an M2M node in the M2M System.
The CSE-ID shall identify the CSE for the purpose of all interactions from/to the CSE within the M2M System.
The CSE-ID shall be unique within the scope of Mcc, Mcc’ interactions respectively:

the CSE-ID shall have the following format:

· When used on Mca and Mcc  to refer to CSEs in the domain they belong to
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· When used on Mcc’ the CSE-ID shall have the following format:
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For the non-hierarchical URI case


[image: image16.emf]CSE-ID


For the hierarchical URI case (the CSE-ID is derived from the resource URI)

If not present in the request, t he M2M SP ID shall be included by the IN-CSE of theoriginator  to each resource identifier carried across Mcc’

When a multi-user application is used (an application where different users can enter credential), there shall be a separate registration for each user, an AE-ID shall be assigned for each user following registration.

-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
9.6.2.1
originatorPrivileges

The following originator privilege types shall be considered for access control policy check.

Table 9.6.2.1-1: originatorPrivileges types
	Name
	Description

	Domain
	FQDN domain

	originator identifier
	CSE-ID or AE-ID which represent a originator identity. M2M-SP-ID is included when bthe AE or the CSE are belonging to a different domain respect to the one of the ACP resource

	Token
	Access token usually provided as query parameter

	All
	All originators

	Role
	A role name associated with the URL  the a Service Subscription resource where such role is defined 


-----------------------End of change 2-------------------------------------------
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