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Introduction

During ARC10-bis (adhoc meeting) several discussion took place around the uniqueness CSE-ID and AE-ID, ACP as well as AE-ID instantiation for multi user application.
Here are the three issue addressed:

1) When the AE-ID and the CSE-ID are stored in the ACP, the format (Hierarchical /non-hierarchical URI) becomes relevant because the CSE is currently not able to convert the two formats. Considering that such ACP can refer to application that are using one or the other format, it can happen that ACP are not able to work correctly. It is therefore proposed to fix these formats in a way that the CSE can translate the two rappresentations one each other, and apply the ACP correctly.
2) The need to have identifiers that are globally unique to assure global communication, can impact negatively constrained devices, making the identifiers relatively long. For such reason is proposed to shorten the URI to the local domain information when appropriate.

3) Applications that allow multiple end-users to login via specific credential (e.g. a shared health monitoring machine) are supported via multiple AE registrations, one for each end-user.

-----------------------Start of change 1-------------------------------------------
7
M2M Identification and addressing

7.1
M2M Identifiers

This clause provides a list of identifiers required for the purpose of interworking within the oneM2M architectural model.

An identifier provides unique information or name, tag or label which has a consistent meaning when applied. For example, a CSE-ID for an MN is used for the purpose of CSE identification within an MN. A CSE-ID for an ASN is used for CSE identification within an ASN.

One identifier shall not be assigned to two or more different entities. An identifier is used to reference M2M entities during their lifetime. Such identifiers provide information for association with other identifiers.

It is assumed that the Application Identifier (App-ID) and the CSE Identifier (CSE-ID) have been assigned initially and are known before an M2M System boots up.
7.1.1
M2M Service Provider Identifier (M2M-SP-ID)

An M2M Service Provider shall be uniquely identified by the M2M Service Provider Identifier (M2M-SP-ID). This is a static value assigned to the Service Provider.

7.1.2
Application Entity Identifier (AE-ID)

An Application Entity Identifier (AE-ID) uniquely identifies an AE resident on an M2M Node, or an AE that requests to interact with an M2M Node. An AE-ID shall identify an Application Entity for the purpose of all interactions within the M2M System. 
The AE-ID is globally unique but when used internally to a specific M2M SP domain, it is sufficient to be unique within a M2M Service Provider domain, and that it is extended to become globally unique when used outside the M2M Service Provider boundaries. The IN-CSE shall perform this task of adding or removing identifier portions according to clause 7.1.x.
Additionally the AE-ID, when used in the context of the specific CSE where the AEis registered, it is sufficient to be unique in the scope of that specific CSE, and extends to become M2M Service Provider unique when used outside such specific CSE. 
The hosting CSE of the AE shall  perform this task of adding or removing the identifier portions according to clause 7.1.12.

7.1.3
Application Identifier (App-ID)

This is equivalent to the application name and is not guaranteed to be globally unique on its own.

This identifier may be supported via a single or multiple registration authorities/entities. The definition and assignment of such an identifier is out of scope of this document.
NOTE:
Detailed format and structure of the App-ID is not specified in the present document.  Who assigns the App-ID is not specified in the present document.
7.1.4
CSE Identifier (CSE-ID)

A CSE shall be identified by a globally unique identifier, the CSE-ID, when instantiated within an M2M node in the M2M System. 

The CSE-ID is globally unique when used internally to a specific M2M SP domain, it is sufficient to be unique within the M2M Service Provider domain, and that it is extended to become globally unique when used outside the M2M Service Provider boundaries. The IN-CSE shall perform this task of adding or removing the identifier portions according to clause 7.1.x.

The CSE-ID shall identify the CSE for the purpose of all interactions from/to the CSE within the M2M System.
7.1.5
M2M Node Identifier (M2M-Node-ID)

An M2M node, hosting a CSE and/or Application(s) shall be identified by a globally unique identifier, the M2M‑Node‑ID.

The M2M System shall allow the M2M Service Provider to set the CSE-ID and the M2M-Node-ID to the same value.

The M2M-Node-ID enables the M2M Service Provider to bind a CSE-ID to a specific M2M node.

Examples of allocating a globally unique M2M-Node-ID include the use of Object Identity (OID) and IMEI. For details on OID, see annex H.
7.1.6
M2M Service Subscription Identifier (M2M-Sub-ID)

The M2M-Sub-ID enables the M2M Service Provider to bind application(s), M2M nodes, CSEs and services identified by service identifiers to a particular M2M service subscription.

The M2M Service Subscription Identifier has the following characteristics:

· belongs to the M2M Service Provider;

· identifies the subscription to an M2M Service Provider;

· enables communication with the M2M Service Provider;

· can differ from the M2M Underlying Network Subscription Identifier.

There can be multiple M2M Service Subscription Identifiers per M2M Underlying Network subscription.

7.1.7
M2M Request Identifier (M2M-Request-ID)
The M2M-Request-ID tracks a Request initiated by an AE over the Mca reference point, and by a CSE over the Mcc reference point, if applicable, end to end. It is also included in the Response to the Request over the Mca or Mcc reference points.

To enable an AE to track Requests and corresponding Responses over the Mca reference point, AEs shall include a distinct M2M Request Identifier per request over the Mca Reference point to the CSE for any initiated request.

The CSE shall make such M2M Request Identifier received from the AE globally unique by appending its CSE-ID to it.
If the CSE creates an M2M Request Identifier, then the CSE shall maintain a binding between the M2M Request Identifier received from the AE and the M2M Request Identifier it created in its interactions towards other peer CSEs. The CSE shall include the M2M Request Identifier received from the AE in its Response to the AE. This binding shall be maintained by the CSE until the Request message sequence is completed. Note that the Request initiated by the CSE could be the result of an application Request, or a request initiated autonomously by the CSE to fulfil a service.
In case the receiving CSE is not reachable over the underlying network, the IN-CSE initiates procedure for "waking up" the Node hosting the receiving CSE by using procedures such as device triggering over the Mcn reference point. For Device Triggering, the triggering reference number used to co-relate device triggering response is independent of the M2M Request Identifier. An IN-CSE may use the same value of an M2M-Request-Identifier in an incoming request for the triggering reference number in its interaction with the underlying network.
A CSE receiving a Request from a peer CSE shall include the received M2M Request Identifier in all additional Requests unspanned (i.e. 1:1) it has to generate (including propagation of the incoming Request) and that are associated with the incoming Request, where applicable.

Note that the M2M Request Identifier can be made globally unique by including the CSE-ID in combination with any random number.
7.1.8
M2M External Identifier (M2M-Ext-ID)

The M2M-Ext-ID is used by an M2M Service Provider (M2M SP) when services targeted to a CSE, identified by a CSE-ID, are requested from the Underlying Network.

The M2M External Identifier allows the Underlying Network to identify the M2M Device associated with the CSE‑ID for the service request. To that effect, the Underlying Network maps the M2M-Ext-ID to the Underlying Network Identifier it allocated to the target M2M Device. In addition, the M2M SP shall maintain the association between the CSE-ID, the M2M-Ext-ID and the identity of the Underlying Network.

Both pre-provisioned and dynamic plug and play association between the CSE-ID with the M2M-Ext-ID should be supported.

NOTE 1:
For each CSE-ID, there shall be only one M2M-Ext-ID for a specific UNetwork-ID. Hence an M2M SP interworking with multiple Underlying Networks shall have a different M2M-Ext-IDs associated with the same CSE-ID, one per Underlying Network and shall select the appropriate M2M-Ext-ID for any service request it initiates towards an Underlying Network.

NOTE 2:
The mapping by the Underlying Network of the M2M-Ext-ID to the M2M Device is access network specific.

7.1.9
Underlying Network Identifier (UNetwork-ID)

The UNetwork-ID is used for identifying an Underlying Network. UNetwork-ID is a static value and unique within a M2M Service Provider domain.

One or more Underlying Networks may be available at an M2M Node offering different sets of capabilities, availability schedules etc. Based on the "policy" information at the Node and the capabilities offered by the available Underlying Networks, appropriate Underlying Network can be chosen by using UNetwork-ID. For example, based on "policy", scheduling of traffic triggered by a certain event category in certain time periods may be allowed over Underlying Network "WLAN" but may not be allowed over Underlying Network "2G Cellular".

7.1.10
Trigger Recipient Identifier (Trigger-Recipient-ID)
The Trigger-Recipient-ID is used when device triggering services are requested from the Underlying Network, to identify an instance of an ASN/MN-CSE on an execution environment, to which the trigger is routed. For example, when 3GPP device triggering is used, the Trigger-Recipient-ID maps to the Application-Port-Identifier (3GPP TS 23.682TS 123 682 [i.17]).

7.1.11
M2M Service Identifier (M2M-Serv-ID)

The M2M-Serv-ID is an identifier of a M2M Service offered by an M2M SP. It is an essential part of the M2M Service Subscription which stores a set of M2M-Serv-IDs pertaining to the set of subscribed services. Beyond the set of services depicted in this specification it shall be possible for an M2M Service Provider to offer other services. Those will be identified by means of M2M SP specific M2M-Serv-IDs.
7.1.12
M2M-SP-ID, CSE-ID and AE-ID and resource identifier formats

As a general rule, the identifiers of AEs, CSEs and resources are globally unique, but to optimize their use the identifiers shall be shortened when their scope can be derived form their context of use by the CSEs and the AEs.  Such shortened identifiers are defined as relative identifiers.

TheM2Msystem shall use the identifiers M2M-SP-ID, CSE-ID and AE-ID and resource identifiers according to the formats and the rules specified in the following table (Table 9.7.12-1)
Table 9.7.12-1: Identifiers formats and use
	AE-ID EQUIVALENT formats
	Format name
	format
	Rule of use

	
	CSE-Relative-AE-ID 

(with respect to the context of the CSE hosting the AE)
	/<unique identifier inside the CSE>
	On the Mca reference point  to refer to AEs that are hosted by the directly attached CSE  
The hosting CSE is responsible for guaranteeing  that the  CSE-Relative-AE-ID is unique in the context of the hosting CSE.

	
	SP-relative -AE-ID

(with respect to the context of the SP hosting the AE)
	CSE-ID/<unique identifier inside the CSE>

	On the Mca and Mcc reference points to refer to AEs that are hosted by the M2M Service Provider domain to which AE is attached.

	
	Global-CSE-ID
	M2M-SP-ID/CSE-ID/<unique identifier inside the CSE>

	On the Mca and Mcc reference points to refer to AEs that are hosted by a different M2M Service Provider domain with respect to the one to which the AE is attached
and

on the Mcc’ reference point for all the AEs

	CSE-ID EQUIVALENT formats
	SP-Relative-CSE-ID

(respect to the context of the SP hosting the CSE)


	/CSEbase


	On the Mca and Mcc reference points to refer to CSEs that are hosted by the same  M2M Service Provider domain


	
	Global-CSE-ID
	M2M-SP-ID/CSEbase


	On Mca and Mcc reference points to refer to CSEs that are hosted by different M2M Service Provider domains
and

on the Mcc’ reference point for all the CSEs

	M2M-SP-ID format
	(always globally unique)
	/FQDN
	When The M2M-SP-ID is used, the FQDN format applies

	Resource identifuier (URI) equivalent formats
	SP-Relative-resource-URI

(with respect to the context of the M2M Service Provider hosting the CSE)
	ResourceURI


	On the Mca and Mcc reference points to refer to resources that are hosted by the  same M2M Service Provider domain


	
	Global-URI
	M2M-SP-ID/ResourceURI


	On Mca, Mcc to refer to resources that are hosted by a different M2M Service Provider domain 

and

on the Mcc’ reference point for all the resources


As a consequence, the Hosting CSE shall convert the AEs global and relative identifier according to table Table 9.7.12-1 when a request is transmitted across the Mcc and Mca reference points.

Note 2: As a consequence, the IN-CSE shall convert the AEs, CSEs and resource global and relative identifiers according to table Table 9.7.12-1when a request is transmitted across the Mcc’reference point.

-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
9.6.2.1
originatorPrivileges

The following originator privilege types shall be considered for access control policy check.

Table 9.6.2.1-1: originatorPrivileges types
	Name
	Description

	Domain
	FQDN domain

	Originator Identifier
	CSE-ID or AE-ID which represent a originator identity.

These identifiers are always in global format.(see section 7.1.12).

If received in a different format, the hosting CSE of the ACP shall convert the Originator Identifier to its global formats (Global-CSE-ID or Global-AE-ID formats).

	Token
	Access token usually provided as query parameter

	All
	All originators

	Role
	A role name associated with the URL  the a Service Subscription resource where such role is defined 



-----------------------End of change 2-------------------------------------------
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