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[bookmark: _Toc394472714]6.6	Device Management
[bookmark: _Toc394472715]6.6.1	Overview
[bookmark: _Toc394472716]6.6.1.1	Device Management
Device firmware management operations including downloadFirmware, installFirmware, getFirmwareInformation, getFirmwareExecStatus, reportFirmwareStatus, upgradeFirmware.
Device configuration operations including operations for configuration of device capabilities and operations for device topology management. 
The operations for configuration of device capabilities including getDeviceInformation, getDeviceCapabilities, enableDeviceCapability, disableDeviceCapability, configDeviceParameter, provisionDeviceConfig, reportDeviceConfig. 
[bookmark: _Toc394472717]6.6.1.1.1	Supporting Rules
6.6.1.1.1.7	Device Info Type
The DeviceInfo is a complex type that describes the device label, manufacturer, model, device type, firmware version, software version, hardware version.
	Parameter
	Optional
	Description

	deviceLabel
	YES
	Unique device label assigned by the manufacturer. The uniqueness may be global or only valid within a certain domain (e.g. vendor-wise or for a certain deviceType).

	manufacturer
	YES
	The name/identifier of the device manufacturer.

	model
	YES
	The name/identifier of the device mode assigned by the manufacturer.

	deviceType
	YES
	The type (e.g. cell phone, photo frame, smart meter) or product class (e.g. X-series) of the device.

	fwVersion
	YES
	The firmware version of the device.
NOTE:	If the device only supports one kind of Software this is identical to softwareVersion.

	swVersion
	YES
	The software version of the device.

	hwVersion
	YES
	The hardware version of the device.


Table 6.6.1.1.1.7-1 Type: DeviceInfo

6.6.1.1.1.8	Memory Type
The Memory is a complex type that describes the current available amount of memory and the total amount of memory.
	Parameter
	Optional
	Description

	memAvailable
	YES
	The current available amount of memory in bytes.

	memTotal
	YES
	The total amount of memory in bytes..


Table 6.6.1.1.1.8-1 Type: Memory

6.6.1.1.1.9	Battery Type
The Battery is a complex type that describes the current battery level and the status of the battery.
	Parameter
	Optional
	Description

	batteryLevellevel
	YES
	The current battery level as a percent of the battery capacity.

	batteryStatusstatus
	YES
	Indicates the status of the battery. Enum BatteryStatus, see 6.6.1.1.1.11.


Table 6.6.1.1.1.9-1 Type: Battery
6.6.1.1.1.10	DeviceCapability Type
The DeviceCapability is a complex type that describes the name of the capability, attach label, capability action status.
	Parameter
	Optional
	Description

	ncapabilityName
	YES
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	attached
	YES
	Indicates whether the capability is attached to the device or not.

	state
	NO
	Indicates if the capability is enabled or disabled

	capabilityActionStatus
	YES
	Indicates the status of the Action (including a progress indicator, a final state and a reminder of the requested action).


Table 6.6.1.1.1.10-1 Type: DeviceCapability
6.6.1.1.1.11 ConfigParameter Type
The ConfigParameter is a complex type that describes the name and value of the parameter.
	Parameter
	Optional
	Description

	name
	YES
	The name of the parameter.

	value
	YES
	The value of the parameter.


Table 6.6.1.1.1.11-1 Type: ConfigParameter
6.6.1.1.1.12	Config Report Type
The ConfigReport  is complex type that defines the result of a config operation for a specific device. 
	Parameter
	Optional
	Description

	groupId
	YES
	The group identifier.

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	operation
	YES
	The config operation.(e.g. getDeviceInformation, enableDeviceCapability)

	operationResult
	YES
	The config operation execution result. 


Table 6.6.1.1.1.12-1 Type: FirmwareReport
6.6.1.1.1.11	BatteryStatus Enum
	Battery Status
	Description

	Normal
	The battery is operating normally and not on power.

	Charging
	The battery is currently charging.

	Charge Complete
	The battery is fully charged and still on power.

	Damaged
	The battery has some problem.

	Low Battery
	The battery is low on charge.

	Not Installed
	The battery is not installed.

	Unknown
	The battery information is not available.



6.6.1.1.1.12	DeviceCapabilityName Enum
	Device Capability Name 
	Description

	Hardware: ExternalMemory 
	Used to enable/disable the removable card memory or storage disk. 

	Hardware: Display 
	Used to enable/disable the display screen. 

	Hardware: Camera 
	Used to enable/disable the camera. 

	Hardware: Speaker 
	Used to enable/disable the speaker. 

	I/O: Tethering 
	Used to enable/disable the device to be attached to other devices. 

	I/O: AudioInputEncoder 
	Used to enable/disable the audio input encoder. 

	I/O: AttachedDevice 
	Used to enable/disable the capability to allow other devices to be attached to this device. 

	I/O: Keyboard 
	Used to enable/disable the keyboard 

	I/O: InputPeripheral 
	Used to enable/disable the input peripheral. 

	I/O: OutputPeripheral 
	Used to enable/disable the output peripheral. 

	I/O: USB 
	Used to enable/disable the USB port. 

	I/O: SerialPort 
	Used to enable/disable the serial port. 

	I/O: ParallelPort 
	Used to enable/disable the Parallel port. 

	I/O: GPS 
	Used to enable/disable GPS capability 

	I/O: GNSS 
	Used to enable/disable GNSS capability 

	Connectivity: Bluetooth 
	Used to enable/disable the Bluetooth connectivity. 

	Connectivity: WLAN 
	Used to enable/disable the WLAN connectivity. 

	Connectivity: Infrared 
	Used to enable/disable the Infrared connectivity. 

	Connectivity: WCDMA 
	Used to enable/disable the WCDMA connectivity 

	Connectivity: GPRS 
	Used to enable/disable the GPRS connectivity 

	Connectivity: EDGE 
	Used to enable/disable the EDGE connectivity 

	Connectivity: CDMA 
	Used to enable/disable the CDMA connectivity 

	Connectivity: WiMAX 
	Used to enable/disable the WiMAX connectivity 

	Connectivity: LTE 
	Used to enable/disable the LTE connectivity 

	Connectivity: NFC 
	Used to enable/disable the NFC connectivity 

	Connectivity: TD-SCDMA 
	Used to enable/disable the TD-SCDMA connectivity 

	LAN Interfaces: USB
	Used to enable/disable the USB Interface

	LAN Interfaces: Wi-Fi
	Used to enable/disable the Wi-Fi Radio

	LAN Interfaces: HomePlug
	Used to enable/disable the HomePlug Interface

	LAN Interfaces: MoCA
	Used to enable/disable the MoCA Interface

	LAN Interfaces: UPA
	Used to enable/disable the UPA Interface

	Hardware: SmartCardReader
	Used to enable/disable the SmartCardReader



6.6.1.1.1.13 LockStatus Enum
	Lock Status 
	Description

	locked
	The device is locked.

	unlocked
	The device is unlocked.



[bookmark: _Toc377404843][bookmark: _Toc378676152][bookmark: _Toc379446839][bookmark: _Toc394472718]6.6.2	Service Capabilities
[bookmark: _Toc377404844][bookmark: _Toc378676153][bookmark: _Toc379446840][bookmark: _Toc394472719]6.6.2.7	getDeviceInformation
This service capability provides the ability for AEs to get device information.
[bookmark: _Toc394472720]6.6.2.7.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc394472721]6.6.2.7.2	Signature - getDeviceInformation
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation

	deviceInfo
	OUT
	YESNO
	The device information. Type DeviceInfo, see 6.6.1.1.1.7.

	memory
	OUT
	YES
	The memory information. Type Memory, see 6.6.1.1.1.8.

	battery
	OUT
	YES
	The battery information. Type Battery, see 6.6.1.1.1.9.

	lockStatus
	OUT
	YES
	The device lock status. Enum LockStatus, see 6.6.1.1.1.13.


Table 6.6.2.7.2-1 Device Management Service –getDeviceInformation capability
[bookmark: _Toc394472722]6.6.2.7.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation



Figure 6.6.2.7.3-1 getDeviceInformation Diagram

[bookmark: _Toc394472723]6.6.2.7.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device information.
Based on the capabilities supported by the device, the memory, battery and lock status information may or may not be returned.

[bookmark: _Toc394472724]6.6.2.7.5	Exceptions
Not Applicable
[bookmark: _Toc394472725]6.6.2.7.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc394472726]6.6.2.7.7	oneM2M Resource Interworking
This service capability is used to get device information. The service capability aligns with the <deviceInfo> resource and maps to the Retrieve procedure for the resource. The service capability aligns with the <memory> resource and maps to the Retrieve procedure for the resource. The service capability aligns with the <battery> resource and maps to the Retrieve procedure for the resource.
[bookmark: _Toc394472727]
6.6.2.8	getDeviceCapabilities
This service capability provides the ability for AEs to get the device capabilities.
[bookmark: _Toc394472728]6.6.2.8.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc394472729]6.6.2.8.2	Signature –getDeviceCapabilities
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation

	deviceCapabilitiesyList
	OUT
	YES
	List of deviceCapability. Type DeviceCapability, see 6.6.1.1.1.10.


Table 6.6.2.8.2-1 Device Management Service –getDeviceCapabilities capability
[bookmark: _Toc394472730]6.6.2.8.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.8.3-1 getDeviceCapabilities Diagram

[bookmark: _Toc394472731]6.6.2.8.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device capabilities.
[bookmark: _Toc394472732]6.6.2.8.5	Exceptions
Not Applicable
[bookmark: _Toc394472733]6.6.2.8.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc394472734]6.6.2.8.7	oneM2M Resource Interworking
This service capability is used to get device capabilities. The service capability aligns with the<deviceCapability> resource and maps to the RETRIEVE procedure for the resource. 

[bookmark: _Toc394472735]6.6.2.9 	enableDeviceCapability
This service capability provides the ability for AEs to enable device capability.
[bookmark: _Toc394472736]6.6.2.9.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc394472737]6.6.2.9.2	Signature –enableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityNamename
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	enable
	IN
	NO
	The action that allows enabling the device capability.

	state
	OUT
	NO
	Indicates if the capability is enabled or disabled.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.9.2-1 Device Management Service –enableDeviceCapability capability
[bookmark: _Toc394472738]6.6.2.9.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.9.3-1 enableDeviceCapability Diagram

[bookmark: _Toc394472739]6.6.2.9.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to enable device capability.
[bookmark: _Toc394472740]6.6.2.9.5	Exceptions
Not Applicable
[bookmark: _Toc394472741]6.6.2.9.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc394472742]6.6.2.9.7	oneM2M Resource Interworking
This service capability is used to enable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute enable of the resource.


[bookmark: _Toc394472743]6.6.2.10	 disableDeviceCapability
This service capability provides the ability for AEs to disable device capability.
[bookmark: _Toc394472744]6.6.2.10.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc394472745]6.6.2.10.2	Signature –disableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityNamename
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	statedisable
	OUTIN
	NONO
	Indicates if the capability is enabled or disabled.The action that allows disabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.10.2-1 Device Management Service –disableDeviceCapability capability
[bookmark: _Toc394472746]6.6.2.10.3	Service Interactions
The interactions of  service capabilities required for this service capability:
2) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.10.3-1 disableDeviceCapability Diagram

[bookmark: _Toc394472747]6.6.2.10.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to disable device capability.
[bookmark: _Toc394472748]6.6.2.10.5	Exceptions
Not Applicable
[bookmark: _Toc394472749]6.6.2.10.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc394472750]6.6.2.10.7	oneM2M Resource Interworking
This service capability is used to disable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute disable of the resource.



6.6.2.11 	configDeviceParameter
This service capability provides the ability for AEs to configure device parameters.
6.6.2.11.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and the device exist.
6.6.2.11.2	Signature –configDeviceParameter
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	configParameterList
	IN
	YES
	Array of configParameter. Type ConfigParameter, see 6.6.1.1.1.11.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.11.2-1 Device Management Service –configDeviceParameter capability
6.6.2.11.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation


Figure 6.6.2.11.3-1 configDeviceParameter Diagram

6.6.2.11.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to configure device parameters.
6.6.2.11.5	Exceptions
Not Applicable
6.6.2.11.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
6.6.2.11.7	oneM2M Resource Interworking
Not Applicable


6.6.2.12	provisionDeviceConfig
This service capability is a complex operation for AEs to provision device configuration. The service capability utlizes orchestration rules for the related management operations such as getDeviceInformation, getDeviceCapabilities, enableDeviceCapability, disableDeviceCapability, configDeviceParameter according to the business process. 
This service capability permits AEs to provision configuration on individual device, multiple devices or a group of devices. In addition the provision configuration is permitted based on a schedule for each of the operations. 
6.6.2.12.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between Management Adapter, the sevice capability and devices or device group exist.
6.6.2.12.2	Signature - provisionDeviceConfig
	Parameter name
	Direction
		Optional
	Description

	orchestrationRuleList
	IN
	NO
	List of OrchestrationRule. Type OrchestrationRule, see clause 6.6.1.1.1.4.

	reportPolicy
	IN
	YES
	The policy used to report the  state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Report policy is not supported by the Management Adapter
· Aggregation policy is not supported by the Management Adapter
· The Orchestration Rules are not supported by the Management Adapter 


Table 6.6.2.12.2-1 Device Management Service –provisionDeviceConfig capability
6.6.2.12.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation



Figure 6.6.2.12.3-1 provisionDeviceConfig Diagram

6.6.2.12.4	Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to config device.
6.6.2.12.5	Exceptions
Not Applicable
6.6.2.12.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
6.6.2.6.7	oneM2M Resource Interworking
Not Applicable



6.6.2.13	reportDeviceConfig
This service capability provides the ability to report the device configuration operation execution result information to the AE for a previously submitted provisionDeviceConfig operation request. 
6.6.2.13.1	Pre-conditions
A correlation between a Management Adapter, the sevice capability and previously submitted configuration request exist.
6.6.2.13.2	Signature –reportDeviceConfig
	Parameter name
	Direction
		Optional
	Description

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	configReportList
	IN
	NO
	Array of configReport.
Type ConfigReport, see 6.6.1.1.1.12.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· The target AE does not exist.
· Aggregation policy does not supported 


Table 6.6.2.13.2-1 Device Management Service –reportDeviceConfig capability
6.6.2.13.3	Post-Conditions
The AE has received a report of configuration operation execution result.
6.6.2.13.4	Exceptions
Not Applicable
6.6.2.13.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
6.6.2.13.6	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc394472751]6.7	Management Adapter
[bookmark: _Toc394472752]6.7.2	Service Capabilities
[bookmark: _Toc394472753]6.7.2.6	getDeviceInformation
This service capability provides the ability to get the specific device information.
[bookmark: _Toc394472754]6.7.2.6.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc394472755]6.7.2.6.2	Signature –getDeviceInformation
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	deviceInfo
	OUT
	YES
	The device information. Type DeviceInfo, see 6.6.1.1.1.7.

	memory
	OUT
	YES
	The memory information. Type Memory, see 6.6.1.1.1.8.

	battery
	OUT
	YES
	The battery information. Type Battery, see 6.6.1.1.1.9.

	lockStatus
	OUT
	YES
	The device lock status. Enum LockStatus, see 6.6.1.1.1.13.


Table 6.7.2.6.2-1 Management Adapter –getDeviceInformation capability
[bookmark: _Toc394472756]6.7.2.6.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get the device information.
[bookmark: _Toc394472757]6.7.2.6.4	Exceptions
Not Applicable
[bookmark: _Toc394472758]6.7.2.6.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc394472759]6.7.2.6.6	oneM2M Resource Interworking
This service capability is used to get device information. The service capability aligns with the <deviceInfo> resource and maps to the RETRIEVE procedure for the resource. The service capability aligns with the <memory> resource and maps to the Retrieve procedure for the resource. The service capability aligns with the <battery> resource and maps to the Retrieve procedure for the resource.



[bookmark: _Toc394472760]6.7.2.7	getDeviceCapabilities
This service capability provides the ability to get device capabilities.
[bookmark: _Toc394472761]6.7.2.7.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc394472762]6.7.2.7.2	SIgnature –getDeviceCapabilities
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed

	deviceCapabilitiesyList
	OUT
	YES
	Array of deviceCapability. Type DeviceCapability, see 6.6.1.1.1.10.


Table 6.7.2.7.2-1 Management Adapter –getDeviceCapabilities capability
[bookmark: _Toc394472763]6.7.2.7.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device capabilities.
[bookmark: _Toc394472764]6.7.2.7.4	Exceptions
Not Applicable
[bookmark: _Toc394472765]6.7.2.7.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc394472766]6.7.2.7.6	oneM2M Resource Interworking
This service capability is used to get device capabilities. The service capability aligns with the<deviceCapability> resource and maps to the RETRIEVE procedure for the resource. 


[bookmark: _Toc394472767]6.7.2.8	enableDeviceCapability
This service capability provides the ability to enable device capability.
[bookmark: _Toc394472768]6.7.2.8.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc394472769]6.7.2.8.2	SIgnature –enableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	namecapabilityName
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	stateenable
	OUTIN
	NONO
	Indicates if the capability is enabled or disabled.The action that allows enabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed


Table 6.7.2.8.2-1 Management Adapter –enableDeviceCapability capability
[bookmark: _Toc394472770]6.7.2.8.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to enable device capability.
[bookmark: _Toc394472771]6.7.2.8.4	Exceptions
Not Applicable
[bookmark: _Toc394472772]6.7.2.8.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc394472773]6.7.2.8.6	oneM2M Resource Interworking
This service capability is used to enable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute enable of the resource.


[bookmark: _Toc394472774]6.7.2.9	disableDeviceCapability
This service capability provides the ability to disable device capability.
[bookmark: _Toc394472775]6.7.2.9.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
[bookmark: _Toc394472776]6.7.2.9.2	SIgnature –disableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityNamename
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	statedisable
	OUTIN
	NONO
	Indicates if the capability is enabled or disabled.The action that allows disabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed


Table 6.7.2.9.2-1 Management Adapter –disableDeviceCapability capability
[bookmark: _Toc394472777]6.7.2.9.3	Post-Conditions
The Management Adapter has submitted a request to the Management Server to disable device capability.
[bookmark: _Toc394472778]6.7.2.9.4	Exceptions
Not Applicable
[bookmark: _Toc394472779]6.7.2.9.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc394472780]6.7.2.9.6	oneM2M Resource Interworking
This service capability is used to disable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute disable of the resource.

6.7.2.10	configDeviceParameter
This service capability provides the ability for the Management Adapter to configure device parameters.
6.7.2.10.1	Pre-conditions
A correlation between a Management Server, the sevice capability and device exist.
6.7.2.10.2	Signature –configDeviceParameter
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	configParameterList
	IN
	YES
	Array of configParameter. Type ConfigParameter, see 6.6.1.1.1.11.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
· Exception: Request may not have been completed


Table 6.7.2.10.2-1 Management Adapter –configDeviceParameter capability
6.7.2.10.3	Post-Conditions
Not Applicable
6.7.2.10.4	Exceptions
Not Applicable
6.7.2.10.5	Policies for Use
Message Exchange Patterns: Not Applicable
Transaction Pattern: Not Applicable
6.7.2.10.6	oneM2M Resource Interworking
Not Applicable





[bookmark: _Toc377404851][bookmark: _Toc378676181][bookmark: _Toc379448214][bookmark: _Toc380831433][bookmark: _Toc394472781]Annex D (Informative): Device Management Services
[bookmark: _Toc377404853][bookmark: _Toc378676183][bookmark: _Toc379448216][bookmark: _Toc380831435][bookmark: _Toc394472782]D.2	Supporting Services
[bookmark: _Toc394472783]D.2.1	Message Exchange
[bookmark: _Toc394472784]D.2.1.1	Service Capabilities
[bookmark: _Toc394472785]D.2.1.1.7	getDeviceInformation
This service capability provides the ability for an AE toto execute a getDeviceInformation retrieve the information about a request from an AEdevice across the Mca reference point. 
[bookmark: _Toc379446874][bookmark: _Toc378676186]D.2.1.1.7.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
 A correlation between a Management Adapter, the sevice capability and device exist.
[bookmark: _Toc378676188]D.2.1.1.7.2	Signature – getDeviceInformation
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	deviceInfo
	OUT
	YESNO
	The device information. Type DeviceInfo, see 6.6.1.1.1.7.

	memory
	OUT
	YES
	The memory information. Type Memory, see 6.6.1.1.1.8.

	battery
	OUT
	YES
	The battery information. Type Battery, see 6.6.1.1.1.9.

	lockStatus
	OUT
	YES
	The device lock status. Enum LockStatus, see 6.6.1.1.1.13.


[bookmark: _Toc378676189]Table D.2.1.1.7.2-1 Device Management Service –getDeviceInformation capability
[bookmark: _Toc378676190]D.2.1.1.7.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to get device information
4) Records the event

Figure D.2.1.1.7.3-1 getDeviceInformation Interaction Diagram
D.2.1.1.7.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device information.
Based on the capabilities supported by the device, the memory, battery and lock status information may or may not be returned.
The event has been recorded.
[bookmark: _Toc378676192]D.2.1.1.7.5	Exceptions
Not Applicable
[bookmark: _Toc378676193]D.2.1.1.7.6	Policies for Use
[bookmark: _Toc378676194]Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms


[bookmark: _Toc394472786]D.2.1.1.8	getDeviceCapabilities
This service capability provides the ability to execute a getDeviceCapabilities request from an AE.
D.2.1.1.8.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
 A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.8.2	Signature – getDeviceCapabilities
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.

	deviceCapabilityListdeviceCapabilities
	OUT
	YES
	Array of deviceCapability. Type DeviceCapability, see 6.6.1.1.1.10.


Table D.2.1.1.8.2-1 Device Management Service –getDeviceCapabilities capability
D.2.1.1.8.3	Service Interactions 
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to get device capabilities
4) Records the event

Figure D.2.1.1.8.3-1 getDeviceCapabilities Interaction Diagram
D.2.1.1.8.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device capabilities.
The event has been recorded.
D.2.1.1.8.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.8.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc394472787]D.2.1.1.9	enableDeviceCapability
This service capability provides the ability to execute a enableDeviceCapability request from an AE.
D.2.1.1.9.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.9.2	Signature – enableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityNamename
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	stateenable
	OUTIN
	NONO
	Indicates if the capability is enabled or disabled.The action that allows enabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.


Table D.2.1.1.9.2-1 Device Management Service –enableDeviceCapability capability
D.2.1.1.9.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to enable device capability
4) Records the event

Figure D.2.1.1.9.3-1 enableDeviceCapability Interaction Diagram
D.2.1.1.9.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to enable device capability.
The event is recorded
D.2.1.1.9.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.9.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


[bookmark: _Toc394472788]D.2.1.1.10	disableDeviceCapability
This service capability provides the ability to execute a disableDeviceCapability request from an AE.
D.2.1.1.10.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.10.2	Signature – disableDeviceCapability
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	capabilityNamename
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	statedisable
	OUTIN
	NONO
	Indicates if the capability is enabled or disabled.The action that allows disabling the device capability.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.


Table D.2.1.1.10.2-1 Device Management Service –disableDeviceCapability capability
D.2.1.1.10.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to disable device capability
4) Records the event

Figure D.2.1.1.10.3-1 disableDeviceCapability Interaction Diagram
D.2.1.1.10.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to disable device capability.
Record the event.
D.2.1.1.10.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.10.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


D.2.1.1.11	configDeviceParameter
This service capability provides the ability to execute a configDeviceParameter request from an AE.
D.2.1.1.11.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and device exist.
D.2.1.1.11.2	Signature – configDeviceParameter
	Parameter name
	Direction
		Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	configParameterList
	IN
	YES
	Array of configParameter. Type ConfigParameter, see 6.6.1.1.1.11.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.


Table D.2.1.1.11.2-1 Device Management Service –configDeviceParameter capability
D.2.1.1.11.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues the request to the Management Adapter to configure device parameters
4) Records the event


Figure D.2.1.1.11.3-1 configDeviceParameter Interaction Diagram
D.2.1.1.11.4	Post-Conditions
The Management Adapter has submitted a request to the Management Server to configure device parameters.
The event is recorded.
D.2.1.1.11.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
D.2.1.1.11.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms


D.2.1.1.12	provisionDeviceConfig
This service capability permits AEs to provision device configuration on individual device, multiple devices or a group of devices. In addition the provision configuration is permitted based on a schedule for each of the operations
D.2.1.1.12.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between Management Adapter, the sevice capability and devices or device group exist.
D.2.1.1.12.2	Signature – provisionDeviceConfig
	Parameter name
	Direction
		Optional
	Description

	orchestrationRuleList
	IN
	NO
	List of OrchestrationRule. Type OrchestrationRule, see clause 6.6.1.1.1.4.

	reportPolicy
	IN
	YES
	The policy used to report the  state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types. 


Table D.2.1.1.12.2-1 Device Management Service –provisionDeviceConfig capability
D.2.1.1.12.3	Service Interactions
The interactions of  service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca reference point
2) Retrieves the Management Adapter to be used for the device and Service Subscription
3) Issues a series of  operations to the Management Adapter to provision device configuration on a the devices in the orchestration rule list. Each entry in the orchestration rule list contains the operation, the devices and schedule for the operation.
4) Records the event
5) Aggregate the results


Figure D.2.1.1.12.3-2 provisionDeviceConfig Interaction Diagram
D.2.1.1.12.4	Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to provision device configuration.
The event is recorded.
D.2.1.1.12.5	Exceptions
The reachability schedule of the device doesn not match the schedule of the orchestration rule.
D.2.1.1.12.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms

D.2.1.1.13	reportDeviceConfig
This service capability provides the ability to notify an AE about device configuration operation execution result information for a previously submitted provisionDeviceConfig operation request. 
D.2.1.1.13.1	Pre-conditions
The pre-conditions for MCA Received Requests are met.
A correlation between a Management Adapter, the sevice capability and previously submitted provisionDeviceConfig requests exist.
D.2.1.1.13.2	Signature –reportDeviceConfig
	Parameter name
	Direction
		Optional
	Description

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	configReportList
	IN
	NO
	Array of configReport.
Type ConfigReport, see 6.6.1.1.1.12.

	aggregationPolicy
	IN
	YES
	The policy used to aggregate the result of  the management operation prior to the reports being sent. See clause 6.6.1.1.1.2.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types. 


Table D.2.1.1.13.2-1 Device Management Service –reportDeviceConfig capability
D.2.1.1.13.3	Post-Conditions
The AE has received a report of device configuration operation execution result.
The event has been recorded.
D.2.1.1.13.4	Exceptions
Not Applicable
D.2.1.1.13.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern:  Participation allowed
Maximum Response: 300ms
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