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Introduction
Please find SEC-2014-0361 for the rationale.
-----------------------Start of change 1-------------------------------------------
X Security Considerations for Application Entity
X.1 AE Registration
Since Registrar CSE provides uniqueness of CSE-Relative-AE-ID for Registree AEs and SP-Relative-AE-ID contains CSE-ID of Registrar CSE, AEs may not be pre-configured with any AE-IDs (CSE-Relative-AE-ID, SP-Relative-AE-ID, or Global-AE-ID) before security association.

Due to lack of AE-ID, ID(i.e., IdA or IdB) of AE is not pre-configured at association configuration in security association. Therefore association security handshake doesn’t provide authentication function.

To be able to identify AE without AE-ID, AE-Registration-ID is introduced. AE-Registration-ID is identity of AE for the registration purpose only and it is pre-configured in AE before security association when AE-ID is not pre-configured (it does not prohibit AE is pre-configured with AE-Registration-ID even though AE has AE-ID).

With AE-Registration-ID, in association configuration of security association framework specified in clause 8.2, if A or B is AE and that AE is not preconfigured with AE-ID, then IdA or IdB shall be considered as AE-Registration-ID respectively. In this manner, AE-Registration-ID is authenticated in association security handshake.

After security association, the following procedure shall be performed.
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1. AE Registration Request (fr: AE-Registration-ID)

2. Assign AE-ID

3. AE Registration Response (AE-ID)

4. Association Configuration  (using AE-ID)

5. Security Association (using AE-ID)

...

0. Security Association (using AE-Registration-ID)


0.  Security association is performed with association configuration using AE-Registration-ID.

1.  AE sends AE registration request to Registrar CSE. fr parameter is configured as AE-Registration-ID.

2.  Registrar CSE checks whether AE-Registration-ID included in the request is the same as ID used in security association and if it is the same, the Registrar CSE assigns AE-ID.
3.  The Registrar CSE sends AE registration response back to AE including assigned AE-ID.

4.  AE and Registrar CSE performs association configuration. AE-Registration-ID shall be replaced with AE-ID or AE-ID shall be associated with AE-Registration-ID. After this step, AE includes AE-ID (fr parameter) in a request

5.  If the security session expires, AE and Registrar CSE performs security association using AE-ID.
X.2 AE Impersonation Prevention
Since several AEs can behave maliciously and pretend to be another AE with their ID changed, Receiver CSE needs prevention mechanism for AE impersonation. This mechanism works at Registrar CSE since Registrar CSE is an entry point of M2M system.

When Receiver CSE receives a request, Receiver CSE shall perform as follows.
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0.  Security association is performed

1.  AE sends a request to Registrar CSE. If the request is AE registration, this procedure is terminated and the procedure specified in clause X.1 shall be performed.

2.  Receiver CSE checks whether Receiver CSE is Registrar CSE (Registrar CSE finds ID associated in security association and find any <AE> resource which contains that ID in AE-ID attribute).

3.  If Receiver CSE is Registrar CSE, Receiver CSE checks the value in fr parameter is the same as the found ID in step 2.

4.  If the value is not the same, Receiver CSE sends response with impersonation error response code.

5.  Receiver CSE performs procedures specified in clause 8.2 [1].
-----------------------Start of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
3.1
Definitions

security association: sequential processing of credential configuration, association configuration and association security handshake between two entities. Credential configuration and/or association configuration may not be performed if those steps have already been executed before.
-----------------------End of change 2---------------------------------------------
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