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Introduction
The current specification for AE Registration procedures has several issues:
· There are no way to identify the AE before AE-ID is assigned.
This contribution propose to change existing text for resolving those issues.
This contribution proposed to introdude ‘AE-Address’ which is only used for routing request/response messages which is exchanged between CSEs.
The (absolute) AE-ID remains its original definition for ‘identity of AE’, but become more wider scope to be used for in the security context of access control.

On the other hand, AE-Address  is associated with registrar CSE of the AE. AE-Address is used for routing request/response messages to the registarar CSE.

As the result of proposed changes, owner of the resource can configure the access control rules without considering current status of AE registration.
-----------------------Start of change 1-------------------------------------------
7.1.2 Application Entity Identifier (AE-ID)

An Application Entity Identifier (AE-ID) shall identify an Application Entity for the purpose of all interactions within the M2M System.

The AE-ID is globally unique, when it is used as absolute AE-ID form with a specific M2M SP domain. 

The registarar CSE of the AE shall perform this task of adding or removing the identifier portions according to clause 7.1.12.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.2 M2M-SP-ID, CSE-ID and AE-ID and resource Identifier formats

As a general rule, the identifiers of AEs, CSEs and resources are globally unique. In order to optimize their use, the identifiers shall be shortened when their scope can be derived from their context of use by the CSEs and the AEs.  Such shortened identifiers are defined as 'relative' identifiers.

TheM2M system shall use the identifiers M2M-SP-ID, CSE-ID and AE-ID and resource identifiers according to the formats and the rules specified in the following table (table 7.2-1).

Table 7.2-1: Identifiers formats and use

	
	Format Name
	Format
	Rule of use

	M2M-SP-ID format
	
	Fully qualified domain name
Examples:

· www.m2mprovider.com

· globalm2m.org


	When The M2M-SP-ID is used, the FQDN format applies

	AE-ID
EQUIVALENT

formats
	AE-ID
	AE-ID is a sequence of characters defined in the clause 2.3 of the RFC3986[i.12]
AE-ID is uniquely assigned within the M2P Service Provider’s domain. 
	

	
	AE-Address
	AE-Address consists with AE-ID and CSE-ID. 
	AE-Address is used for routing the request or response message to the hosting CSE of the AE.

	
	Absolute AE-ID
	AE-ID can be used as globally unique identifier when used in this format.

Absolute AE-ID is normal AE-ID followed by ‘@’ character and M2M-SP-ID.

Examples:

 ae1@www.example.com
	

	
	

	

	


	
	

	


	

	
	
	


	



	CSE-ID EQUIVALENT formats
	SP-relative-CSE-ID

(with respect to the context of the SP hosting the CSE)


	M2M-SP-ID/SP-relative-AE-ID
The absolute AE-ID shall conform to the URI format as defined in the IETF RFC 3986 [i.12].

	On the Mca and Mcc reference points: to refer to CSEs that are hosted by the same  M2M Service Provider domain



	
	Absolute CSE-ID
	M2M-SP-ID/SP-relative-CSE-ID


	On Mca and Mcc reference points: to refer to CSEs that are hosted by different M2M Service Provider domains

and

on the Mcc’ reference point for all the CSEs

	Resource identifier equivalent formats
	CSE-relative Resource ID
	The CSE-relative Resource Identifier is a sequence of characters that may include any of the unreserved characters defined in the clause 2.3 of the RFC3986 [i.12], as well as the slash character. It shall not start with the slash character.

The CSE-relative Resource Identifier is unique in the context of the CSE.
Examples:

·  container123

·  containers/c123

·  a1b2c3d4b0b00f0fa66a123456789abc

·  a1b2c3d4-b0b0-0f0f-a66a-123456789abc

cont/ b0b0-0f0f-a66a-123456789abc
	

	
	SP-relative Resource ID

(with respect to the context of the M2M Service Provider hosting the CSE)
	The SP-relative Resource identifier is an absolute-path relative reference (beginning with a single slash), as defined in clause 4.2 of RFC3986 [i.12].
The SP-relative Resource Identifier is unique in the context of the Service Provider.


	On the Mca and Mcc reference points: to refer to resources that are hosted by the  same M2M Service Provider domain



	
	Absolute Resource ID
	M2M-SP-ID/SP-relative-Resource-ID

	On Mca and Mcc reference points: to refer to resources that are hosted by a different M2M Service Provider domain 

and

on the Mcc’ reference point for all the resources


NOTE: This table still needs to be further fixed and be given more examples.
As a consequence, the hosting CSE shall convert the AEs global and relative identifier according to table 7.1.12-1 when a request is transmitted across the Mcc and Mca reference points.

As a consequence, the IN-CSE shall convert the AEs, CSEs and resource global and relative identifiers according to table 7.1.12-1when a request is transmitted across the Mcc’ reference point.

-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3-------------------------------------------

7.3 M2M Identifiers lifecycle and characteristics

Table 7.3-1: M2M Identifiers lifecycle and characteristics

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during
	Remarks

	M2M Service Provider Identifier
	Out of scope
	AE, CSE
	Out of scope
	Out of scope
	Global
	Provisioning
	

	Application Entity  Identifier
	M2M SP 
	AE
	AE start-up 


	Out of scope 
	Global
	- Application Entity  Registration


- All other operations initiated by the AE 
	

	Application Identifier
	Out of scope
	Out of scope
	Pre-provisioned
	Out of scope
	Specific to M2M service deployment


	- Application Entity registration
	

	CSE Identifier
	M2M SP
	CSE 
	Security Provisioning


	Life of the CSE
	Global
	- Information flows (clause 10)

- Security Context Establishment
	Security requirements apply for Security Context Establishment

	M2M Node Identifier
	Out of Scope
	M2M Node hosting CSE
	Pre-provisioned
	Life of the M2M Node
	Global
	- Device Management
	Needs to be Read Only

	M2M Subscription Identifier


	M2M SP, Out of Scope 
	Application Entities, and one or more CSEs belonging to the same M2M subscriber 
	At service signup 
	Life of the M2M Service  Subscription with the M2M Service Provider
	Global
	- Charging and Information Recorded

-  Role based access control

 - Authentication
	Multiple CSEs can be allocated the same M2M Subscription Identifier

	M2M Service Profile Identifier


	M2M SP
	Every M2M Node 
	At service signup 
	Life of  M2M Service  Subscriptions with the M2M Service Provider
	Global for roaming cases otherwise local
	Information Flows (Clause 10)


	The ID has to be pre-provsioned after signup, but may need to be updated during the subscription lifetime due to changes in the subercibed services

	M2M-Request-ID
	Mcc:  CSE 
Mca: Application Entity
	A request initiated by an AE  or CSE
	Mcc: When a request is initiated by a CSE, or handling of a request received by a CSE.
Mca: When a request is initiated by an AE
	Equal to the lifetime of the Request and its corresponding Response
	Mcc: Global
Mca: Local or global
	Requests and corresponding responses
	

	External Identifier
	Jointly between the Underlying Network provider and M2M SP.
	M2M Node belonging to a CSE that wants to utilize services of the Underlying Network.
	Administrative Agreement.


	Life of the CSE.
	Local or global, decided by the specific Underlying Network provider
	Requests initiated by a CSE over the Mcn reference point, where applicable.
	Pre-Provisioned Mode:

Made available at the Infrastructure Node.

Dynamic Mode:

Made available at M2M device. Conveyed to IN-CSE during CSE Registration.

	Underlying Network Identifier
	M2M SP
	Underlying Networks
	Pre-provisioned
	Life of the Underlying Network
	Local to M2M SP domain
	UL Network selection
	

	Trigger Recipient Identifier


	Execution Environment
	ASN/MN-CSE 
	ASN/MN-CSE start-up or wake-up
	Life of the CSE
	Execution Environment-wide
	Device Triggering procedures, where applicable
	Pre-Provisioned Mode: 

Made available at Infrastructure Node along with M2M-Ext-ID.

Dynamic Mode: 

Made available at M2M device. Conveyed to IN-CSE during CSE Registration along with M2M-Ext-ID.

	M2M Service Identifier
	M2M Service Provider, Out of Scope
	A service defined by the M2M Service Provider which consists of a set of functions defined by this document.
	Out of Scope
	Out of Scope
	Local to the M2M Service Provider
	For M2M Service Subscription
	

	SRole-ID
	M2M Service Provider
	M2M Service Provider sets the set of service roles that a subscriber can choose from. M2M service subscription lists one or multiple subscribed to service roles.
	Out of Scope
	Out of scope
	M2M Service Provider
	Access Control Policy, M2M service subscription management
	


-----------------------End of change 3---------------------------------------------
-----------------------Start of change 4-------------------------------------------
10.1.1.2.2 Application Entity Registration procedure

The procedure for AE registration follows the procedure described in clause 10.1.1.1 with the following exception:

Originator: The Originator shall be the registering AE.
Receiver: The Receiver shall allow the creation of the <AE> resource according to the access control policy. The Receiver shall derive the M2M-Service-Profile-ID and Node-ID provided from the security credentials of the AE (see clause 11.2.2). The receiver shall fetch the service subscription profile from <m2mServiceSubscriptionProfile> resource.

Step 001: The Originator shall send the following information in the CREATE Request message:

fr:
AE-ID or empty.
Step 002: for the <AE> resource the Receiver cannot perform the action described in the first step of clause 10.1.1.1.

All the other parameters of the request and the steps that follow do not deviate from clause 10.1.1.1.

-----------------------End of change 4---------------------------------------------
-----------------------Start of change 5-------------------------------------------
D12.3 Resource cmdhDefEcValue

The [cmdhDefEcValue] resource is used to define a value for the ec (event category) parameter of an incoming request when it is not defined.

Upon receiving a request, the CSE will go through all the [cmdhDefEcValue] resources (in the order of their order attribute), check the requestOrigin and any present requestContext and requestCharacteristics attributes to see if they match (see description of matching), and if they all do, assign the value stored in the defEcValue attribute to the ec parameter.
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Figure D.12.3-1: Structure of [cmdhDefEcValue] resource

The [cmdhDefEcValue] resource shall contain attributes specified in table D.12.3-1.

Table D.12.3-1: Attributes of [cmdhDefEcValue] resource

	Attributes of [cmdhDefEcValue]
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	resourceID
	1
	WO
	See clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1 where this common attribute is described.

	creationTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	lastModifiedTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	labels
	0..1
	RO
	See clause 9.6.1 where this common attribute is described

	mgmtDefinition
	1
	WO
	See clause 9.6.15. Has fixed value "cmdhDefEcValue".

	objectIDs
	0..1
	WO
	See clause 9.6.15.

	objectPaths
	0..1
	WO
	See clause 9.6.15.

	description
	0..1
	RW
	See clause 9.6.15.

	order
	1
	RW
	The index indicating in which order the [cmdhDefEcValue] resource will be treated by the CSE to determine a value for the ec parameter

	defEcValue
	1
	RW
	The actual value to use for the ec parameter if the conditions expressed in the requestOrigin, requestContext and requestCharacteristics attributes all match. If none of these attributes are defined, then the defEcValue shall be applied.

	requestOrigin
	1
	RW
	The requestOrigin attribute is a list of zero or more local AE-IDs, App-IDs, or the strings  'localAE' or 'thisCSE'. 

When an AE-ID appears in the requestOrigin attribute, the default ec value defined inside the defEcValue attribute is applicable for the ec if the request was issued by that specific Application Entity. 

When an App-ID appears in the requestOrigin attribute, the default ec value defined inside the defEcValue attribute is applicable for the ec if the request was issued by the AE with that App-ID unless covered by another [cmdhDefEcValue] resource with a requestOrigin attribute containing its specific AE-ID. 

When the string 'localAE' appears in the requestOrigin attribute, the default ec value defined inside the defEcValue attribute is applicable for the ec for requests issued by all local AEs unless covered by another [cmdhDefEcValue] resource with a requestOrigin attribute containing the specific AE-ID or App-ID of the Originator of the request. 

When the string 'thisCSE' appears in the requestOrigin attribute, the default ec value defined inside the defEcValue attribute is applicable for the ec for requests that are originating from within the registrar CSE.

The hosting CSE shall contain at least one [cmdhDefEcValue] resource that contains 'localAE' in the requestOrigin attribute and has no requestContext and no requestCharacteristics attribute. 

The hosting CSE shall contain at least one [cmdhDefEcValue] resource that contains 'thisCSE' in the requestOrigin attribute and has no contextCondtion and no requestCharacteristics attribute.

	requestContext
	0..1
	RW
	The requestContext attribute represents the Dynamic Context condition under which the default ec value defined inside the defEcValue attribute is applicable for the ec.

This may refer to conditions such as current battery status, or current network signal strength.

	requestContextNotification
	0..1
	RW
	True or false. If set to true, then this CSE will establish a subscription to the dynamic context information defined in the requestContext attribute as well as a subscription to this [cmdhDefEcValue] resource for all AEs corresponding to the AE-ID or an App-ID appearing in the requestOrigin attribute. Both, changes in the context information and changes to the [cmdhDefEcValue] resource will be notified to the respective AEs. The subscription(s) is/are established when the [cmdhDefEcValue] is provisioned or updated.

	requestCharacteristics
	0..1
	RW
	The requestCharacteristics attribute represents conditions pertaining to the request itself, such as the requested response type (rt parameter) or other parameters of the request.


-----------------------End of change 5---------------------------------------------
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