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Introduction
The decision made in TP#12 is to use M2M Service Subscription for verifying create operation procedure. So Service Role no longer applies to all the operation and only applies to create operation.
-----------------------Start of change 1-------------------------------------------
7.1.12
Service Role identifier (SRole-ID)

In each M2M Service, one or multiple M2M Service Role(s) shall be defined by the M2M Service Provider. An M2M Service Role is defined as a create privilege pertaining to resource types which are associated with M2M Service. See Annex G for examples of M2M Service Provider defined Service Roles.

-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
Annex G (informative): List of M2M Services

This annex provides a list of M2M Services supported in this document as well as the list of associated roles mapped to each M2M Service.
Table G-1: M2M Services

	M2M Service (name)
	M2M-Serv-ID
	Roles

	Application and service management
	01
	001-Software management

	Device management
	02
	002-Device Configuration 

003-Device Diagnostics and Monitoring 

004-Device Firmware Management 

005-Device Topology 

	Location
	03
	006-Location

	Data exchange
	04
	007-Basic data

	Device onboarding
	05
	008-onboarding 

	Security
	06
	009-Security Administration


Use of M2M Service Subscription across M2M Service Provider domains is subject to M2M Service Providers agreement.

The following table provides an example of mapping of Service Roles to resource types and operations. Such a table is to be configured by the SP to allow for the validation of requests according to the service subscription.

Table G-2: Mapping of Service Roles to Resource Types/Allowed Operations

	Service Role
	Create Operation Allowed Resource Type

	001:  Software management 


	· mgmtObj
· mgmtCmd
· software

	002:  Device Configuration 


	· mgmtObj 

· mgmtCmd
· deviceInfo

	003:  Device Diagnostics and Monitoring 

 
	· mgmtObj 

· mgmtCmd
· deviceInfo
· deviceCapability

	004:  Device Firmware Management 


	· mgmtObj
· mgmtCmd
· firmware

	005:  Device Topology 

	· mgmtObj 

· mgmtCmd
· areaNwkInfo
· areaNwkDeviceInfo

	006:  Location 
	· locationPolicy
· container
· subscription

	007:  Basic data 
	· container
· subscription

	008:  onboarding
	· m2mServiceSubscriptionProfile
· serviceSubscribedNode

	009:  Security Administration
	· accessControlPolicy


-----------------------End of change 2-------------------------------------------
-----------------------Start of change 3-------------------------------------------
6.6
M2M Service Subscription

The M2M Service Subscription defines the technical part of the contract between an M2M Subscriber (typically an M2M Application Service Provider) and an M2M Service Provider. Each M2M Service Subscription shall have a unique identifier, the M2M-Sub-ID, as specified in clause 7.1.11. An M2M Service Subscription establishes a link between one or more AEs; one or more M2M Nodes, one or more roles associated with an M2M Service Subscription as well as subscriber defined groups used for access control policies.
An M2M Service is the marketable service offered to M2M service subscriber (organizations or individuals). Examples of services include device management, location, data exchange, etc.

In each M2M Service, one or multiple M2M Service role(s) shall be defined by the M2M Service Provider. An M2M Service subscription role is defined as a create privilege pertaining to a resource types which are associated with M2M Service. The M2M Subscriber subscribes as one or multiple roles within the M2M Services, depending upon which role(s) the M2M Subscribers are interested in.

An example of the set of M2M Services and M2M Service subscription roles is provided in annex G.

It shall be possible for an M2M Service Providers to define their own services and roles.

An M2M Service Subscription governs an M2M subscription, the M2M Nodes where AEs can reside and execute the M2M Service roles and subscriber defined groups used for access control policies. An example of the Subscriber defined group is "all node applications within this service subscription with App-ID set to a specific value". Access control policy resource configuration shall comply with the M2M Service Subscription. For authorization of accessing the resource, access control policy is applied and can be based on M2M Service subscription roles.

How to authorize the request operation based on M2M Service Subscription resource are defined in TS-0003 [1].
An M2M Service Subscription shall be used for the following purposes:

· Serve as a basis for authorization for resource operations.
· Serve as the basis for charging.
· Identify which Nodes are part of this M2M Service Subscription.
-----------------------End of change 3-------------------------------------------
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