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Introduction
M2M Identification issues took too long to be solved.
It seems current specification mentioned too wide scope of problem which are beyond the Architecutre-TS.

This contribution proposes to re-define M2M Identifiers more simple, and representation of M2M Identifier should be part of Core Protocol TS.

-----------------------Start of change 1-------------------------------------------
M2M Entities and Object Identification

7.1
M2M Identifiers

This clause provides a list of identifiers required for the purpose of interworking within the oneM2M architectural model.

An M2M identifier is a sequence of characters used to refer to an entity (such as CSE or an AE), a resource (such as defined in clause 9) or an object (such as an M2M Service Provider or an M2M Node)  defined in oneM2M. An M2M identifier has a consistent meaning when applied (i.e. it refers consistently to the same resource, entity or object for the duration of their lifetime, as defined in the clause 7.2) in a particular context.

An M2M identifier can be either:

· 
An absolute M2M identifier, in which case it is globally unique and shall be a Unified Resource Identifier (URI) as specified in the IETF RFC 3986 [i.12]. The URI scheme to use for this URI (clause 3.1 of RFC3986 [i.12]) shall be independent of any actual protocol bindings used and is defined in TS-0004 [i.2]. See table in clause 7.2 for details on the format of absolute identifiers.

· 
A relative M2M identifier, in which case it shall be understood in a particular context, as specified in the IETF clause 4.2 of RFC 3986 [i.12]. See table in clause in the clause 7.2 for details on the format of relative identifiers. 

One identifier shall not be assigned to two or more different entities, resources or objects.

Further to being absolute or relative, an M2M identifier can be either “hierarchical” or “non-hierarchical”:

· Hierarchical URI: a hierarchical URI has its path portion defining the entire relationship for the target resource within the resource structure. This is a structured representation of the resources within a CSE where the parent relationship chain is embedded in the resource address.

EXAMPLE 1:
<scheme>://IN-CSEID.m2m.myoperator.org/CSE123/myAppX/myContainerY.
· Non-Hierarchical URI: a non-hierarchical URI does not have its path portion reflecting the entire relationship for the target resource within the resource structure. The actual parent relationship chain is not known a priori from reading the path portion of the URI and the Hosting CSE needs to resolve the logical location of the target resource in the chain of relationships within the resource structure following links. That path portion of the URL can be of any depth. 

EXAMPLE 2:
"<scheme>://IN-CSEID.m2m.myoperator.org/CSEBase/mCY" where the same container of the previous example is directly addressed.
EXAMPLE 3:
"<scheme>://IN-CSEID.m2m.myoperator.org/some/path/mCY" where the same container of the previous example is also directly addressed.

EXAMPLE 4:
"<scheme>://IN-CSEID.m2m.myoperator.org/sc07" where the same container of the previous example is also directly addressed.

7.1.1
M2M Service Provider Identifier (M2M-SP-ID)

An M2M Service Provider shall be uniquely identified by the M2M Service Provider Identifier (M2M-SP-ID). This is a static value assigned to the Service Provider.

7.1.2
Application Entity Identifier (AE-ID)

An Application Entity Identifier (AE-ID) uniquely identifies an AE resident on an M2M Node, or an AE that requests to interact with an M2M Node. An AE-ID shall identify an Application Entity for the purpose of all interactions within the M2M System.

The AE-ID is globally unique and when used internally within a specific M2M SP domain, it is sufficient to be unique within that M2M Service Provider domain. It is extended to become globally unique when used outside the M2M Service Provider boundaries. The IN-CSE shall perform this task of adding or removing identifier portions (identifying the M2M SP) according to clause 7.2.
Additionally the AE-ID, when used in the context of a specific CSE where the AE is registered, it is sufficient to be unique within the scope of that specific CSE. It is extended to become M2M Service Provider unique when used outside such specific CSE. 

The Hosting CSE of the AE shall perform this task of adding or removing the identifier portions according to clause 7.2.

7.1.3
Application Identifier (App-ID)

There are two types of App-ID: registration authority defined App-ID (registered App-ID) and non-registered App-ID. The establishment of the registered App-ID is guaranteed to be globally unique; the non-registered App-ID is not guaranteed to be globally unique. The detail format is described in clause 7.2.

7.1.4
CSE Identifier (CSE-ID)

A CSE shall be identified by a globally unique identifier, the CSE-ID, when instantiated within an M2M Node in the M2M System.

The CSE-ID is globally unique. When used internally within a specific M2M SP domain. It is sufficient to be unique within that M2M Service Provider domain. It is extended to become globally unique when used outside the M2M Service Provider boundaries. The IN-CSE shall perform this task of adding or removing the identifier portions according to clause 7.2.

The CSE-ID shall identify the CSE for the purpose of all interactions from/to the CSE within the M2M System.

7.1.5
M2M Node Identifier (M2M-Node-ID)

An M2M Node, hosting a CSE and/or Application(s) shall be identified by a globally unique identifier, the M2M‑Node‑ID.

The M2M System shall allow the M2M Service Provider to set the CSE-ID and the M2M-Node-ID to the same value.

The M2M-Node-ID enables the M2M Service Provider to bind a CSE-ID to a specific M2M Node.

Examples of allocating a globally unique M2M-Node-ID include the use of Object Identity (OID) and IMEI. For details on OID, see annex H.

7.1.6
M2M Service Subscription Identifier (M2M-Sub-ID)

The M2M-Sub-ID enables the M2M Service Provider to bind application(s), M2M Nodes, CSEs and services identified by service identifiers, as well as administrative information, such as billing address etc., to a particular M2M Service Subscription between an M2M subscriber and the M2M Service Provider. The M2M-Sub-ID is unique for every M2M subscriber.

The M2M Service Subscription Identifier has the following characteristics:

· belongs to the M2M Service Provider;

· identifies the subscription to an M2M Service Provider;

· enables communication with the M2M Service Provider;

· can differ from the M2M Underlying Network Subscription Identifier.

There can be multiple M2M Service Subscription Identifiers per M2M Underlying Network subscription.

The M2M-Sub-ID shall not be exposed over any interface.

7.1.7
M2M Request Identifier (M2M-Request-ID)

The M2M-Request-ID tracks a Request initiated by an AE over the Mca reference point, and by a CSE over the Mcc reference point, if applicable, end to end. It is also included in the Response to the Request over the Mca or Mcc reference points.

To enable an AE to track Requests and corresponding Responses over the Mca reference point, AEs shall include a distinct M2M Request Identifier per request over the Mca Reference point to the CSE for any initiated request.

The CSE shall make such M2M Request Identifier unique by appending the CSE-relative AE-ID (see clause 7.2) to it.

If the CSE creates an M2M Request Identifier, then the CSE shall maintain a binding between the M2M Request Identifier received from the AE and the M2M Request Identifier it created in its interactions towards other peer CSEs. The CSE shall include the M2M Request Identifier received from the AE in its Response to the AE. This binding shall be maintained by the CSE until the Request message sequence is completed. Note that the Request initiated by the CSE could be the result of an application Request, or a request initiated autonomously by the CSE to fulfil a service.

In case an IN-CSE needs to send a request to a receiving CSE that is not reachable over any of the underlying networks, the IN-CSE initiates the procedure for "waking up" the Node hosting the receiving CSE by using procedures such as device triggering over the Mcn reference point. For Device Triggering, the triggering reference number to co-relate device triggering response is independent of the M2M Request Identifier. An IN-CSE may use the same value of an M2M-Request-Identifier in an incoming request for the triggering reference number in its interaction with the underlying network.

A CSE receiving a Request from a peer CSE shall include the received M2M Request Identifier in all additional Requests unspanned (i.e. 1:1) it has to generate (including propagation of the incoming Request) and that are associated with the incoming Request, where applicable.

If a Receiver CSE receives a request from an Originator for which another request with the same Request Identifier is already pending, the request shall be rejected. Otherwise – even if the same Request Identifier was already used by the same Originaor some time in the past, the request shall be treated as a new request.

7.1.8
M2M External Identifier (M2M-Ext-ID)

The M2M-Ext-ID is used by an M2M Service Provider (M2M SP) when services targeted to a CSE, identified by a CSE-ID, are requested from the Underlying Network.

The M2M External Identifier allows the Underlying Network to identify the M2M Device (e.g. ASN, MN) associated with the CSE‑ID. To that effect, the Underlying Network maps the M2M-Ext-ID to the Underlying Network specific Identifier it allocated to the target M2M Device. In addition, the M2M SP shall maintain the association between the CSE-ID, the M2M-Ext-ID and the identity of the Underlying Network.

Both pre-provisioned and dynamic association between the CSE-ID with the M2M-Ext-ID are supported.

NOTE 1:
For each CSE-ID, there is only one M2M-Ext-ID for a specific UNetwork-ID. Hence an M2M SP interworking with multiple Underlying Networks has different M2M-Ext-IDs associated with the same CSE-ID, one per Underlying Network and selects the appropriate M2M-Ext-ID for any service request it initiates towards an Underlying Network.

NOTE 2:
The mapping by the Underlying Network of the M2M-Ext-ID to the M2M Device is Underlying Network specific.
NOTE 3:
The Underlying Network provider and the M2M Service Provider collaborate for the assignment of an M2M-Ext-ID to each CSE identified by CSE-ID. At the same time, the Underlying Network provider maintains association of the M2M-Ext-ID with the Underlying Network specific Identifier allocated to the M2M device that hosts such CSE.

For pre-provisioned M2M-Ext-IDs, the M2M-Ext-ID along with the associated CSE-ID shall be made available at the Infrastructure Node. The CSE at M2M device does not need to have knowledge of the M2M-Ext-ID assigned to it.

For dynamic M2M-Ext-IDs, the M2M-Ext-ID specific to the Underlying Network shall be made available at the M2M device in the Field Domain. Such M2M-Ext-ID shall be conveyed to the IN-CSE during CSE Registration.

7.1.9
Underlying Network Identifier (UNetwork-ID)

The UNetwork-ID is used for identifying an Underlying Network. UNetwork-ID is a static value and unique within a M2M Service Provider domain.

One or more Underlying Networks may be available at an M2M Node offering different sets of capabilities, availability schedules etc. Based on the "policy" information at the Node and the capabilities offered by the available Underlying Networks, appropriate Underlying Network can be chosen by using UNetwork-ID. For example, based on "policy", scheduling of traffic triggered by a certain event category in certain time periods may be allowed over Underlying Network "WLAN" but may not be allowed over Underlying Network "2G Cellular".

7.1.10
Trigger Recipient Identifier (Trigger-Recipient-ID)

The Trigger-Recipient-ID is used when device triggering services are requested from the Underlying Network, to identify an instance of an ASN/MN-CSE on an execution environment, to which the trigger is routed. For example, when 3GPP device triggering is used, the Trigger-Recipient-ID maps to the Application-Port-Identifier (TS 123 682 [i.17]).

NOTE 1:
For pre-provisioned M2M-Ext-IDs, Trigger-Recipient-ID is provisioned at the Infrastructure Node along with the M2M-Ext-ID and the associated CSE-ID.

NOTE 2:
For dynamic M2M-Ext-IDs, Trigger-Recipient-ID specific to the Underlying Network is provisioned at each M2M device in the Field Domain. Such Trigger-Recipient-ID is conveyed to the IN-CSE during CSE Registration.

7.1.11
M2M Service Identifier (M2M-Serv-ID)

The M2M-Serv-ID is an identifier of a M2M Service offered by an M2M SP. It is an essential part of the M2M Service Subscription which stores a set of M2M-Serv-IDs pertaining to the set of subscribed services. Beyond the set of services depicted in this specification it shall be possible for an M2M Service Provider to offer other services. Those will be identified by means of M2M SP specific M2M-Serv-IDs.

7.1.12
Service Role identifier (SRole-ID)

In each M2M Service, one or multiple M2M Service Role(s) shall be defined by the M2M Service Provider. An M2M Service Role is defined as a create permission pertaining to resource types which are associated with M2M Service. See Annex G for examples of M2M Service Provider defined Service Roles.

7.1.13
M2M Service Profile Identifier (M2M-Service-Profile-ID)

An M2M Service Profile Identifier defines M2M Services and/or M2M Service Roles (see Annex G) and AEs applicable to M2M Nodes. Every M2M Service Profile is allocated an identifier so it can be retrieved for verification purposes.

The M2M-Service-Profile-ID enables the M2M Service Provider to bind AE(s) and M2M Service identifiers and/or M2M Service Roles identifiers to M2M nodes. 

An M2M-Service-Profile-ID shall be allocated to every M2M Node

The M2M Service Profile Identifier has the following characteristics:

· belongs to the M2M Service Provider;

· identifies the M2M services and/or M2M Service Roles and AEs applicable to an M2M node

7.2
M2M-SP-ID, CSE-ID, App-ID and AE-ID and resource Identifier formats

As a general rule, the identifiers of AEs, CSEs and resources are globally unique. In order to optimize their use, the identifiers shall be shortened when their scope can be derived from their context of use by the CSEs and the AEs.  Such shortened identifiers are defined as 'relative' formats of the identifiers.

TheM2M system shall use the identifiers M2M-SP-ID, CSE-ID, App-ID and AE-ID and resource identifiers according to the formats and the rules specified in the following table (table 7.2-1).

Table 7.2-1: Identifiers formats and use

	Identifier
Name
	Absolute &
Format-Designator 
or
Relative &
Format-Designator & Context
	Format
	Rule of use

	
M2M-SP-ID 
	Absolute

M2M-SP-ID
	The M2M-SP-ID shall conform to the FQDN format s defined in the IETF RFC 1035 [i.29] 









	Whenever The M2M-SP-ID is used, only an Absolute format of the M2M-SP-ID defined herein applies





	
CSE-ID 

	




	



· 
· 
· 

	


	
	Absolute

Absolute-CSE-ID
	Combination of M2M-SP-ID and CSE-ID which is M2M SP domain.






· 
· 
	On Mca and Mcc reference points: to refer to CSEs that are hosted by different M2M Service Provider domains

and

on the Mcc’ reference point for all the CSEs

	
AE-ID 
	Relative 

AE-ID-Stem

Context:

Registrar CSE of the AE 

or


M2M-SP Domain hosting the AE
	The AE-ID-Stem is a sequence of characters that may include any of the unreserved characters defined in the clause 2.3 of the RFC3986 [i.12].

The first character of the AE-ID-Stem has a specific meaning and its value shall be as follows:

1.    Fist character of AE-ID-Stem is ‘C’
The AE-ID-Stem is assigned by the Registrar CSE of the AE. In this case, the AE-ID-Stem shall be unique within the context of the Registrar CSE of the AE. The Hosting CSE is responsible for guaranteeing  that the AE-ID-Stem is unique in the context of the Hosting CSE.

Examples:


· C190XX7T

· Ca3e3f3ab



2.    Fist character of AE-ID-Stem is ‘S’:
The AE-ID-Stem is assigned by the M2M-SP. In this case, the AE-ID-Stem shall be unique within the context of the M2M-SP Domain. The M2M-SP is responsible for guaranteeing  that the AE-ID-Stem is unique in the context of the M2M-SP Domain. 

Examples:


· S190XX7T

· Sa3e3f3ab

Use of other values for the first character of AE-ID-Stem is reserved.

Which of the cases above shall apply will be determined during the AE registration procedure. The details of the process how an AE-ID-Stem unique within the M2M-SP Domain is assigned by the M2M-SP are described in the AE registration procedure description.
	On the Mca reference point:  To refer to AEs that registered to the CSE where the Originator is registered.



	
	

	1. 
· 
· 
2. 
· 
· 


	

	
	

	



· 
· 
· 
	



	
Resource identifier 
	
	




· 
· 
· 

	


	
	
	



· 
· 

	


	
	

	






· 
· 
· 

	


	
	Absolute

Absolute Resource ID
	Concatenation according to the format: 

{M2M-SP-ID}{SP-relative Resource ID}
where {M2M-SP-ID} and {SP-relative Resource ID} are placeholders for the M2M-SP-ID and the SP-relative Resource ID format of the Resource ID, respectively.

The Absolute-CSE-ID complies with what is specified in clause 3 of RFC3986 [i.12] under “hier-part”.

Examples:

· //m2m.thing.com/xyzCSE/x3z5r43

· //m2m.iot.com/ab13/HouseA/RoomB/Temp


	On Mca and Mcc reference points: to refer to resources that are hosted by a different M2M Service Provider domain than the M2M SP domain hosting the CSE receiving a request for accessing the resource.

and

on the Mcc’ reference point for all resources

	APP-ID
	App-ID
	Either “R[authority-ID]/[registered-App-ID]” or “N[non-registered-App-ID]”

If the first letter is “R”, then authority-ID and registered-App-ID are assigned by the registration authority. The registered-App-ID is managed by the owner of authority-ID.

If the first letter is “N”, then non-registered-App-ID is not registered by the registration authority.
	AE Registration Procedure described in clause 10.1.1.2.2.


As a consequence, the Hosting CSE shall convert a Registree AE's global and relative identifier according to table 7.1.12-1 when a request is transmitted across the Mcc and Mca reference points.

As a consequence, the IN-CSE shall convert AE's, CSEs and resource's global absolute and relative identifiers according to table 7.1.12-1when a request is transmitted across the Mcc’ reference point.

7.3
M2M Identifiers lifecycle and characteristics

Table 7.3-1: M2M Identifiers lifecycle and characteristics

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during
	Remarks

	M2M Service Provider Identifier
	Out of scope
	AE, CSE
	Out of scope
	Out of scope
	Global
	Provisioning
	

	Application Entity  Identifier
	AE or Registrar CSE
	AE
	AE start-up 


	Application Entity Registration
	Global
	- Application Entity  Registration

- Security Context Establishment

- All other operations initiated by the AE 
	Security requirements apply for Security Context Establishment

	Application Identifier
	Out of scope
	Out of scope
	Pre-provisioned
	Out of scope
	Specific to M2M service deployment


	- Application Entity registration
	

	CSE Identifier
	M2M SP
	CSE 
	Security Provisioning


	Life of the CSE
	Global
	- Information flows (clause 10)

- Security Context Establishment
	Security requirements apply for Security Context Establishment

	M2M Node Identifier
	Out of Scope
	All M2M Nodes
	Pre-provisioned
	Life of the M2M Node
	Global
	- Device Management
	Needs to be Read Only

	M2M Subscription Identifier


	M2M SP, Out of Scope 
	Application Entities, and one or more CSEs belonging to the same M2M subscriber 
	At service signup 
	Life of the M2M Service  Subscription with the M2M Service Provider
	Global
	- Charging and Information Recorded

-  Role based access control

 - Authentication
	Multiple CSEs can be allocated the same M2M Subscription Identifier

	M2M Service Profile Identifier


	M2M SP
	Every M2M Node 
	At service signup 
	Life of  M2M Service  Subscriptions with the M2M Service Provider
	Global for roaming cases otherwise local
	Information Flows (Clause 10)


	The ID has to be pre-provisioned after signup, but may need to be updated during the subscription lifetime due to changes in the subscribed services

	M2M-Request-ID
	Mcc:  CSE 
Mca: Application Entity
	A request initiated by an AE  or CSE
	Mcc: When a request is initiated by a CSE, or handling of a request received by a CSE.
Mca: When a request is initiated by an AE
	Equal to the lifetime of the Request and its corresponding Response
	Mcc: Global
Mca: Local or global
	Requests and corresponding responses
	

	External Identifier
	Jointly between the Underlying Network provider and M2M SP.
	M2M Node belonging to a CSE that wants to utilize services of the Underlying Network.
	Administrative Agreement.


	Life of the CSE.
	Local or global, decided by the specific Underlying Network provider
	Requests initiated by a CSE over the Mcn reference point, where applicable.
	Pre-Provisioned Mode:

Made available at the Infrastructure Node.

Dynamic Mode:

Made available at M2M device. Conveyed to IN-CSE during CSE Registration.

	Underlying Network Identifier
	M2M SP
	Underlying Networks
	Pre-provisioned
	Life of the agreement by the M2M SP with the  Underlying Network
	Local to M2M SP domain
	UL Network selection
	

	Trigger Recipient Identifier


	Execution Environment
	ASN/MN-CSE 
	ASN/MN-CSE start-up or wake-up
	Life of the CSE
	Execution Environment-wide
	Device Triggering procedures, where applicable
	Pre-Provisioned Mode: 

Made available at Infrastructure Node along with M2M-Ext-ID.

Dynamic Mode: 

Made available at M2M device. Conveyed to IN-CSE during CSE Registration along with M2M-Ext-ID.

	M2M Service Identifier
	M2M Service Provider, Out of Scope
	A service defined by the M2M Service Provider which consists of a set of functions defined by this document.
	Out of Scope
	Out of Scope
	Local to the M2M Service Provider
	For M2M Service Subscription
	

	SRole-ID
	M2M Service Provider
	M2M Service Provider sets the set of service roles that a subscriber can choose from. M2M service subscription lists one or multiple subscribed to service roles.
	Out of Scope
	Out of scope
	M2M Service Provider
	Access Control Policy, M2M service subscription management
	


-----------------------End of change 1---------------------------------------------
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