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Introduction

This contribution suggests high-level message flows for the AE registration procedure. First we introduce separate flows for 4 different cases as a function of WHAT has be authenticated before the AE initiates the registration:
· A specific AE was authenticated by the Registrar CSE as an SAE end point

· An Application-Software-Package was authenticated by the Registrar CSE as an SAE end point

· A node has been authenticated by the Registrar CSE as an SAE end point

· Nothing has been authenticated by the Registrar CSE

All of these flows are very similar and only differ in some details. Therefore a generic flow that is intended to cover all cases in derived after that.

The proposed message flows assume that some information on allowed combination(s) of App-ID and [AE-ID-Stem Type or specific AE-ID(s)] can be either looked up in the Service Subscription Profile (SSP) via the Credential-ID/Registrar CSE-ID or could be derived from the used credentials directly. Note that the relevant parts of a SSP may already be pre-provisioned to a filed node CSE without using any standardized resource format, so that lookup of information in the SSP may not always require retrieval of that information from the IN-CSE.
As a result of the proposed message flows, we suggest to add additional information to the SSP in order to support the possibly required lookup process. The information is only outline here in text format. Corresponding CRs to the resource structure would have to follow.
Flow in case AE is authenticated 
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Flow in case App-Software-Package is authenticated
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Flow in case Node is authenticated
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Flow in case of no authentication (applies for ASN/MN-hosted AEs)
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Generic message flow
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Information to go into the Service Subscription Profile
· <m2mServiceSubcriptionProfile>
· <serviceSubscribedNode> [0..n] 
· serviceRoles [0..1] (L)
· NEW <serviceSubscribedAppRule> [0..n]
// Multiplicity = 0 => no applications are allowed at all
// Multiplicity > 0 => applications defined in each rule are 
· NEW <serviceSubscribedAppRule> child resource:
· applicableCredID [1] (L)
// List of credential IDs for which this rule is applicable, i.e. for registration requests coming into a CSE via an SAE end point that was authenticated using credentials that match with any of these credential-IDs, the current rule applies. This can contain ‘*’ for any credential ID or ‘None’ for not authenticated case. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any Credential ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of Credential-IDs.
· applicableCSE[1] (L) 
// List of CSE-ID(s) for which this rule is applicable, i.e. CSE-IDs of Registrar CSEs for which this rule shall be applicable in registration attempts. This can contain ‘*’ for any CSE. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any CSE-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of CSE-IDs.
· allowedAppID [1] (L)
// List of App-ID that shall be considered to be allowed for AE registration requests received via any of the combinations of CSE-ID and SEA end points associated with credentialID defined in the previous two attributes. This can contain ‘*’ for any App-ID. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any App-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of App-IDs.
· allowedAE [1] (L) 
// List of allowed AE-ID-Stems to be used for the registering AEs. This can contain zero or more specific AE-ID-Stem values and ‘S*’ for any Sxx-type AE-ID-Stem, ‘C*’ for any Cxx-type AE-ID-Stem, or ‘*’ for any AE-ID-Stem. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any CSE-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of AE-ID-Stems.
Examples of content in <serviceSubscribedAppRule> and what it would mean:

1)

Let’s assume some credential (no matter whether Cert or PSK) with the credential ID of ‘XXX123Y’ is associated with a specific AE that is an instance of an Application with App-ID ‘N11123’ and we always want to get this AE the same Sxx-type of AE-ID-Stem of ‘S9987’ but we only want to allow it to register from CSE ‘/123CSE’ or CSEs with an ID starting with ‘/2’ and ending with ‘CSE’. In that case a <serviceSubscribedAppRule> would contain the following
applicableCredID = [‘XXX123Y’], 
applicableCSE = [‘/123CSE’, ‘/2*CSE’],
allowedAppID = [‘N11123’],
allowedAE = [‘S9987’]

2)

Let’s assume some credential (no matter whether Cert or PSK) with the credential ID of ‘XXX555Y’ is associated with an Application with App-ID ‘N11199’. No matter which particular instance of this application is trying to register, we always want to get this AE an Sxx-type of AE-ID-Stem but we only want to allow it to register from CSEs with an ID starting with ‘/K2’ and ending with ‘CSE’. In that case a <serviceSubscribedAppRule> would contain the following

applicableCredID = [‘XXX555Y’], 
applicableCSE = [‘/K2*CSE’],
allowedAppID = [‘N11123’],
allowedAE = [‘S*’]

3)

Let’s assume some credential (no matter whether Cert or PSK) with the credential ID of ‘ZZ555Y’ is associated with a specific Node. On that Node we want to allow only two types of applications: One with App-ID ‘N11119’ and one with App-ID ‘N77779’. No matter which particular instance of this application is trying to register, we always want to get the ones with App-ID ‘N11119’ an Sxx-type of AE-ID-Stem and the one with App-ID ‘N77779’ a Cxx-type AE-ID-Stem. However we only want to allow those AEs to register from CSEs with an ID starting with ‘/Z4’ and ending with ‘CSE’. In that case we would need two <serviceSubscribedAppRule> child resources which would contain the following

applicableCredID = [‘ZZ555Y’], 
applicableCSE = [‘/Z4*CSE’],
allowedAppID = [‘N11119’],
allowedAE = [‘S*’]
applicableCredID = [‘ZZ555Y’], 
applicableCSE = [‘/Z4*CSE’],
allowedAppID = [‘N77779’],
allowedAE = [‘C*’]

4)

Let’s assume we want to allow certain applications (defined by App-ID) to register from certain CSE ‘/Z4765CSE’ with no further authentication at all (not authenticate case, sufficient that it comes from that CSE). One of the applications should only be allowed to be instantiated once and use a specific Sxx-type of AE-ID-Stem, another one should be allowed to be instantiated twice with specific Sxx-type AE-ID-Stem and a third one should be allowed to be instantiated arbitrarily often with an Cxx-type of AE-ID stem. In that case we would need two <serviceSubscribedAppRule> child resources which would contain the following

applicableCredID = [‘None’], 
applicableCSE = [‘/Z4765CSE’],
allowedAppID = [‘N11111’],
allowedAE = [‘S999987’]

applicableCredID = [‘None’], 
applicableCSE = [‘/Z4765CSE’],
allowedAppID = [‘N11112’],
allowedAE = [‘S999986’, ‘S999986’]
applicableCredID = [‘None’], 
applicableCSE = [‘/Z4765CSE’],
allowedAppID = [‘N11113’],
allowedAE = [‘C*’]
Indicate that an AE would like to use an Sxx-type of AE-ID-Stem
Use ’nm’ parameter for indicating which AE-ID Stem type is wanted by the Registree AE. In simple terms: If the AE wants to get an Sxx-type of AE-ID-Stem, but has no specific one to suggest, it should set the nm parameter to the value ‘S’. 
Attempt to define it in more details is in the table below. Main decision is whether we can agree on usage of nm parameter with a value of ‘S’ to indicate whish to get Sxx-type of AE-ID-Stem.

	nm value
	Request received from authenticated SAE end point  
	AE-ID-Stem Type to use
	Comment

	{not present}
	Yes
	Cxx or Sxx


	When the nm parameter is not present in an <AE> CREATE request originating from an entity that is an authenticated SAE end point (=authenticated case), the Registrar CSE shall determine whether to use an Sxx or Cxx type AE-ID-Stem for registration requests originating from the authenticated SAE end point. This process may require a lookup of that information in the SSP via the associated Credential-ID if the credentials used for authentication did not contain information about the AE-ID-Stem type. 

	{not present}
	No
	Cxx
	When the nm parameter is not present in an <AE> CREATE request originating from an entity that is not an authenticated SAE end point (=unauthenticated case), the Registrar CSE shall assign a Cxx type AE-ID-Stem if it accepts unauthenticated AE registration requests.

	“S”
	Yes
	Sxx
	When the nm parameter is present in an <AE> CREATE request originating from an entity that is an authenticated SAE end point (=authenticated case), and where the nm parameter has the value “S”, the Registrar CSE shall determine whether usage of an Sxx type AE-ID-Stem is allowed for a request originating from the authenticated SAE end point. This process may require a lookup of that information in the SSP via the associated Credential-ID if the credentials used for authentication did not contain information about the AE-ID-Stem type.

	“S”
	No
	Sxx
	When the nm parameter is present in an <AE> CREATE request originating from an entity that is not an authenticated SAE end point (=unauthenticated case), and where the nm parameter has the value “S”, the Registrar CSE shall determine whether usage of an Sxx type AE-ID-Stem is allowed for a request originating from not authenticated entities. This process may require a lookup of that information in an SSP for not authenticated entities.

	{valid AE-ID-Stem starting with ”C”}
	Yes
	Cxx
	When the nm parameter is present in an <AE> CREATE request originating from an entity that is an authenticated SAE end point (=authenticated case), and where the nm parameter contains a valid AE-ID-Stem starting with “C”, the Registrar CSE shall determine whether usage of the provided Cxx type AE-ID-Stem for registration requests originating from the authenticated SAE end point is allowed. This process may require a lookup of that information in the SSP via the associated Credential-ID if the credentials used for authentication did not contain information about the specific AE-ID-Stem.

	{valid AE-ID-Stem starting with ”C”}
	No
	Cxx
	When the nm parameter is present in an <AE> CREATE request originating from an entity that is not an authenticated SAE end point (=unauthenticated case), and where the nm parameter contains a valid AE-ID-Stem starting with “C”, the Registrar CSE shall determine whether usage of the provided Cxx type AE-ID-Stem for registration requests originating from a not authenticated entity is allowed. This process may require a lookup of that information in an SSP for not authenticated entities.

	{valid AE-ID-Stem starting with ”S”}
	Yes
	Cxx
	When the nm parameter is present in an <AE> CREATE request originating from an entity that is an authenticated SAE end point (=authenticated case), and where the nm parameter contains a valid AE-ID-Stem starting with “S”, the Registrar CSE shall determine whether usage of the provided Sxx type AE-ID-Stem for registration requests originating from the authenticated SAE end point is allowed. This process may require a lookup of that information in the SSP via the associated Credential-ID if the credentials used for authentication did not contain information about the specific AE-ID-Stem.

	{valid AE-ID-Stem starting with ”S”}
	No
	Sxx
	When the nm parameter is present in an <AE> CREATE request originating from an entity that is not an authenticated SAE end point (=unauthenticated case), and where the nm parameter contains a valid AE-ID-Stem starting with “S”, the Registrar CSE shall determine whether usage of the provided Sxx type AE-ID-Stem for registration requests originating from a not authenticated entity is allowed. This process may require a lookup of that information in an SSP for not authenticated entities.
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