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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
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Introduction
In change 1: 
· There has been a decision made in SEC WG before that <group> is not used for a place holders like AE/CSE in access control rules, which is stored in an <accessControlPolicy> resource. It’s also not reflected to the definition of <accessControlPolicy> in the ARC TS. Therefore the second paragraph in clause 9.6.13 needs to be deleted.
In change 2:
· most of the change requests are correction of terminologies, old attribute names, etc.

----------------------- Start of change 1 -----------------------
9.6.13
Resource Type group
The <group> resource represents a group of resources of the same or mixed types. The <group> resource can be used to do bulk manipulations on the resources represented by the membersList attribute. The <group> resource contains an attribute that represents the members of the group and a virtual resource (the <fanOutPoint>) that allows operations to be applied to the resources represented by those members.



[image: image1.emf]<group>

0..1

creator

1

memberType

1

currentNrOfMembers

1

membersList

0..1 (L)

membersAccesscontrolPolicyIDs

1

memberTypeValidated

0..1

consistencyStrategy

0..1

groupName

<fanOutPoint>

1

<subscription>

0..n

1

maxNrOfMembers


Figure 9.6.13-1: Structure of <group> resource

----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
10.2.7
Group Management Procedures

10.2.7.1
Introduction

This clause describes different procedures for managing membership verification, creation, retrieval, update and deletion of the information associated with a <group> resource as well as the bulk management of all group member resources by invoking the corresponding operations upon the virtual resource <fanOutPoint> of a <group> resource.

10.2.7.2
Create <group>
This procedure shall be used for creating a <group> resource.

Table 10.2.7.2-1: <group> CREATE
	<group> CREATE 

	Associated Reference Point
	Mcc, Mca and Mcc’


	Information in Request message


	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <CSEBase> where the <group> resource is intended to be Created.

cn: The representation of the <group> resource for which the attributes are described in clause 9.6.13.

	Processing at Originator before sending Request
	The Originator shall request to Create a <group> resource by using the CREATE operation. The request shall address <CSEBase>, <remoteCSE> or <AE> resource of a Hosting CSE. The Request shall also provide membersList and may provide expirationTime attributes. 
The Originator may be an AE or a CSE.

	Processing at Receiver
	For the CREATE procedure, the Receiver shall:

· Check if the Originator has CREATE permissions on the target resource.

· Check the validity of the provided attributes.

· Validate that there are no duplicated members present in the memberList attribute.
· Validate that the resource type of every member conforms to the memberType attribute of the <group> resource, if the memberType attribute of the <group> resource is not 'mixed'. Set the memberTypeValidated attribute to TRUE upon successful validation.

· Upon successful validation of the provided attributes, create a new <group> resource including the <fanOutPoint> child-resource in the Hosting CSE.

· Conditionally, in the case that the group resource contains temporarily unreachable Hosting CSE of sub-group resources as member resource, set the memberTypeValidated attribute of the <group> resource to FALSE.

· Respond to the Originator with the appropriate generic Response with the representation of the <group> resource if the memberTypeValidated attribute is FALSE, and the URI of the created <group> resource if the CREATE was successful.
· As soon as any Hosting CSE that hosts the unreachable resource becomes reachable, the memberType validation procedure shall be performed. If the memberType validation fails, the Hosting CSE shall deal with the <group> resource according to the policy defined by the consistencyStrategy attribute of the <group> resource provided in the request. or by default if the attribute is not provided.

	Information in Response message
	The representation of the <group> resource if the memberTypeValidated attribute is FALSE

	Processing at Originator after receiving Response
	None

	Exceptions
	No change from the basic procedure (clause 10.1.1)


10.2.7.3
Retrieve <group>
This procedure shall be used for retrieving <group> resource.

Table 10.2.7.3-1: <group> RETRIEVE
	<group> RETRIEVE 

	Associated Reference Point
	Mca, Mcc and Mcc’

	Information in Request message 
	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <group> resource

	Processing at Originator before sending Request
	The Originator shall request to obtain <group> resource information by using the RETRIEVE operation. The request shall address the specific <group> resource of a Hosting CSE. The Originator may be an AE or a CSE.

	Processing at Receiver
	No change from the basic procedure (clause 10.1.2)

	Information in Response message
	No change from the basic procedure (clause 10.1.2)

	Processing at Originator after receiving Response
	None

	Exceptions
	No change from the basic procedure (clause 10.1.2)


10.2.7.4
Update <group>
This procedure shall be used for updating an existing <group> resource.

Table 10.2.7.4-1: <group> UPDATE
	<group> UPDATE 

	Associated Reference Point
	Mca, Mcc and Mcc’

	Information in Request message
	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <group> resource

	Processing at Originator before sending Request
	The Originator shall request to update attributes of an existing <group> resource by using an UPDATE operation. The Request shall address the specific <group> resource of a CSE. The Originator may be an AE or a CSE.

	Processing at Receiver
	The UPDATE procedure shall be:

· Check if the Originator has UPDATE permissions on the <group> resource.

· Check the validity of provided attributes.

· Validate that there are no duplicated members present in the memberList attribute.
· Validate that the resource type of every member conforms to the memberType attribute of the <group> resource, if the memberType attribute of the <group> resource is not 'mixed'. Set the memberTypeValidated attribute to TRUE upon successful validation.

· Upon successful validation of the provided attributes, update the <group> resource on the Hosting CSE.

· Conditionally, in the case that the <group> resource contains temporarily unreachable Hosting CSE of sub-group resources as members resource set the memberTypeValidated attribute of the <group> resource to FALSE.

· Respond to the Originator with the appropriate generic response with the representation of the <group> resource if the memberTypeValidated attribute is FALSE, and the URI of the created <group> resource if the UPDATE is successful.

· As soon as any Hosting CSE that hosts unreachable resource becomes reachable, the memberType validation procedure shall be performed. If the memberType validation fails, the Hosting CSE shall deal with the <group> resource according to the policy defined by the consistencyStrategy attribute of the <group> resource provided in the request, or by default if the attribute is not provided.

	Information in Response message
	The representation of the <group> resource if the memberTypeValidated attribute is FALSE

	Processing at Originator after receiving Response
	None

	Exceptions
	No change from the basic procedure (clause 10.1.3)


10.2.7.5
Delete <group>
This procedure shall be used for deleting an existing <group> resource.

Table 10.2.7.5-1: <group> DELETE
	<group> DELETE 

	Associated Reference Point
	Mca, Mcc and Mcc’

	Information in Request message
	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <group> resource

	Processing at Originator before sending Request
	The Originator shall request to delete an existing <group> resource by using the DELETE operation. The request shall address the specific <group> resource of a Hosting CSE. The Originator may be an AE or a CSE.

	Processing at Receiver
	· No change from the basic procedure ((clause 10.1.4))

	Information in Response message
	No change from the basic procedure (clause 10.1.4)

	Processing at Originator after receiving Response
	None

	Exceptions
	No change from the basic procedure (clause 10.1.4)


10.2.7.6
Create <fanOutPoint>
This procedure shall be used for creating the content of all members resources belonging to an existing <group> resource.


[image: image2.emf]   

007:   response  

   

001:   access resource  

   

Local   CSE/Hosting CSE  

   

Member Hosting  CSE s    

   

   

   

Originator      

002:   Local processing   ( CSE   checks   access   right   of   group   resource.   A   a A nd append s   a group   request identifier if sub - group is contained.   If   permitted ,  the   CSE   access   the   group   resource   and   fan   out   the   requests   to   the   member   resources  of   th e   group)  

For each member resource  

003:   access  resource  

004:   Local Processing   ( Member  resource compares the  group  request identifier with the  locally stored identifiers to  determine the following  operations.  Member resource  checks access right    If permitted, the  member  resource is accessed by the  originator   and respond s   with a   success, otherwise shall  respond with an error)  

005:   response  

006:   CSE   converged   the   responses   and   respond   to   issuer  

AE   or  CSE  

Mca   /   Mcc  

Mcc  

Group Hosting   CSE  

member   resources  



Figure 10.2.7.6-1: Group content management procedures
The procedures illustrated in figure 10.2.7.6-1 apply to clauses 10.2.7.6 to 10.2.7.9.
Table 10.2.7.6-1: <fanOutPoint> CREATE
	<fanOutPoint> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc’

	Information in Request message
	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <fanOutPoint> virtual resource

cn: The representation of the resource the Originator intends to create

gid: The group request identifier

	Processing at Originator before sending Request
	The Originator shall request to create the resources that have the same content in all members resources belonging to an existing <group> resource by using a CREATE operation. The Request may address the virtual child resource <fanOutPoint> of the specific <group> resource of a group Hosting CSE. The request may also address the URI that results from appending a relative URI to the <fanOutPoint> URI 
in order to create the resources that have the same content under the corresponding child resources represented by the relative URI with respect to all members resources. 
The Originator may be an AE or CSE.

	Processing at Group Hosting CSE
	For the CREATE procedure, the Group Hosting CSE shall:

· Check if the Originator has CREATE permission in the <accessControlPolicy> resource referenced by the membersAccessControlPolicyIDs in the <group> resource. In the case membersAccessControlPolicyIDs is not provided the access control policy defined for the <group> resource shall be used.

· Upon successful validation, obtain the URIs of all members resources from the attribute membersList of the addressed <group> resource.

· Generate fan out requests addressing the obtained URIs (appended with the relative URI if any) to the member hosting CSEs as indicated in Figure 10.2.2.6-1.The fr parameter in the request is set to ID of the Originator from the request from the original Originator.
· In the case that a member resource is a <group> resource and the request to be fanned out does not contain a group request identifier already
, generate a unique group request identifier, include the group request identifier in all the requests to be fanned out and locally store the group request identifier.

· If the group Hosting CSE determines that multiple members resources belong to one CSE according to the URIs of the members resources, it may converge the requests accordingly before sending out. This may be accomplished by the group Hosting CSE creating a <group> resource on the members Hosting CSE to collect all the members on that members Hosting CSE.

· After receiving the responses from the members hosting CSEs, respond to the Originator with the aggregated results and the associated members list 


	Processing at Member Hosting CSE
	For the CREATE procedure, the Member Hosting CSE shall:

·  

· Check if the request has a group request identifier. Check if the group request identifier is contained in the requested identifiers stored locally. If match is found, ignore the current request and respond an error. If no match is found, locally store the group request identifier.

· Check if the original Originator has the CREATE permission on the addressed resource. Upon successful validation, perform the create procedures for the corresponding type of addressed resource as described in other sub-clauses of clause 10.2.

· Send the corresponding response to the Group Hosting CSE.

	Information in Response message
	Converged responses from members hosting CSEs

	Processing at Originator after receiving Response
	None

	Exceptions
	· Same request with identical group request identifier received

· Originator does not have the CREATE permission to access the <fanOutPoint> resource


10.2.7.7
Retrieve <fanOutPoint>
This procedure shall be used for retrieving the content of all member resources belonging to an existing <group> resource.

Table 10.2.7.7-1: <fanOutPoint> RETRIEVE
	<fanOutPoint> RETRIEVE 

	Associated Reference Point
	Mca, Mcc and Mcc’

	Information in Request message
	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <fanOutPoint> virtual resource

cn: The representation of the resource the Originator intends to create

gid: The group request identifier

	Processing at Originator before sending Request
	The Originator shall request to obtain the resource or specific attributes of all member resources belonging to an existing <group> resource by using a RETRIEVE operation. The request may address the virtual child resource <fanOutPoint> of the specific <group> resource of a group Hosting CSE. The request may also address the URI that results from appending a relative URI to the <fanOutPoint> URI in order to retrieve the corresponding attributes or child resources represented by the relative URI with respect to all members resources. The Originator may be an AE or CSE.

	Processing at Group Hosting CSE
	For the RETRIEVE procedure, the Group Hosting CSE shall:

· Check if the Originator has RETRIEVE permission in the <accessControlPolicy> resource referenced by the membersAccessControlPolicyIDs in the addressed <group> resource. In the case membersAccessControlPolicyIDs is not provided, the access control policy defined for the group resource shall be used.

· Upon successful validation, obtain the URIs of all members resources from the membersList attribute of the addressed <group> resource.

· Generate fan out requests addressing the obtained URIs (appended with the relative URI if any) to the members hosting CSEs as indicated in Figure 10.2.2.6-1.The fr parameter in the request is set to ID of the Originator from the request from the original Originator.
· In the case that a member resource is a <group> resource, generate a unique group request identifier and the request to be fanned out does not contain a group request identifier already, include the group request identifier in all the requests to be fanned out and locally store the group request identifier.

· If the group hosting CSE determines that multiple members resources belong to one CSE according to the URIs of the members resources, it may converge the requests accordingly before sending out. This may be accomplished by the group Hosting CSE creating a <group> resource on the members Hosting CSE to collect all the members on that members Hosting CSE.

· After receiving the responses from the members hosting CSEs, respond to the Originator with the aggregated results and the associated members list.

	Processing at Member Hosting CSE
	For the RETRIEVE procedure, the Member Hosting CSE shall:

· 
· Check if the request has a group request identifier. Check if the group request identifier is contained in the requested identifier stored locally. If match is found, ignore the current request and respond an error. If no match is found, locally store the request identifier.

· Check if the original Originator has the RETRIEVE permission on the addressed resource. Upon successful validation, perform the retrieve procedures for the corresponding type of addressed resource as described in other sub-clauses of clause 10.2.

· Send the corresponding response to the group Hosting CSE.

	Information in Response message
	Converged responses from members hosting CSEs

	Processing at Originator after receiving Response
	None

	Exceptions
	· Same request with identical group request identifier received

· Originator does not have the RETRIEVE permission to access the <fanOutPoint> resource


10.2.7.8
Update <fanOutPoint>
This procedure shall be used for updating the content of all member resources belonging to an existing <group> resource.

Table 10.2.7.8-1: <fanOutPoint> UPDATE
	<fanOutPoint> UPDATE 

	Associated Reference Point
	Mca, Mcc and Mcc’

	Information in Request message
	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <group> resource

cn: The representation of the resource the Originator intend to Update

gid: The group request identifier

	Processing at Originator before sending Request
	The Originator shall request to update the all member resources belonging to an existing <group> resource with the same data by using an UPDATE operation. The request may address the virtual child resource <fanOutPoint> of the specific <group> resource of a group Hosting CSE. The request may also address the URI that results from appending a relative URI to the <fanOutPoint> in order to update the corresponding child resources represented by the relative URI with respect to all <members> resources. The Originator may be an AE or CSE.

	Processing at Group Hosting CSE
	For the UPDATE procedure, the Group Hosting CSE shall:

· Check if the Originator has UPDATE permission in the <accessControlPolicy> resource referenced by the membersAccessControlPolicyIDs in the group resource. In the case members membersAccessControlPolicyIDs is not provided the access control policy defined for the group resource shall be used.

· Upon successful validation, obtain the URIs of all member resources from the attribute membersList of the addressed <group> resource.

· Generate fan out requests addressing the obtained URIs (appended with the relative URI if any) to the members hosting CSEs as indicated in figure 10.2.2.6-1.The fr parameter in the request is set to ID of the Originator from the request from the original Originator.
· In the case that a member resource is a <group> resource and the request to be fanned out does not contain a group request identifier already, generate a unique group request identifier, include it in all the requests to be fanned out and locally store the group request identifier.

· If the group Hosting CSE determines that multiple members resources belong to one CSE according to the URIs of the member resources, it may converge the requests accordingly before sending out. This may be accomplished by the group Hosting CSE creating a <group> resource on the member Hosting CSE to collect all the members on that members Hosting CSE.

· After receiving the responses from the member hosting CSEs, respond to the Originator with the aggregated results and the associated members list.

	Processing at Member Hosting CSE
	For the UPDATE procedure, the Member Hosting CSE shall:

· 
· Check if the request has a group request identifier. Check if the request identifier is contained in the requested identifier stored locally. If match is found, ignore the current request and respond an error. If no match is found, locally store the request identifier.

· Check if the original Originator has the UPDATE permission on the addressed resource. Upon successful validation, perform the update procedures for the corresponding type of addressed resource as described in other sub-clauses of clause 10.2.
· Send the corresponding response to the group Hosting CSE.

	Information in Response message
	Converged responses from members hosting CSEs

	Processing at Originator after receiving Response
	None

	Exceptions
	· Same request with identical group request identifier received

· Originator does not have the UPDATE permissions to access the <fanOutPoint> resource


10.2.7.9
Delete <fanOutPoint>
This procedure shall be used for deleting the content of all members resources belonging to an existing <group> resource.

Table 10.2.7.9-1: <fanOutPoint> DELETE
	<fanOutPoint> DELETE 

	Associated Reference Point
	Mca, Mcc and Mcc’

	Information in Request message
	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <fanOutPoint> virtual resource

cn: The representation of the resource the Originator intends to create

gid: The group request identifier

	Processing at Originator before sending Request
	The Originator shall request to delete the all members resources belonging to an existing <group> resource by using a DELETE operation. The request may address the virtual child resource <fanOutPoint> of the specific <group> resource of a group Hosting CSE. The request may also address the URI that results from appending a relative URI to the <fanOutPoint> in order to delete the corresponding child resources represented by the relative URI with respect to all member resources. The Originator may be an AE or a CSE.

	Processing at Group Hosting CSE
	For the DELETE procedure, the <group> Hosting CSE shall:

· Check if the Originator has DELETE permission in the <accessControlPolicy> resource referenced by the membersAccessControlPoliciIDs in the <group> resource. In the case membersAccessControlPolicyIDs is not provided the access control policy defined for the group resource shall be used.

· Upon successful validation, obtain the URIs of all member resources from the attribute membersList of the addressed <group> resource.

· Generate fan out requests addressing the obtained URIs (appended with the relative URI if any) to the member hosting CSEs as indicated in figure 10.2.2.6-1. fr parameter in the request is set to ID of the Originator from the request from the original Originator.
· In the case that a member resource is a <group> resource and the requeset to be fanned out does not contain a group request identifier already, generate a unique group request identifier, include the group request identifier in all the requests to be fanned out and locally store the group request identifier.

· If the <group> Hosting CSE determines that multiple members resources belong to one CSE according to the URIs of the members resources, it may converge the requests accordingly before sending out. This may be accomplished by the group Hosting CSE creating a <group> resource on the member Hosting CSE to collect all the members on that member Hosting CSE.

· After receiving the responses from the members hosting CSEs, respond to the Originator with the aggregated results and the associated members list.

	Processing at Member Hosting CSE
	For the DELETE procedure, the Members Hosting CSE shall:

· 
· Check if the request has a group request identifier. Check if the group request identifier is contained in the requested identifier stored locally. If match is found, ignore the current request and respond an error. If no match is found, locally store the group request identifier.

· Check if the original Originator has the DELETE permission on the addressed resource. Upon successful validation, perform the delete procedures for the corresponding type of addressed resource as described in other sub-clauses of clause 10.2.
· Send the corresponding response to the Group Hosting CSE.

	Information in Response message
	Converged responses from members hosting CSEs

	Processing at Originator after receiving Response
	None

	Exceptions
	· Same request with identical group request identifier received

· Originator does not have the DELETE permissions to access the <fanOutPoint> resource


----------------------- End of change 2 -----------------------
CHECK LIST
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· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
�Decision made in ARC-2014-1532R01


�This is the description for memberType attribute, which is already written in table 9.6.13-2.


�Group Host then retrieve the member resources to check if they exist and also they conform to the memberType.Do we just call it validation or specifically need to describe this retrieve and check procedure?


�Do we loose anything if we remove this figure? Two options: 1. remove the figure 2. make a separate clause for this generic CRUD procedure for <fanOutPoint> and fix terms/description in it.





If we don’t loose a value, we can remove it. It’s already descrbied below.


�Accessing child resources of group members is available!!


�Cannot be done by “Create” operation


�remove


�if the Originator wants to create the same resources with the same name, it uses “nm” parameter. This is not needed.


�This needs to be included to avoid the situation that overriding gid in multiple group hierarchy case.


�we don’t have memberIDs attribute. Also this can be different from membersList, since the ones who have responded only be included in the aggregated response, not the all member lists in the group.


��same as the third bullet, and should be performed after gid duplication check in the second bullet.
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