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Introduction
----------------------------------first change---------------------------
7.1.12
Service Role identifier (SRole-ID)

In each M2M Service, one or multiple M2M Service Role(s) shall be defined by the M2M Service Provider. An M2M Service Role is defined as a set of privileges pertaining to resource types which are associated with M2M Services. See Annex G for examples of M2M Service Provider defined Service Roles.

The Service Role Identifier shall be used for service access authoriation. 

---end of First change---------------------------
----------------------------------Second change---------------------------
7.1.13
M2M Service Profile Identifier (M2M-Service-Profile-ID)

An M2M Service Profile Identifier defines M2M Service Roles and AEs applicable to M2M Nodes. Every M2M Service Profile is allocated an identifier so it can be retrieved for verification purposes.

The M2M-Service-Profile-ID enables the M2M Service Provider to bind AE(s) and M2M Service identifiers and/or M2M Service Roles identifiers to M2M nodes. 

An M2M-Service-Profile-ID shall be allocated to every M2M Node

The M2M Service Profile Identifier has the following characteristics:

· belongs to the M2M Service Provider;
· dentifies the M2M Service Roles and AEs applicable to an M2M node. The M2M Service Roles define the M2M Services authorized for the M2M Service Profile (see Annex G)
---end of Second change---------------------------
----------------------------------Third change---------------------------
10.1.1.2.2
Application Entity Registration procedure

The procedure for AE registration follows the procedure described in clause 10.1.1.1 with the following exception:

Originator: The Originator shall be the registering AE.
Receiver: The Receiver shall allow the creation of the <AE> resource according to the access control policy. The Receiver shall use, if present, the suggested name from the information parameter nm in the request. If the suggested name of the resource cannot be used (i.e. a resource with that name already exists) the Receiver shall reject the CREATE Request. If the request does not provide the optional nm, then the Receiver shall create the resource and assign a name to it. The Receiver shall derive the M2M-Service-Profile-ID and Node-ID provided from the security credentials of the AE (see clause 11.2.2). The receiver shall fetch the service subscription profile from <m2mServiceSubscriptionProfile> resource.  The receiver shall use the serviceRoles attribute for authorizing any subsequent operation initiated by the AE-ID allocated to the AE
Step 001: The Originator shall send the following information in the CREATE Request message:

fr:
AE-ID or empty.
Step 002: for the <AE> resource the Receiver cannot perform the action described in the first step of clause 10.1.1.1.

All the other parameters of the request and the steps that follow do not deviate from clause 10.1.1.1.

---end of Third change---------------------------
----------------------------------Fourth change---------------------------
Table 9.6.19-2: Attributes of <m2mServiceSubscriptionProfile> resource

	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1 where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute

	creationTime
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	Labels
	0..1 (L)
	RW
	See clause 9.6.1 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	serviceRoles
	0..1 (L)
	RW
	This attribute contains a list of Service Role IDs (SRole-ID) that are subscribed to in this service subscription. If the multiplicity of this attribute is 0, the role does not apply.


---end of Fourth change---------------------------
----------------------------------Fifth change---------------------------
Table G-1: M2M Services

	M2M Service (name)
	M2M-Serv-ID
	Service Roles (SRole-ID)

	Application and service management
	01
	001-Software management

	Device management
	02
	002-Device Configuration 

003-Device Diagnostics and Monitoring 

004-Device Firmware Management 

005-Device Topology 

	Location
	03
	006-Location

	Data exchange
	04
	007-Basic data

	Device onboarding
	05
	008-onboarding 

	Security
	06
	009-Security Administration


Use of M2M Service Subscription across M2M Service Provider domains is subject to M2M Service Providers agreement.

The following table provides an example of mapping of Service Roles to resource types and operations. Such a table is to be configured by the SP to allow for the validation of requests according to the service subscription.

Table G-2: Mapping of Service Roles to Resource Types/Allowed Operations

	Service Role (SRole-ID)
	Resource Type/Allowed Operations

	001:  Software management 


	· mgmtObj / CRUD
· mgmtCmd / CRUD
· software / CRUD

	002:  Device Configuration 


	· mgmtObj / CRUD 

· mgmtCmd / CRUD

· deviceInfo / CRUD

	003:  Device Diagnostics and Monitoring 

 
	· mgmtObj / CRUD 

· mgmtCmd / CRUD

· deviceInfo / CRUD

· deviceCapability / CRUD

	004:  Device Firmware Management 


	· mgmtObj / CRUD

· mgmtCmd / CRUD

· firmware / CRUD

	005:  Device Topology 

	· mgmtObj / CRUD 

· mgmtCmd / CRUD

· areaNwkInfo / CRUD

· areaNwkDeviceInfo / CRUD

	006:  Location 
	· locationPolicy / CRUD

· container / CRUD

· subscription / CRUD

	007:  Basic data 
	· container / CRUD

· subscription / CRUD

	008:  onboarding
	· m2mServiceSubscriptionProfile / CRUD

· serviceSubscribedNode / CRUD

	009:  Security Administration
	· accessControlPolicy / CRUD


---end of Fifth change---------------------------
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