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-----------------------Start of Change 1-------------------------------------------
10.2.8.1
Introduction

This clause describes the management procedures over Mca and Mcc reference points. If external management technologies are used for management, different operations addressing a <mgmtObj> resource (or its attributes or child resources) shall be translated into existing management commands and procedures performed on the mapped external management object on the managed entity. In this case, the <mgmtObj> resources are hosted on the IN-CSE. Although management requests by the AE are agnostic to the technology specific protocol, the <mgmtObj> resource exposes information about the technology specific protocol. AEs have the capability to retrieve this information within the objectID attribute of the <mgmtObj> resource.
In the scenario where the <mgmtObj> resource does not utilize a technology specific protocol but instead uses the M2M Service Layer to perform the management request, the <mgmtObj> resource is hosted on the CSE of the managed entity when the managed entity is an ASN, MN or IN. If the managed entity is an ADN node or the managed entity is co-located on a ASN, MN or IN, the managed entity is hosted on the registrar CSE of the managed entity.The <mgmtObj> resource and its parent <node> resource hosted on node’s CSE may be announced to associated IN-CSEs.
In the scenario where the managed entity is an NoDN, the managed entities' <mgmObj> resources are hosted by the CSE of the node to which the managed entity is attached.

-----------------------End of Change 1-------------------------------------------

-----------------------Start of Change 2-------------------------------------------
Table 9.6.4-1: Child resources of <remoteCSE> resource

	Child Resources of <remoteCSE>
	Child Resource Type
	Multiplicity
	Description
	<remoteCSEAnnc> Child Resource Types

	[variable]
	<AE>
	0..n
	See clause 9.6.5
	AE 

<AEAnnc>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<pollingChannel>
	0..n
	See clause 9.6.21.  If requestReachability is FALSE, the CSE that created this <remoteCSE> resource should create a <pollingChannel> resource and perform long polling.
	<pollingChannel>

	[variable]
	<schedule>
	0..1
	This resource defines the reachability schedule information of the node. See clause 9.6.9 for <schedule>.
	<scheduleAnnc>

	
	
	
	
	<nodeAnnc>


-----------------------End of Change 2--------------------------------------------
-----------------------Start of Change 3-------------------------------------------
10.2.8.2
Create <mgmtObj>
This procedure shall be used to create a specific <mgmtObj> resource in the Hosting CSE to expose the corresponding management function of a managed entity (i.e. M2M Device/Gateway) over the Mca reference point. Depending on the data model being used, the created <mgmtObj> resource may be a partial or complete mapping from the external management object on the managed entity. If such an external management object is missing from the managed entity, it shall be added to the managed entity. Further operations performed on the created <mgmtObj> resource shall be converted by the Hosting CSE into a corresponding device management action performed on the mapped external management object on the managed entity using external management technologies (e.g. OMA‑DM [i.5] or BBF TR-069 [i.4]). The procedure in the following table shall be used when management is performed using external management technologies. If the management is performed by service layer entities, the procedure is the same as generic create procedure defined in 10.1.1.
Table 10.2.8.2-1: <mgmtObj> CREATE
	<mgmtObj> CREATE 

	Associated Reference Point
	Mcc and Mca

	Information in Request message

	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <node> where the <mgmtObj> resource is intended to be Created

cn: The representation of the <mgmtObj> resource for which the attributes are described in clause 9.6.15

	Processing at Originator before sending Request
	The Originator shall be an IN-AE, or a CSE which the managed entity is associated with:

· The Originator is a CSE: In this case, the CSE first collects the original external management object (the management tree structure or also the value of the tree nodes if needed) of the local device and transforms the data into the <mgmtObj> resource representation, then requests the Hosting CSE to create the corresponding <mgmtObj> resource.

· The Originator is an AE: In this case, the AE requests the Hosting CSE to add the corresponding external management object to the managed entity by creating an <mgmtObj> resource in the Hosting CSE.

NOTE 1:
The IN-CSE may create the <mgmtObj> resource locally by itself. The details are out of scope. In this case, the Hosting CSE first collects the original external management object on the managed entity via external management technology (e.g. OMA DM [i.5], BBF TR-069 [i.4] or LWM2M [i.6]), then transforms the object into the <mgmtObj> resource representation and create the <mgmtObj> resource locally in the IN-CSE.

NOTE 2:
The <mgmtObj> resource may be created in the Hosting CSE by other offline provisioning means which are out of scope.

	Processing at Receiver
	For the CREATE operation, besides the common create operation defined in10.1.1 the Receiver shall:

· 
· 
· If the Originator is an AE: Check if there is existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. Send the management request to the managed entity or to the management server to add the corresponding external management object to the managed entity based on external management technology.

· Maintain the mapping relationship between the created <mgmtObj> resource and the external management object on the managed entity.

· Respond to the Originator with the appropriate responses based on the response from the external  management technologies. It shall also provide in the response the URI of the created new resource.

	Information in Response message
	Error code if the new external management object is not created

	Processing at Originator after receiving Response
	None

	Exceptions
	The creation of the external management object is not allowed
The created external management object already exists
Corresponding external management object cannot be added to the managed entity for some reason (e.g. not reachable, memory shortage)


10.2.8.3
Retrieve <mgmtObj>
This procedure shall be used to retrieve information from an existing <mgmtObj> resource. The procedure in the following table shall be used when management is performed using external management technologies. If the management is performed by service layer entities, the procedure is the same as generic retrieve procedure defined in 10.1.2.
Table 10.2.8.3-1: <mgmtObj> RETRIEVE
	<mgmtObj> RETRIEVE 

	Associated Reference Point
	Mcc and Mca


	Information in Request message
	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <mgmtObj> resource

	Processing at Originator before sending Request
	The Originator shall be an AE, or a CSE which the managed entity is associated with.

	Processing at Receiver
	For the RETRIEVE operation, besides the common create operation defined in10.1.2, the Receiver shall:

· 
· 
· 
· If the Originator is an AE and if the requested information of the <mgmtObj> resource is not available, identify the corresponding external management object on the managed entity according to the mapping relationship that the IN-CSE maintains. Check if there is an existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. Send the management request to get the corresponding external management object from the managed entity based on the external management technology, then return the result to the Originator based on the response from the external management technology.

	Information in Response message
	Error code if the new external management object can not be retrieved.

	Processing at Originator after receiving Response
	None

	Exceptions
	Corresponding external management object data cannot be retrieved from the managed entity (e.g. external management object not found).


10.2.8.4
Update <mgmtObj>
This procedure shall be used to update information of an existing <mgmtObj> resource. The procedure in the following table shall be used when management is performed using external management technologies. If the management is performed by service layer entities, the procedure is the same as generic update procedure defined in 10.1.3.
Table 10.2.8.4-1: <mgmtObj> UPDATE
	<mgmtObj> UPDATE

	Associated Reference Point
	Mcc and Mca


	Information in Request message
	fr: Identifier of the AE or the CSE that initiates the Request

to: The URI of the <mgmtObj> resource

cn: The representation of the <mgmtObj> resource for which the attributes are described in clause 9.6.15

	Processing at Originator before sending Request
	The Originator shall be an IN-AE, or a CSE which the managed entity is associated with

	Processing at Receiver
	For the UPDATE operation, besides the common create operation defined in10.1.3, the Receiver shall:

· 
· 
· If the Originator is an IN-AE, identify the corresponding external management object on the managed entity according to the mapping relationship it maintains. Check if there is an existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. Send the management request to update the corresponding external management object in the managed entity accordingly based on external management technology.

· Respond to the Originator with the appropriate response based on the response from the external management technology.

	Information in Response message
	Error code if the external management object can not be updated

	Processing at Originator after receiving Response
	None

	Exceptions
	Corresponding external management object cannot be updated to managed entity (e.g. not reachable, external management object not found)


10.2.8.5
Delete <mgmtObj>
This procedure shall be used to delete an existing <mgmtObj> resource. An IN-AE uses this procedure to remove the corresponding external management object (e.g. an obsolete software package) from the managed entity. The procedure in the following table shall be used when management is performed using external management technologies. If the management is performed by service layer entities, the procedure is the same as generic delete procedure defined in 10.1.4.
Table 10.2.8.5-1: <mgmtObj> DELETE
	<mgmtObj> DELETE

	Associated Reference Point
	Mcc and Mca


	Information in Request message
	fr: Identifier of the IN-AE, or the CSE that initiates the Request

to: The URI of the <mgmtObj> resource.

	Processing at Originator before sending Request
	The Originator shall be an IN-AE or CSE which the managed entity is associated with.

· The Originator is a CSE: In this case, the CSE issues the request to the Hosting CSE to hide the corresponding management function from being exposed by the <mgmtObj> resource.

· The Originator is an IN-AE: In this case, the IN-AE requests the Hosting CSE to delete the <mgmtObj> resource from the Hosting CSE and to remove the corresponding external management object from the managed entity.

NOTE 1:
The Hosting IN-CSE can delete the <mgmtObj> resource locally by itself. This internal procedure is out of scope.

NOTE 2:
The <mgmtObj> resource can be deleted in the Hosting CSE by offline provisioning means which are out of scope.

	Processing at Receiver
	For the DELETE operation, besides the common create operation defined in10.1.4, the Receiver shall:

· If the Originator is an IN-AE, identify the corresponding external management object on the managed entity according to the mapping relationship IN-CSEmaintains. Check if there is an existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. The IN-CSE sends management request to remove the corresponding external management object from the managed entity based on external management technology.

· Respond to the Originator with the appropriate generic responses based on the response from the external management technology.

	Information in Response message
	Error code if the external management object can not be deleted.

	Processing at Originator after receiving Response
	None

	Exceptions
	Corresponding external management object cannot be deleted from managed entity (e.g. not reachable, external management object not found).


-----------------------End of Change 3--------------------------------------------
-----------------------Start of Change 4-------------------------------------------
10.2.14.1
Create <node>
This procedure shall be used for creating a <node> resource.
NOTE:     The creation of the <node> resource is on discretion of the Originator. In general the resource is created when the Originator is not always reachable and therefore it is convenient that the entity that the Originator is registered to is aware of the characteristic of the node.
Table 10.2.14.1-1: <node> CREATE
	<node> CREATE

	Associated Reference Point
	Mca, Mcc and Mcc’


	Information in Request message
	All parameters defined in Table 8.1.2.1-1 apply with the specific details for:

cn: The representation of the <node> resource described in clause 9.6.18.
The following attributes from clause 9.6.18 are mandatory for the request:

· resourceType which shall be set to the appropriate tag that identify the <node> resource as defined in clause 9.6.1.3.

NOTE: if the Originator is a CSE, it could take the information that is stored in the <node> resource under its own <CSEBase> resource and provide the information in the cn.

	Processing at Originator before sending Request
	According to clause 10.1.1.1 


	Processing at Receiver
	According to clause 10.1.1.1


	Information in Response message
	All parameters defined in Table 8.1.2.1-1 apply with the specific details for:

cn: URI of the created <node> resource, according to clause 10.1.1.1


	Processing at Originator after receiving Response
	According to clause 10.1.1.1. 

	Exceptions
	According to clause 10.1.1.1


-----------------------End of Change 4--------------------------------------------
-----------------------Start of Change 5-------------------------------------------
9.6.18
Resource Type node

The <node> resource represents specific information that provides properties of an M2M Node that can be utilized by other oneM2M operations. The <node> resource has specialization of the <mgmtObj> as its child resources.  These  resources represent the Node's context information (e.g. memory and battery), network topology, device information, device capability etc. The specialized <mgmtObj> resources are  used to perform management of the Node. 

This node specific information stored in these resources such as [memory] and [battery] can be obtained either by the existing device management technologies (OMA DM [i.5], BBF TR-069 [i.4]) or any other way (e.g. JNI [i.21]). 

For the case when the <node> resource belongs to an ADN, please see the description of nodeLink attribute in the <AE> resource (clause 9.6.5).
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Figure 9.6.18-1: Structure of <node> resource

The <node> resource shall contain the child resources specified in table 9.6.18-1.

Table 9.6.18-1: Child resources of <node> resource

	Child Resources of <node>
	Child Resource Type
	Multiplicity
	Description
	<nodeAnnc> Child Resource Type

	[variable]
	<mgmtObj> as defined in the specialization [memory]
	0..1
	This resource provides the memory (typically RAM) information of the node. (E.g. the amount of total volatile memory), See clause D.4.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [battery]
	0..n
	The resource provides the power information of the node. (E.g. remaining battery charge). See clause D.7.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [areaNwkInfo]
	0..n
	This resource describes the list of Nodes attached behind the MN node and its physical or underlying relation among the nodes in the M2M Area Network. This attribute is defined in case the Node is MN. See clause D.5.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [areaNwkDeviceInfo]
	0..n
	This resource describes the information about the Node in the M2M Area Network. See clause D.6.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [firmware]
	0..n
	This resource describes the information about the firmware of the Node include name, version etc, See clause D.2.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [software]
	0..n
	This resource describes the information about the software of the Node. See clause D.3.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [deviceInfo]
	0..n
	The resource contains information about the identity, manufacturer and model number of the device. See clause D.8.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [deviceCapability]
	0..n
	The resource contains information about the capability supported by the Node. See clause D.9.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [reboot]
	0..1
	The resource is the place to reboot or reset the Node. See clause D.10. 
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [eventLog]
	0..1
	The resource contains the information about the log of events of the Node. See clause D.11.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [cmdhPolicy]
	0..n
	The resource(s) contain(s) information about CMDH policies that are applicable to the CMDH processing on the CSE hosted on the node represented by this <node> resource and identified by the hostedCSEID attribute of this <node> resource. See clause D.12.
	<mgmtObjAnnc>

	[variable]
	<mgmtObj> as defined in the specialization [activeCmdhPolicy]
	0..1
	This resource defines which of the present [cmdhPolicy] resource(s) shall be active for the CMDH processing on the CSE hosted on the node represented by this <node> resource and identified by the hostedCSEID attribute of this <node> resource. See clause D.12.
	<mgmtObjAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>


The <node> resource shall contain the attributes specified in table 9.6.18-2.

Table 9.6.18-2: Attributes of <node> resource

	Attributes of 
<node>
	Multiplicity
	RW/

RO/

WO
	Description
	<nodeAnnc> attributes

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	resourceID
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.
	MA

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	labels
	0..1
	RW
	See clause 9.6.1.3 where this common attribute is described.
	MA

	announceTo
	0..1
	RW
	See clause 9.6.1.3 where this common attribute is described.
	NA

	announcedAttribute
	0..1
	RW
	See clause 9.6.1.3 where this common attribute is described.
	NA

	nodeID
	1
	RW
	The M2M-Node-ID of the node which is represented by this <node> resource.
	MA

	hostedCSEID
	0..1
	RW
	The resource ID of a resource where all of the following applies:

The resource is a <CSEBase> resource or a <remoteCSE> resource

The resource is hosted on the same CSE as the present <node> resource

The resource represents the CSE which resides on the specific node that is represented by the current <node> resource.
	OA


-----------------------End of Change 5--------------------------------------------
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