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Introduction (from ARC 2014 1621 - Qualcomm)

· <m2mServiceSubcriptionProfile>

· <serviceSubscribedNode> [0..n] 
· serviceRoles [0..1] (L)
· NEW <serviceSubscribedAppRule> [0..n]
// Multiplicity = 0 => no applications are allowed at all
// Multiplicity > 0 => applications defined in each rule are 
· NEW <serviceSubscribedAppRule> child resource:

· applicableCredID [1] (L)
// List of credential IDs for which this rule is applicable, i.e. for registration requests coming into a CSE via an SAE end point that was authenticated using credentials that match with any of these credential-IDs, the current rule applies. This can contain ‘*’ for any credential ID or ‘None’ for not authenticated case. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any Credential ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of Credential-IDs.
· applicableCSE[1] (L) 
// List of CSE-ID(s) for which this rule is applicable, i.e. CSE-IDs of Registrar CSEs for which this rule shall be applicable in registration attempts. This can contain ‘*’ for any CSE. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any CSE-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of CSE-IDs.
· allowedAppID [1] (L)
// List of App-ID that shall be considered to be allowed for AE registration requests received via any of the combinations of CSE-ID and SEA end points associated with credentialID defined in the previous two attributes. This can contain ‘*’ for any App-ID. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any App-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of App-IDs.
· allowedAE [1] (L) 
// List of allowed AE-ID-Stems to be used for the registering AEs. This can contain zero or more specific AE-ID-Stem values and ‘S*’ for any Sxx-type AE-ID-Stem, ‘C*’ for any Cxx-type AE-ID-Stem, or ‘*’ for any AE-ID-Stem. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any CSE-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of AE-ID-Stems.

Examples of content in <serviceSubscribedAppRule> and what it would mean:

1)

Let’s assume some credential (no matter whether Cert or PSK) with the credential ID of ‘XXX123Y’ is associated with a specific AE that is an instance of an Application with App-ID ‘N11123’ and we always want to get this AE the same Sxx-type of AE-ID-Stem of ‘S9987’ but we only want to allow it to register from CSE ‘/123CSE’ or CSEs with an ID starting with ‘/2’ and ending with ‘CSE’. In that case a <serviceSubscribedAppRule> would contain the following

applicableCredID = [‘XXX123Y’], 
applicableCSE = [‘/123CSE’, ‘/2*CSE’],
allowedAppID = [‘N11123’],
allowedAE = [‘S9987’]

2)

Let’s assume some credential (no matter whether Cert or PSK) with the credential ID of ‘XXX555Y’ is associated with an Application with App-ID ‘N11199’. No matter which particular instance of this application is trying to register, we always want to get this AE an Sxx-type of AE-ID-Stem but we only want to allow it to register from CSEs with an ID starting with ‘/K2’ and ending with ‘CSE’. In that case a <serviceSubscribedAppRule> would contain the following

applicableCredID = [‘XXX555Y’], 
applicableCSE = [‘/K2*CSE’],
allowedAppID = [‘N11123’],
allowedAE = [‘S*’]

3)

Let’s assume some credential (no matter whether Cert or PSK) with the credential ID of ‘ZZ555Y’ is associated with a specific Node. On that Node we want to allow only two types of applications: One with App-ID ‘N11119’ and one with App-ID ‘N77779’. No matter which particular instance of this application is trying to register, we always want to get the ones with App-ID ‘N11119’ an Sxx-type of AE-ID-Stem and the one with App-ID ‘N77779’ a Cxx-type AE-ID-Stem. However we only want to allow those AEs to register from CSEs with an ID starting with ‘/Z4’ and ending with ‘CSE’. In that case we would need two <serviceSubscribedAppRule> child resources which would contain the following

applicableCredID = [‘ZZ555Y’], 
applicableCSE = [‘/Z4*CSE’],
allowedAppID = [‘N11119’],
allowedAE = [‘S*’]

applicableCredID = [‘ZZ555Y’], 
applicableCSE = [‘/Z4*CSE’],
allowedAppID = [‘N77779’],
allowedAE = [‘C*’]

4)

Let’s assume we want to allow certain applications (defined by App-ID) to register from certain CSE ‘/Z4765CSE’ with no further authentication at all (not authenticate case, sufficient that it comes from that CSE). One of the applications should only be allowed to be instantiated once and use a specific Sxx-type of AE-ID-Stem, another one should be allowed to be instantiated twice with specific Sxx-type AE-ID-Stem and a third one should be allowed to be instantiated arbitrarily often with an Cxx-type of AE-ID stem. In that case we would need two <serviceSubscribedAppRule> child resources which would contain the following

applicableCredID = [‘None’], 
applicableCSE = [‘/Z4765CSE’],
allowedAppID = [‘N11111’],
allowedAE = [‘S999987’]

applicableCredID = [‘None’], 
applicableCSE = [‘/Z4765CSE’],
allowedAppID = [‘N11112’],
allowedAE = [‘S999986’, ‘S999986’]
applicableCredID = [‘None’], 
applicableCSE = [‘/Z4765CSE’],
allowedAppID = [‘N11113’],
allowedAE = [‘C*’]
-----------------------Start of change 1-------------------------------------------
9.6.19
Resource Type m2mServiceSubscriptionProfile
The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription. It is used to represent all data pertaining to the M2M Service Subscription, i.e. the technical part of the contract between an M2M Application Service Provider and an M2M Service Provider.




[image: image2.emf]<m2mService

SubscriptionProfile>

0..1(L)

serviceRoles

<subscription>

0..n

<serviceSubscribedNode>

0..n

<serviceSubscribedAppRule>

0..n


Figure 9.6.19-1: Structure of <m2mServiceSubscriptionProfile> resource
The <m2mServiceSubscriptionProfile> resource shall contain the child resources specified in table 9.6.19-1.

Table 9.6.19-1: Child resources of <m2mServiceSubscriptionProfile> resource
	Child Resources of <m2mServiceSubscriptionProfile>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<serviceSubscribedNode>
	0..n
	See clause 9.6.20

	[variable]
	<serviceSubscribedAppRule>
	0..n
	See clause 9.2.xx


The <m2mServiceSubscriptionProfile> resource shall contain the attributes specified in table 9.6.19-2.

Table 9.6.19-2: Attributes of <m2mServiceSubscriptionProfile> resource

	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute

	creationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	serviceRoles
	0..1 (L)
	RW
	This attribute contains a list of Service Role IDs (S-RoleIDs) that are subscribed to in this service subscription. If the multiplicity of this attribute is 0, the role does not apply.


9.6.20
Resource Type serviceSubscribedNode
The <serviceSubscribedNode> resource represents M2M Node information that is needed as part of the M2M Service Subscription resource. It shall contain information about the M2M Node as well as application identifiers of the Applications running on that Node.
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Figure 9.6.20-1: Structure of <serviceSubscribedNode> resource

The <serviceSubscribedNode> resource shall contain the child resource specified in table 9.6.20-1.
Table 9.6.20-1: Child resources of <serviceSubscribedNode> resource
	Child Resources of <serviceSubscribedNode>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <serviceSubscribedNode> resource shall contain the attributes specified in table 9.6.20-2.

Table 9.6.20-2: Attributes of <serviceSubscribedNode> resource
	Attributes of <serviceSubscribedNode>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	nodeID
	1
	WO
	M2M-Node-ID of the node that is represented by this instance.

	CSE-ID
	0..1
	WO
	CSE-ID pertaining to this node (for nodes that have a CSE). 

	deviceIdentifier
	0..1
	WO
	A list of device identifiers. A deviceIdentifier identifies a device using a Universally Unique IDentifier (UUID). The UUID specifies a valid, hex digit character string as defined in [RFC4122]. The format of the URN is 
urn:uuid:########-####-####-############

· OPS URN: Identify a device using the format <OUI> "-" <ProductClass> "-" <SerialNumber> as defined in Section 3.4.4 of TR-069 [i-4]. The format of the URN is urn:dev:ops:<OUI> "-" <ProductClass> "-" <SerialNumber>.

· OS URN: Identify a device using the format <OUI> "-"<SerialNumber> as defined in Section 3.4.4 of TR-069 [i.4]. The format of the URN is urn:dev:os:<OUI> "-"<SerialNumber>.

· IMEI URN: Identify a device using an International Mobile Equipment Identifiers of 3GPP-TS_23.003 [i.26]. The IMEI URN specifies a valid, 15 digit IMEI. The format of the URN is urn:imei:###############

· ESN URN: Identify a device using an Electronic Serial Number.  The ESN specifies a valid, 8 digit ESN. The format of the URN is urn:esn:########

· MEID URN: Identify a device using a Mobile Equipment Identifier. The MEID URN specifies a valid, 14 digit MEID. The format of the URN is urn:meid:##############


9.6.xx
Resource Type serviceSubscribedAppRule
The <serviceSubscribedAppRule> resource represents a rule applicable to an M2M Service Subscription Profile. Such a rule provides a binding between an AE credential (or a list of), a CSE (or a list of), an App-ID (or a list of), an allowed AE (or a list of). 
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Figure 9.6.xx-1: Structure of <serviceSubscribedAppRule> resource

The <serviceSubscribedAppRule> resource shall contain the child resource specified in table 9.6.xx-1.
Table 9.6.xx-1: Child resources of <serviceSubscribedNode> resource
	Child Resources of <serviceSubscribedNode>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <serviceSubscribedAppRule> resource shall contain the attributes specified in table 9.6.xx-2.

Table 9.6.xx-2: Attributes of <serviceSubscribedNode> resource
	Attributes of <serviceSubscribedNode>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	applicableCredID
	0..1 (L)
	RW
	A list of applicable AE Credential IDs pertaining to this rule.

	applicableCSE
	0..1 (L)
	RW
	A list of applicable CSE IDs pertaining to this rule.

	allowedApp-ID
	0..1 (L)
	RW
	· A list of applicable App-IDs pertaining to this rule.

	allowedAE
	0..1 (L)
	RW
	A list of applicable AE-IDs pertaining to this rule.


-----------------------End of change 1---------------------------------------------
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