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Introduction

This contribution suggests high-level message flows for the AE registration procedure. As already discussed in ARC-2014-1621, before an AE is attempting to register with its Registrar CSE, a few different situations need to be supported regarding WHAT has be authenticated before the AE initiates the registration:
· A specific AE was authenticated by the Registrar CSE as an SAE end point

· An Application-Software-Package was authenticated by the Registrar CSE as an SAE end point

· A node has been authenticated by the Registrar CSE as an SAE end point

· Nothing has been authenticated by the Registrar CSE

All of these flows are very similar and only differ in some details. Therefore a generic flow that is intended to cover all cases is suggested in this CR for TS-0001 v 1.2.0.

The proposed message flow assume that some information on allowed combination(s) of App-ID and [AE-ID-Stem Type or specific AE-ID(s)] can be either looked up in the Service Subscription Profile (SSP) via knowledge of Credential-ID associated with the registration attempt & the Registrar CSE-ID or could be derived from the used credentials directly. Note that the relevant parts of a SSP may already be pre-provisioned to a filed node CSE without using any standardized resource format, so that lookup of information in the SSP may not always require retrieval of that information from the IN-CSE.
-----------------------Start of change 1-------------------------------------------

10.1.1.2.2
Application Entity Registration procedure

The procedure for AE registration follows the message flow description depicted in Figure 10.1.1.2.2-1. It defines in which cases additional procedures need to be initiated by the Registrar CSE for creating or updating of <AEannc> resources hosted on the M2M SP’s IN-CSE in case an AE-ID-Stem starting with an ‘S’ character shall be used, see Table 7.2-1 for the definition of AE-ID-Stem.
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Figure 10.1.1.2.2-1: Procedure for Creating an <AE> Resource

Originator: The Originator shall be the Registree AE.
Receiver: The Receiver shall allow the creation of the <AE> resource according to the access control policy and information in the applicable subscription profile. The Receiver shall derive the applicable M2M-Service-Profile-ID from the CSE-ID of the Registrar CSE. 

Step 001, Optional: In case the Registree AE intends to use a Security Association to perform the registration, a Security Association Establishment procedure (see clause 11.2.2) shall get carried out first. In some cases (e.g. registration of AE internal to an MN or ASN), this may not be required depending on deployment choices of the M2M SP. Therefore, this step is optional. This optional Security Association can be established between the following entities:
· The Registree AE and the Registrar CSE – in which case the specific AE that is subsequently sending the request to get registered shall be authenticated.
· A security end point using security credentials associated with the Application Identifier (App-ID) and the Registrar CSE – in which case only the Application associated with the Application Identifier (App-ID) shall be authenticated. Note that in this case one or more AEs with the same App-ID may share the same Security Association.
· The Node on which the Registree AE is hosted and the Registrar CSE – in which case only the Node from which the registration request is received at the Registrar CSE shall be authenticated. Note that in this case one or more AEs hosted on the authenticated node may share the same Security Association. 
The identifier of the security credentials used for establishing the Security Association in this step shall be termed ‘Credential-ID’ for the remainder of this procedure description. If no Security Association has been performed the Credential-ID shall be assumed to have the value ‘None’.
Step 002: The Originator shall send the information defined in clause 10.1.1.1 for the registration CREATE procedure with the following specific information in the CREATE Request message:

fr:
AE-ID-Stem or empty. 

In case the Registree AE has already registered successfully before, then deregistered  and intends to register again with the same AE-ID-Stem value as before, the Registree AE shall include that AE-ID-Stem value into the fr parameter.

In case the Registree AE has not registered successfully before and intends to get an M2M-SP-assigned AE-ID-Stem starting with an ‘S’ character assigned to itself but it does not have any specific value to suggest, it shall set the fr parameter to the character ‘S’.

In case the Registree AE intends to initiate a fresh registration and has no preference for the AE-ID-Stem value, the fr parameter shall be empty.

Step 003: The Receiver shall determine whether the request to register the Registree AE meets any of the following conditions:

· In case the Security Association Establishment in Step 001 was performed using security credentials in form of a Certificate that included an App-ID and an AE-ID-Stem attribute, check if they match with the App-ID attribute in the cn parameter of the request and – if present – the AE-ID-Stem in the fr parameter of the request.
· Check if the applicable service subscription profile lists an allowed combination of (AE-ID-Stem value and App-ID value) for the Credential-ID and the Registrar CSE-ID, (see clause 11.2.2) that match with the App-ID attribute in the cn parameter of the request and – if present – the AE-ID-Stem in the fr parameter of the request. If the information needed to perform that checking is not available to the Registrar CSE locally, the Registrar CSE shall retrieve that information from the applicable service subscription profile contained in the <m2mServiceSubscriptionProfile> resource associated with the Registrar CSE from the IN-CSE.
If none of the conditions are met, the registration is not allowed and the Receiver shall respond with an error.
Step 004: If the fr parameter of the request provides an AE-ID-Stem value, the Registrar CSE shall check whether an <AE> resource with an Unstructured-CSE-relative–Resource-ID identical to the AE-ID-Stem value provided in the fr parameter of the request does already exist. If so, there is still an active registration using the same AE-ID-Stem on the Registrar CSE and the Registrar CSE shall respond with an error. If not, the Registrar CSE shall perform action (3) in Step 002 of clause 10.1.1.1.
The procedure continues with one for the following cases a) – d) depending on the listed conditions:
Case a) AE does not include an AE-ID-Stem (First time registration)  
Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an ‘S’ character but no specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is supposed to use an M2M-SP-assigned AE-ID and wants to perform the initial registration:
Step 005a: The Receiver shall send a CREATE request for an <AEannc> resource to the IN-CSE in order to create an <AEannc> resource on the IN-CSE that is associated with the Registree AE. The following information shall be sent with that CREATE request:

· In case no specific AE-ID-Stem value to be used for the Registree AE was determined during Step 003, the value ‘S’ shall be used in what follows for the AE-ID-Stem. Otherwise use the value determined in step 003.
· The SP-relative-AE-ID format of the AE-ID (see table 7.2-1) shall be constructed using that AE-ID-Stem. The fr parameter of the CREATE request for the <AEannc> resource shall be set to that SP-relative-AE-ID format of the AE-ID.
· The link attribute of the <AEannc> resource to be created shall be set to the SP-Relative-Resource-ID format of a – not yet existent – <AE> resource hosted on the Registrar CSE constructed with a Unstructured-CSE-relative-Resource-ID that is equal to the AE-ID-Stem value used for the Registree AE.
· The App-ID attribute of the <AEannc> resource to be created shall be present and set to the App-ID attribute value of the Registree AE.
· The concatenation of the string ‘Credential-ID:’ and the actual Credential-ID of the Security Association used by the Registree AE – if any – shall be placed into the labels attribute of the <AE annc> resource. If no noSecurity Association was used by the Registree AE, a value of ‘None’ shall be used for Credential-ID.
Step 006a: Upon reception of the CREATE <AEannc> request, the IN-CSE shall validate the request and verify whether the provided values of the App-ID attribute and the AE-ID-Stem in the fr parameter is allowed for the combination of Credential-ID included in the labels attribute and the CSE-ID of the Registrar CSE included in the link attribute, according to the applicable service subscription profile. If that verification is successful and no specific AE-ID-Stem is provided, i.e. if the fr parameter contains only the character ‘S’, the IN-CSE shall select an AE-ID-Stem in line with the applicable service subscription profile.
Step 007a: When the validation and verification in Step 006a completed successfully, the IN-CSE shall create <AEannc> resource with an Unstructured-CSE-relative–Resource-ID equal to the value of the AE-ID-Stem, insert the AE-ID-Stem into the link attribute if it was selected by the IN-CSE, and send a successful response to the Registrar CSE.

Step 008a: Upon reception of a successful response from the IN-CSE, the Registrar CSE shall use the Unstructured-CSE-relative–Resource-ID that was used for the <AEannc> resource on the IN-CSE also as the assigned Unstructured-CSE-relative–Resource-ID for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1. 
Case b) AE includes an AE-ID-Stem (re-registration)ondition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an ‘S’ character and a specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is supposed to use an M2M-SP-assigned AE-ID and wants to perform a re-registration using its already assigned AE-ID-Stem:
Step 005b: The Receiver shall send an UPDATE request for an <AEannc> resource to the IN-CSE in order to update the already existing <AEannc> resource on the IN-CSE that is associated with the Registree AE.  The following information shall be sent with that CREATE request:

· The to parameter shall contain the SP-relative-Resource-ID format of the Resource ID for the <AEannc> resource which shall be constructed from the CSE-ID of the IN-CSE and the AE-ID-Stem that the Registree AE provided.
· The SP-relative-AE-ID format of the AE-ID (see table 7.2-1) shall be constructed using that AE-ID-Stem. The fr parameter of the UPDATE request for the <AEannc> resource shall be set to that SP-relative-AE-ID format of the AE-ID.

· The link attribute of the <AEannc> resource shall be updated to the SP-Relative-Resource-ID format of a – not yet existent – <AE> resource hosted on the Registrar CSE constructed with an Unstructured-CSE-relative-Resource-ID that is equal to the AE-ID-Stem value used for the Registree AE.

· The labels attribute of the <AE annc> resource shall be updated with the concatenation of the string ‘Credential-ID:’ and the Credential-ID of the Security Association used by the Registree AE, replacing the existing entry starting with ‘Credential-ID:’. If no Security Association was used by the Registree AE, a value of ‘None’ shall be used for Credential-ID.
Step 006b: Upon reception of the UPDATE <AEannc> request, the IN-CSE shall validate the request and verify whether the values suggested to be updated for the Credential-ID included in the labels attribute – if any – and the CSE-ID of the Registrar CSE included in the link attribute still match with any of the allowed combinations of App-ID attribute and the AE-ID-Stem in the fr parameter according to the applicable service subscription profile.

Step 007b: When the validation and verification in Step 006b completed successfully, the IN-CSE shall update the <AEannc> resource.

Step 008b: Upon reception of a successful response from the IN-CSE, the Registrar CSE shall use the Unstructured-CSE-relative–Resource-ID equal to the AE-ID-Stem in the fr parameter for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.
Case c)
Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an ‘C’ character but no specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is not supposed to use an M2M-SP-assigned AE-ID and wants to perform the initial registration:
Step 005c: The Registrar CSE shall select an AE-ID-Stem starting with a ‘C’ character and use it for the Unstructured-CSE-relative–Resource-ID for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.
Case d)
Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an ‘C’ character and a specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is not supposed to use an M2M-SP-assigned AE-ID and wants to perform a re-registration:
Step 005d: The Registrar CSE shall use the Unstructured-CSE-relative–Resource-ID equal to the AE-ID-Stem in the fr parameter for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.
-----------------------End of change 1--------------------------------------------
�This is now covered in step 003 (second condition)
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