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12
Information Recording

12.1
M2M Infrastructure Node (IN) Information Recording

Various informational elements have to be recorded by the M2M infrastructure nodes for a variety of reasons including but not limited to statistics, charging, maintenance, diagnostics, etc.

This clause describes a framework for recording the necessary information by infrastructure nodes.

12.1.1
Information Recording Triggers

Triggers have to be configured in the IN node by the M2M service provider to initiate information recording.

The M2M infrastructure nodes shall be able to initiate recording based on any of the following triggers:

· A request received by the M2M IN over the Mcc reference point.
· A request received by the M2M IN over the Mca reference point.
· A request initiated by the M2M IN over any reference point.
· Timer- based triggers for non- request based information recording. This trigger is used only when the memory size of a container over a period of time is required.

More than one trigger can be simultaneously configured.

The recording triggers may also be configurable, for example, as follows:

· On a per CSE basis, or a group of CSEs for requests originating/arriving from/at the M2M IN.
· On a per AE basis or a group of AEs.
· The default behavior is that no  CSEs/AEs are configured.

12.1.2
M2M Recorded Information Elements

12.1.2.1
Unit of Recording

A unit of recording refers to a number of informational elements recorded by the IN and that can be used as a basis for additional post-processing for a specific purpose such as generating Charging Data Records (CDRs), statistics, etc. In that respect, each unit of recording can be thought of as an M2M information record. The actual informational elements that make up a recording unit shall be described later.

For request-based triggers, as defined in clause 12.1.1, the unit of recording shall include a request and its response.

A unit of recording shall be referred to as an M2M Event Record. This shall apply to all recording triggers as defined in clause 12.1.1.

12.1.2.2
Information Elements within an M2M Event Record

The information elements within an M2M event record are defined in table 12.1.2.2-1.

Every M2M event record shall be tagged to depict its content according to the following classification:

· Data related procedures: represent procedures associated with data storage or retrieval from the M2M IN (e.g. Container related procedures).
· Control related procedures: represent all procedures that are not associated with data storage/retrieval from the M2M IN with the exclusion of group and device management related procedures (e.g. subscription procedures, registration).
· Group related procedures: represent procedures that handle groups.  The group name may be derived from the target resource in these cases.
· Device Management Procedures.
· Occupancy based trigger for recording the occupancy as described in clause 12.1.1.
Table 12.1.2.2-1: Information Elements within an M2M Event Record
	Information Element
	For request based triggers

Mandatory / optional
	For timer based triggers

Mandatory / optional


	Description

	M2M Subscription Identifier
	M
	M
	The M2M subscription ID associated with the request. This is inserted by the IN (see clause 12.1.3)

	Application Entity ID
	CM (when applicable)
	NA
	The M2M Application Entity ID if applicable

	External ID
	CM (when Applicable)
	NA
	The external ID to communicate over Mcn where applicable

	Receiver
	M
	NA
	Receiver of an M2M request (can be any M2M Node)

	Issuer
	M
	NA
	Issuer of the M2M request (can be any M2M Node)

	Hosting CSE-ID
	O
	NA
	The hosting CSE-ID for the request in case the receiver is not the host, where  applicable

	Target ID
	M
	NA
	The target URL for the M2M request if available. Alternatively can be the target resource identifier

	Protocol Type
	O
	NA
	E.g. HTTP, CoAP

	Request  Operation
	O
	NA
	Request Operation  as defined in clause 8.1.2

	Request Headers size
	O
	NA
	Number of bytes for the headers in the Request, or number bytes of control information

	Request Body size
	O
	NA
	Number of bytes of the body transported in the Request if applicable

	Response Headers size
	O
	NA
	Number of bytes for the headers in the Response or number bytes of control information

	Response Body size
	O
	NA
	Number of bytes of the body transported in the Response if applicable

	Response Code
	O
	NA
	

	Time Stamp
	M
	M
	The time for the recording the M2M event record

	M2M-Event-Record-Tag
	M
	M
	A Tag for the M2M event record for classification purposes. This tag is inserted by the IN and is M2M SP specific

	Control Memory Size
	O
	NA
	Storage Memory (in bytes), where applicable, to store control related information associated with the M2M event  record(excludes data storage associated with container related operations)

	Data Memory Size
	O
	NA
	Storage Memory in Kbytes, where applicable, to store data  associated with container related operations

	Access Network Identifier
	O
	O
	Identifier of the access network associated with the M2M event record.

	Additional Information
	O
	
	Vendor specific information

	Occupancy
	NA
	M
	Overall size (in Bytes) of the containers generated by a set of AEs identified by the M2M Subscription Identifier

	Group Name
	CM
	NA
	Shall be included by the IN in the following cases:

-
Fanning operation initiated by the M2M IN
-
A request received by the M2M IN as a result of a fanning operation initiated elsewhere.



	maxNrOfMembers
	O
	NA
	Maximum number of members of the group for Create and Update operation. 

	currentNrOfMembers
	O
	NA
	Current number of members in a group. The request shall be logged and information elements shall be recorded from the request before processing it or sending it out. After obtaining corresponding response, currentNrOfMembers shall be updated with the values from the response.

	Subgroup Name 
	CM
	NA
	Includes the subgroup member name of a group. 

It shall be included by the M2M IN in the case when

-
Fanning operation initiated by the M2M IN and one of the members of the group is a subgroup

-
A request received by the M2M IN as a result of a fanning operation initiated elsewhere.




The choice for the mandatory elements is motivated by the need to include all M2M identifiers within an M2M event record so that it is possible to support multiple charging scenarios.

For all non-mandatory elements, the M2M IN shall be configurable by the M2M service provider to select any additional desired information to be recorded in addition to the mandatory elements.

12.1.3
Identities Associations in Support of Recorded Information

To enable the M2M IN to record the necessary information, as described above, the following associations shall be maintained by the M2M service provider:

· The CSE-ID (for all M2M Nodes in the M2M framework) and the allocated M2M subscription ID.
· The AE-ID   and the allocated M2M subscription ID.
For established associations, as described above, the M2M IN shall derive the appropriate M2M subscription ID for insertion in the M2M record event.

12.2
Offline Charging

12.2.1
Architecture 

Figure 12.2.1-1 depicts the charging architecture. Charging information, in the form of charging data records (CDRs), shall be derived from recorded information, and transferred to a Charging Server. As such, it is essential that all information required for charging shall be first selected for recording. There shall be a 1 to 1 mapping between a M2M Event Record and a CDR.

The Charging Function (CHF included within the SCA CSF) embedded within the M2M IN is responsible for interaction with the Charging Server using the Mch reference point.

Billing aspects are out of scope.
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Figure 12.2.1-1: Offline Charging Architecture

 

12.2.2
Filtering of Recorded Information for Offline Charging 

Recorded information is the basis for offline charging. To fulfil the needs of different billing systems not all recorded information is required in all cases. Hence, the M2M Charging Function shall be configurable to only select the desired information from the recorded information for transfer to the Charging Server. This configuration shall support selecting the desired information based on the following capabilities:

· On a per CSE basis, or a group of CSEs, for requests originating/arriving from/at the IN. This applies to all M2M Nodes within the M2M framework.
· On a per AE basis or a group of AEs.
· The default behavior is that no CSEs/AEs are configured.

The charging function shall ensure that information selected for transfer to the charging server has also been selected for recording before a configuration is deemed acceptable for execution.

12.2.3
Examples of Charging Scenarios
Charging scenarios refer to scenarios for which an M2M entity can be billed if the scenario is deemed billable by the M2M service provider. Some charging scenarios may require single CDR. Other scenarios may require multiple CDRs, and suitable correlation information shall have to be identified to select the CDRs for the charging scenario in this case.

The following clause lists some potential charging scenarios as examples only. Each scenario shall require the appropriate configuration of the CHF, and for that matter the M2M recording functions, to ensure that all pertinent data is available.

12.2.3.1
Example Charging Scenario 1 - Data Storage Resource Consumption

In this scenario, the M2M entity that stores application data, using container procedures for that purpose, will be billed, for storage resources within the M2M IN, until such time as the resources are deleted. This scenario will require correlation between multiple CDRs to identify the entity that stored the data, the entity that deleted the same data, and the duration and amount of storage.

12.2.3.2
Example Charging Scenario 2 - Data transfer
In this scenario, the M2M entity that retrieves/stores container data will be billed for the amount of transferred data. 

12.2.3.3
Example Charging Scenario 3 - Connectivity
This scenario is relevant for an M2M entity that contacts the M2M IN frequently to transfer small amounts of data for storage. In this scenario, the M2M entity will be charged for the connectivity as opposed to the stored amount of data. The same applies to an M2M entity that also contacts frequently the M2M IN to retrieve stored data.



12.2.4
Definition of Charging Information

Charging information in the form of CDR is essentially a subset of the information elements within the M2M event records recorded by the M2M IN for transmission over the Mch reference point.

12.2.4.1
Triggers for Charging Information

The charging function within the M2M IN shall initiate transmission of CDRs if configured for that purpose in accordance with clause 12.2.2.

12.2.4.2
Charging Messages over Mch Reference Point

The Mch shall be used in case the CDRs are to be transferred to an external Charging Server. It is assumed that the Mch is equivalent to the Rf reference point as defined in [i.18] and [i.19].
Hence, every CDR shall be transferred in a single message, namely Accounting-Request and that elicits a response, namely Accounting-Answer.

The following table describes the use of these messages for offline charging.

Table 12.2.4.2-1: Offline charging messages reference table

	Request-Name
	Source
	Destination
	Abbreviation

	Accounting-Request
	M2M IN
	Charging Server
	ACR

	Accounting-Answer
	Charging Server
	M2M IN
	ACA


12.2.4.3
Structure of the Accounting Message Formats

12.2.4.3.1
Accounting-Request Message

Table 12.2.4.3.1-1 illustrates the basic structure of an ACR message generated from the M2M IN for offline charging in accordance with [i.18], [i.19], [i.10] and [i.13].

Table 12.2.4.3.1-1: Accounting-Request (ACR) message contents

	Informational Element
	Category
	Description

	Session-Id
	M
	This field identifies the operation session. The usage of this field is left to the M2M SP.

	Origin-Host
	M
	This field contains the identification of the source point of the operation and the realm of the operation Originator

	Origin-Realm
	M
	This field contains the realm of the operation Originator.

	Destination-Realm
	M
	This field contains the realm of the operator domain. The realm will be addressed with the domain address of the corresponding public URI.

	Accounting-Record-Type
	M
	This field defines the transfer type:  This field shall  always set  to event based charging.

	Accounting-Record-Number
	M
	This field contains the sequence number of the transferred messages.

	Acct-Application-Id
	OC
	Advertises support for accounting for M2M.

	Event-Timestamp
	O
	Defines the time when the event occurred.

	Proxy-Info
	OC
	Includes host information about a proxy that added information during routing of the message.

	Route-Record
	OC
	This field contains an identifier inserted by a relaying or proxying charging node to identify the node it received the message from.

	Service-Context-Id
	M
	This field identifies the M2M domain.

	Service-Information 
	M
	This parameter is set to "M2M service-information".

	M2M Subscription-Id
	M
	Identifies the M2M subscription ID.

	M2M Information
	M
	This parameter holds the M2M informational element specified in Table 12.1.2.2-1 with the exception of the M2M subscription ID.

	Proprietaryinformation
	O
	This is for proprietary information.

	OC
This is a parameter that, if provisioned by the service provider to be present, shall be included in the CDRs when the required conditions are met. In other words, an OC parameter that is configured to be present is a conditional parameter.



12.2.4.3.2
Accounting-Answer Message

The following table illustrates the basic structure of an ACA message generated by the charging server as a response to an ACR message.

Table 12.2.4.3.2-1: Accounting-Answer (ACA) message contents

	Information element
	Category
	Description

	Session-Id
	M
	Same as table 12.2.4.3.1-1

	Origin-Host
	M
	Same as table 12.2.4.3.1-1

	Origin-Realm
	M
	Same as table 12.2.4.3.1-1

	Accounting-Record-Type
	M
	Same as table 12.2.4.3.1-1

	Accounting-Record-Number
	M
	Same as table 12.2.4.3.1-1

	Acct-Application-Id
	OC
	Same as table 12.2.4.3.1-1

	Error-Reporting-Host
	OC
	Included only if the host that inserted the error is different from the Origin-Host

	Event-Timestamp
	O
	Same as table 12.2.4.3.1-1

	Proxy-Info
	OC
	Same as table 12.2.4.3.1-1

	Proprietary Information
	O
	Same as table 12.3.5.3.1-1

	Result-Code
	M
	Indicates whether a particular request was completed successfully or whether an error occurred.

	OC
This is a parameter that, if provisioned by the operator to be present, shall be included in the CDRs when the required conditions are met. In other words, an OC parameter that is configured to be present is a conditional parameter.


---end of First change---------------------------
�No such table in this document.
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