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6.4	Data Exchange
[bookmark: _Toc401490184][bookmark: _Toc401638753][bookmark: _Toc396808927][bookmark: _Toc401215878][bookmark: _Toc406595827]6.4.1	Overview
The Data Exchange service provides the ability to exchange payloads between AEs across the Mca Reference Point using supported data exchange patterns. This service utilizes an underlying transport adapter to provide the transportation functions.
The supported data exchange patterns are:
Subscribe-Publish-Notify
Request-Response
[bookmark: _Toc401490185][bookmark: _Toc401638754][bookmark: _Toc396808928][bookmark: _Toc401215879][bookmark: _Toc406595828]6.4.1.1	Subscribe-Publish-Notify Data Exchange
This data exchange pattern permits AEs to subscribe to publication resources. When an AE publishes data to a specific publication resource, the AEs that have subscribed to the publication resource are notified of the publication by receiving the published data.
[bookmark: _Toc406595829]6.4.1.1.1	Supporting Rules
A publication resource is an entity that represents the mechanism used by underlying publish and subscribe protocols which represent one or more queues in the underlying protocol. A publication resource in the data exchange service provides capabilities to reference one or more queues in the underlying protocol using a tree mechanism where wildcards are placed to represent all elements of the tree branch or leaf.
6.4.1.1.1.1	Publication Resources
When a AE publishes a payload to a publication resource, the publication resource is evaluated to obtain the leaf node of the tree. The AEs that have subscribed to leaf nodes of the tree receive the message via the notify M2M Service Capability.
[bookmark: _Ref382963093]6.4.1.1.1.2	Delivery Policy
As part of the notify M2M Service Capability the Service Layer attempts to honor the delivery policy of the subscriber and publisher. The delivery policy is the attempt by the Service Layer to provide a reliable delivery of the payload that was published using the mechanisms of the underlying Broker. The reliable delivery of a payload is defined in the deliveryPolicy type.

	Attribute
	Description

	retryLimit
	The number of retries by the Broker to connected subscribers before assuming failure of the notification.


Table 6.4.1.1.1..2-1 Type: deliveryPolicy
6.4.1.1.1.3	Message Retainment Policy
When a message is published, the M2M Service Layer, using the resources of the underlying Broker, attempts to retain messages according to a retainment policy. Retainment of messages permits AEs that are subscribed to the publication resource but not connected to the underlying Broker to receive messages, up to the retainLimit once the AE connects to the Broker. The message retainment policy is defined in the retainmentPolicy type.

	Attribute
	Description

	retainLimit
	The maximum number of messages retained by the Broker for a subscriber that is not connected to the underlying Broker.


Table 6.4.1.1.1..3-1 Type: retainmentPolicy
6.4.1.1.1.4	Service Subscription Integration
In order for the Data Exchange Service to take advantage of the underlying transport, there shall be an association between the AE Resource and the identifier of the underlying transport within the context of the M2M Service Subscription.
[bookmark: _Toc401490186][bookmark: _Toc401638755][bookmark: _Toc396210606][bookmark: _Toc401215880][bookmark: _Toc406595830]6.4.1.2	Request-Response Data Exchange
This data exchange pattern permits AEs to synchronously send messages to other AEs utilizing the underlying transport.
[bookmark: _Toc406595831]6.4.1.2.1	Supporting Rules
Messages are sent to from an AE to another AE via the Service Layer. When sending a message the originating AE can provide a delivery policy to be used by the transport adapter when sending the message to the target AE.
6.4.1.1.2.2	Delivery Policy
As part of the message sending capability the Service Layer attempts to honor the delivery policy of the message Originator. The delivery policy is the attempt by the Service Layer to provide a reliable delivery of the payload that was sent using the mechanisms of the transport adapter. The reliable delivery of a payload is defined in the deliveryPolicy type.

	Attribute
	Description

	retryLimit
	The number of retries by the transport adapter to target AEs before assuming failure of the notification.


Table 6.4.1.1.2.2-1 Type: deliveryPolicy
6.4.1.1.2.3	Service Subscription Integration
In order for the Data Exchange Service to take advantage of the underlying transport, there shall be an association between the target AE and the identifier of the underlying transport within the context of the M2M Service Subscription.

[bookmark: _Toc401490187][bookmark: _Toc401638756][bookmark: _Toc396808929][bookmark: _Toc401215881][bookmark: _Toc406595832]6.4.2	Service Capabilities
[bookmark: _Toc401490188][bookmark: _Toc401638757][bookmark: _Toc396808930][bookmark: _Toc401215882][bookmark: _Toc406595833]6.4.2.1	subscribe
This service capability provides the ability for AEs to subscribe to receive payloads based on a publication resource.
As part of the subscription, the subscribing AE can provide delivery and retainment policies to enhance the robustness of the notification to AEs that have subscribed to the publication resource identified in the request.
[bookmark: _Toc406595834]6.4.2.1.1	Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a M2M Service Subscription, publication resource, subscribing AE and Broker exist.
[bookmark: _Toc406595835]6.4.2.1.2	Signature - subscribe
	Parameter name
	Direction
		Optional
	Description

	publicationResource
	IN
	NO
	The publication resource. See 6.4.1.1.1.1

	deliveryPolicy
	IN
	YES
	The delivery policy when notifying the subscriber. See 6.4.1.1.1.2

	retainmentPolicy
	IN
	YES
	The retainment policy for unconnected subscribers. See 6.4.1.1.1.3

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
Exception: Request may not have been completed



Table 6.4.2.1.2-1 Data Exchange Service – subscribe capability
[bookmark: _Toc406595836]6.4.2.1.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the subscribe request to the Supporting Service to validate the request and obtain the Broker instance for the subscription request.
1. Issue the request to the broker to subscribe the AE-ID for the publication resource
2. Issue the subscribe complete subscription request to the Supporting Service



Figure 6.4.2.1.3-1 Data Exchange Service – subscribe capability

[bookmark: _Toc406595837]6.4.2.1.4	Post-Conditions
Not Applicable
[bookmark: _Toc406595838]6.4.2.1.5	Exceptions
Not Applicable
[bookmark: _Toc406595839]6.4.2.1.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595840]6.4.2.1.7	oneM2M Resource Interworking
This service capability interworks with the following oneM2M Resource operations that are interworked are:
Not Applicable


[bookmark: _Toc401490189][bookmark: _Toc401638758][bookmark: _Toc396808931][bookmark: _Toc401215883][bookmark: _Toc406595841]6.4.2.2	publish
This service capability provides the ability for AEs to publish payloads to a leaf node of a publication resource.
As part of the publication, the publishing AE can provide a delivery policy to enhance the robustness of the publication to AEs that have subscribed to the Resource identified in the request.
[bookmark: _Toc406595842]6.4.2.2.1	Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a M2M Service Subscription, resource to publish the payload, publishing AE and Broker exist.
[bookmark: _Toc406595843]6.4.2.2.2	Signature – publish
	Parameter name
	Direction
		Optional
	Description

	toResource
	IN
	NO
	The leaf node of a publication resource. See 6.4.1.1.1.1

	deliveryPolicy
	IN
	YES
	The delivery policy when notifying the subscriber. See 6.4.1.1.1.2

	payload
	IN
	NO
	The payload to published.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
Exception: Request may not have been completed




Table 6.4.2.2.2-1 Data Exchange Service – publish capability
[bookmark: _Toc406595844]6.4.2.2.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the publish request to the Supporting Service to validate the request
4. Issue the request to the broker to publish the payload from the publishing AE to the resource in the request
5. Issue the complete publication request to the Supporting Service


Figure 6.4.2.2.3-1 Data Exchange Service –publish (In-Out) capability

[bookmark: _Toc406595845]6.4.2.2.4	Post-Conditions
Not Applicable
[bookmark: _Toc406595846]6.4.2.2.5	Exceptions
Not Applicable
[bookmark: _Toc406595847]6.4.2.2.6	Policies for Use
Message Exchange Patterns: In-Out, In-Only
The In-Only message exchange pattern would return a transport layer acknowledgement if supported by the underlying transport layer protocol. Response types or Exceptions are not returned in this message exchange pattern.
Transaction Pattern: Participation allowed
[bookmark: _Toc406595848]6.4.2.2.7	oneM2M Resource Interworking
This service capability interworks with the following oneM2M Resource operations that are interworked are:
Not Applicable
[bookmark: _Toc401490190][bookmark: _Toc401638759][bookmark: _Toc396808932][bookmark: _Toc401215884][bookmark: _Toc406595849]6.4.2.3	notify
This service capability provides the ability to notify AEs that have subscribed to the publication resource identified in a publish request. 
[bookmark: _Toc406595850]6.4.2.3.1	Pre-conditions
A correlation between a M2M Service Subscription, subscribed AE, publication resource and Broker exist.
[bookmark: _Toc406595851]6.4.2.3.2	Signature – notify
	Parameter name
	Direction
		Optional
	Description

	fromResource
	IN
	NO
	The leaf node of a publication resource. See 6.4.1.1.1.1

	deliveryPolicy
	IN
	YES
	The delivery policy when notifying the subscriber. See 6.4.1.1.1.2

	payload
	IN
	NO
	The Payload of the message to notify to the AE

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
Exception: Request may not have been completed



Table 6.4.2.3.2-1 Data Exchange Service – notify capability
[bookmark: _Toc406595852]6.4.2.3.3	Post-Conditions
Not Applicable
[bookmark: _Toc406595853]6.4.2.3.4	Exceptions
Not Applicable
[bookmark: _Toc406595854]6.4.2.3.5	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595855]6.4.2.3.6	oneM2M Resource Interworking
This service capability interworks with the following oneM2M Resource operations that are interworked are:
Not Applicable


[bookmark: _Toc401490191][bookmark: _Toc401638760][bookmark: _Toc396210611][bookmark: _Toc401215885][bookmark: _Toc406595856]6.4.2.4	sendMessage
This service capability provides the ability for AEs to send messages to a target AE.
As part of the message send request, the originating AE can provide a delivery policy to enhance the robustness of the message to the AE.
[bookmark: _Toc406595857]6.4.2.4.1	Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a M2M Service Subscription, Originating AE and Transport Adapter exist.
[bookmark: _Toc406595858]6.4.2.4.2	Signature – sendMessage
	Parameter name
	Direction
		Optional
	Description

	deliveryPolicy
	IN
	YES
	The delivery policy when sending to the target AE. See 6.4.1.1.2.2

	payload
	IN
	NO
	The payload to be sent.

	responseType
	OUT
	YES
	Unique response types for this service.
Note: Consumed services also provide response types.
Exception: Request may not have been completed




Table 6.4.2.4.2-1 Data Exchange Service – sendMessage capability
[bookmark: _Toc406595859]6.4.2.4.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the sendMessage request to the Supporting Service to validate the request
7. Issue the request to the transport adapter (in this case the Broker service) to send the payload from the Originator to the target AE.
8. Issue the complete sendMessage request to the Supporting Service


Figure 6.4.2.4.3-1 Data Exchange Service –sendMessage capability

[bookmark: _Toc406595860]6.4.2.4.4	Post-Conditions
Not Applicable
[bookmark: _Toc406595861]6.4.2.4.5	Exceptions
Not Applicable
[bookmark: _Toc406595862]6.4.2.4.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595863]6.4.2.4.7	oneM2M Resource Interworking
Not Applicable
[bookmark: _Toc387922016][bookmark: _Toc389128868][bookmark: _Toc396808969][bookmark: _Toc387922061]

[bookmark: _Toc377404842][bookmark: _Toc378676151][bookmark: _Toc379446838][bookmark: _Toc396808917][bookmark: _Toc401215866][bookmark: _Toc405540858][bookmark: _Toc406595864]6.2	Service Subscription
[bookmark: _Toc401490174][bookmark: _Toc401638743][bookmark: _Toc405540864][bookmark: _Toc406595865]6.2.2	Service Capabilities
[bookmark: _Toc406595866][bookmark: _Toc396808979][bookmark: _Toc401215960]6.2.2.6	associateAEWithServiceSubscription
This service capability provides the ability to associate an AE with a M2M Service Subscription. This service capability shall be restricted to the Msc Reference Point.
[bookmark: _Toc406595867]6.2.2.6.1	Pre-conditions
One of the following combinations has to be unique within the M2M System for the AE to be associated with an M2M Service Subscription:
Identifier of Application Entity (AE-ID) or
 Identifier of the M2M Application (App-ID) and the credential identifier for the M2M Application.
The M2M System is pre-provisioned with the Application Rule (clause 6.9.1.3) that includes one of the above combinations in order for a M2M Service Subscription to the returned.
[bookmark: _Toc406595868]6.2.2.6.2	Signature – associateAEWithServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	aeId
	IN
	NO
	The Application Entity Identifier (AE-ID).

	credentialId
	IN
	YES
	The Application Credential Identifier

	applicationId
	IN
	YES
	The Application Identifier (App-ID)

	serviceSubscriptionId
	OUT
	NO
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID)

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist.
· Application Entity Identifier is not unique within the context of the M2M System.


Table 6.2.2.6.2-1 Service Subscription – associateAEWithServiceSubscription capability
[bookmark: _Toc406595869]6.2.2.6.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue this capability


Figure 6.2.2.6.3-1 Service Subscription – associateAEWithServiceSubscription Diagram

[bookmark: _Toc406595870]6.2.2.6.4	Post-Conditions
The Application Entity Identifier (AE-ID) provided as the input parameter is associated with the M2M Service Subscription.
[bookmark: _Toc406595871]6.2.2.6.5	Exceptions
Not Applicable
[bookmark: _Toc406595872]6.2.2.6.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595873]6.2.2.6.7	oneM2M Resource Interworking
This service capability associates the AE-ID with the M2M Service Subscription Profile. Currentllty the TS-0001 [2] does not define how an AE is associated with a M2M Service Subscription Profile as part of a registration flow. 



[bookmark: _Toc406595874]6.2.2.7	disassociateAEFromServiceSubscription
This service capability provides the ability to remove the association of  an AE from a M2M Service Subscription. This service capability shall be restricted to the Msc Reference Point.
[bookmark: _Toc406595875]6.2.2.7.1	Pre-conditions
An AE has successfylly registered with the M2M system 
[bookmark: _Toc406595876]6.2.2.7.2	Signature – disassociateAEFromServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	aeId
	IN
	NO
	The Application Entity Identifier (AE-ID).

	serviceSubscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID)

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist.
· Application Entity Identifier is not associated with the M2M Service Subscription.


Table 6.2.2.7.2-1 Service Subscription – disassociateAEFromServiceSubscription capability
[bookmark: _Toc406595877]6.2.2.7.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue this capability


Figure 6.2.2.7.3-1 Service Subscription – disassociateAEFromServiceSubscription Diagram

[bookmark: _Toc406595878]6.2.2.7.4	Post-Conditions
xxxxThe Application Entity registration association is removed from the M2M Service Subscription.
[bookmark: _Toc406595879]6.2.2.7.5	Exceptions
Not Applicable
[bookmark: _Toc406595880]6.2.2.7.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595881]6.2.2.7.7	oneM2M Resource Interworking
This service capability removes the association of the AE-ID from the M2M Service Subscription Profile. Currentllty  the TS-0001 [2] does not define how an AE is disassociated from a M2M Service Subscription Profile as part of a AE lifecycle flow. 



[bookmark: _Toc406595882]6.2.2.8	refreshAEAssociationWithServiceSubscription
This service capability provides the ability to refresh an existing registration association between an Application Entity and  a M2M Service Subscription. This service capability shall be restricted to the Mca and Msc Reference Points.
[bookmark: _Toc406595883]6.2.2.8.1	Pre-conditions
An AE has successfully registered with the M2M system 
[bookmark: _Toc406595884]6.2.2.8.2	Signature – refreshAEAssociationWithServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	aeId
	IN
	NO
	The Application Entity Identifier (AE-ID).

	serviceSubscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID)

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist.
· Application Entity Identifier is not associated with the M2M Service Subscription.


Table 6.2.2.8.2-1 Service Subscription – refreshAEAssociationFWithServiceSubscription capability
[bookmark: _Toc406595885]6.2.2.8.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue this capability


Figure 6.2.2.8.3-1 Service Subscription – refreshAEAssociationWithServiceSubscription Diagram

[bookmark: _Toc406595886]6.2.2.8.4	Post-Conditions
Not Applicable
[bookmark: _Toc406595887]6.2.2.8.5	Exceptions
Not Applicable
[bookmark: _Toc406595888]6.2.2.8.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595889]6.2.2.8.7	oneM2M Resource Interworking
This service capability refreshes the association of the Application Entity (AE-ID) with the M2M Service Subscription Profile. Currently TS-0001 [2] does not define how an AE registration association is refreshed with a M2M Service Subscription Profile as part of a AE lifecycle flow. 


[bookmark: _Toc406595890]6.9	Service Subscription Administration
[bookmark: _Toc396808980][bookmark: _Toc401215961][bookmark: _Toc406595891]6.9.1	Overview
The Service Subscription Administration service provides the capability to administer the following across the Mca and Msc Reference Points:
Maintenance of M2M Services Subscriptions
Association of M2M Nodes and Application Rules to the M2M Service Subscription
The M2M Service Subscription defines the technical part of the contract between a M2M Subscriber (typically an M2M Application Service Provider) and a M2M Service Provider. Each M2M Service Subscription has a unique identifier (M2M-Service-Profile-ID). 
A M2M Service Subscription establishes an association between one or more M2M Application Rules and one or more M2M Nodes. In addition, the M2M Service Subscription is associated with one or more Service Roles.
A M2M Service Subscription shall be used for the following purposes:
Serve as a basis for authorization for service capabilities
Serve as the basis for charging
Identify which devices and M2M Applications are part of this M2M Service Subscription
[bookmark: _Toc396808981][bookmark: _Toc401215962][bookmark: _Toc406595892]6.9.1.1	Service Subscription Entity
	Attribute name
	Description

	serviceSubscriptionId
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID).


	serviceRoleIds
	List of Service Role Identifiers (SRole-ID) associated with the M2M Service Subscription. 


Table 6.9.1.1-1 Service Subscription Entity
[bookmark: _Toc406595893]6.9.1.1.1	Service Subscription Filter Criteria
	Criterion name
	Description

	serviceSubscriptionIds
	List of the M2M Service Subscription Identifiers (M2M-Service-Profile-ID).


	serviceRoleIds
	List of Service Role Identifiers (SRole-ID) associated with the M2M Service Subscription entity. 


Table 6.9.1.1.1-1 Service Subscription Filter Criteria
[bookmark: _Toc396808982][bookmark: _Toc401215963][bookmark: _Toc406595894]6.9.1.2	M2M Node Entity for Service Subscription
	Attribute name
	Description

	serviceSubscriptionId
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID) for the Device.


	nodeId
	The unique M2M Node identifier in the context of the M2M Service Subscription.

	externalIds
	List of URNs that represent the external identifiers associated with this M2M Node.

	applicationRuleIds
	List of Application Rules Indentifiers associated with the M2M Node. 


Table 6.9.1.2-1 M2M Node Entity for Service Subscription
[bookmark: _Toc396808983][bookmark: _Toc401215964][bookmark: _Toc406595895]6.9.1.2.1	M2M Node Filter Criteria
	Criterion name
	Description

	serviceSubscriptionIds
	List of the M2M Service Subscription Identifier (M2M-Service-Profile-ID) for the Device.


	nodeIds
	List of the unique M2M Node identifier in the context of the M2M Service Subscription.

	externalIds
	List of URNs that represent the external identifiers associated with this M2M Node.

	applicationRuleIds
	List of Application Rule identifiers  associated with the M2M Node. 


Table 6.9.1.2.1-1 M2M Node Filter Criteria
[bookmark: _Toc406595896]6.9.1.3	Application Rule
	Criterion name
	Description

	applicationRuleId
	The unique Application Rule identifier in the context of the M2M Service Subscription.

	credentialIds
	List of credential identifiers for which this Application Rule is applicable, i.e. for registration requests coming into a CSE via a Security Association Endpoint (SEA) [i.4], that was authenticated using credentials that match with any of these credential identifiers, the current Application Rule applies. This can contain a ‘*’ for any credential identifier or ‘None’ for not authenticated case. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any credential identifier that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of credential identifiers.

	allowedApplicationIds
	List of M2M Application Identifiers (App-ID) that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [i.4]. This can contain ‘*’ for any App-ID. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any App-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of App-IDs. 

	allowedAEIds
	List of M2M Application Entity Identifiers (AE-ID) that shall be considered to be allowed for AE registration requests. This can contain zero or more specific AE identifier values, ‘S*’ for any Service Provider AE-ID, ‘C*’ for any system assigned AE-ID, or ‘*’ for any AE-ID. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any AE-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of AE-ID. 

	
	


Table 6.9.1.3-1 Application Rule Entity
[bookmark: _Toc406595897]6.9.1.3.1	Application Rule Filter Criteria
	Criterion name
	Description

	applicationRuleIds
	List of the unique Application Rule identifier in the context of the M2M Service Subscription.

	credentialIds
	List of credential identifiers for which this Application Rule is applicable, i.e. for registration requests coming into the M2M System via a Security Association Endpoint (SEA) [i.1], that was authenticated using credentials that match with any of these credential identifiers, the current Application Rule applies. This can contain a ‘*’ for any credential identifier or ‘None’ for not authenticated case. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any credential identifier that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of credential identifiers.

	allowedApplicationIds
	List of M2M Application Identifiers (App-ID) that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [i.2]. This can contain ‘*’ for any App-ID. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any App-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of App-IDs. 

	allowedAEIds
	List of M2M Application Entity Identifiers (AE-ID) that shall be considered to be allowed for AE registration requests. This can contain zero or more specific AE identifier values, ‘S*’ for any Service Provider AE-ID, ‘C*’ for any system assigned AE-ID, or ‘*’ for any AE-ID. Also Wildcards within an element of this list are possible (e.g. ‘C123*X’ for any AE-ID that starts with ‘C123’ and ends with ‘X’) to define sets or ranges of AE-ID. 

	
	


Table 6.9.1.3.1-1 Application Rule Filter Criteria
[bookmark: _Toc396808984][bookmark: _Toc401215965][bookmark: _Toc406595898]6.9.2	Service Capabilities
[bookmark: _Toc396808985][bookmark: _Toc401215966][bookmark: _Toc406595899]6.9.2.1	createServiceSubscription
This service capability provides the ability to create a M2M Service Subscription. This service capability shall be restricted to the Msc Reference Point.
[bookmark: _Toc389128899][bookmark: _Toc406595900]6.9.2.1.1	Pre-conditions
Not Applicable
[bookmark: _Toc406595901]6.9.2.1.2	Signature – createServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	serviceSubscriptionId
	IN-OUT
	YES
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID). If the attribute is not provided on input, the oneM2M System shall assign the M2M-Service-Profile-ID.
The M2M-Service-Profile-ID is unique for the oneM2M System.

	serviceRoleIds
	IN
	NO
	List of Service Role Identifiers (SRole-ID) to be associated with the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription exists
· Service Role does not exist


Table 6.9.2.1.2-1 Service Subscription Administration – createServiceSubscription capability
[bookmark: _Toc406595902]6.9.2.1.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the createServiceSubscription capability


Figure 6.9.2.1.3-1 Service Subscription Administration – createServiceSubscription Diagram

[bookmark: _Toc406595903]6.9.2.1.4	Post-Conditions
The M2M Service Subscription is created and any Service Roles are associated with the M2M Service Subscription.
[bookmark: _Toc406595904]6.9.2.1.5	Exceptions
Not Applicable
[bookmark: _Toc406595905]6.9.2.1.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595906]6.9.2.1.7	oneM2M Resource Interworking
This service capability creates the M2M Service Subscription with the identifier (M2M-Service-Profile-ID) and maps to the CREATE procedure for the <m2mServiceSubscriptionProfile> resource.
This service capability utilizes the access management services with the privileges associated with the associated Service Role. As such the accessControlPolicyIDs attribute of the <m2mServiceSubscriptionProfile> resource is not used within this service capability.


[bookmark: _Toc396808986][bookmark: _Toc401215967][bookmark: _Toc406595907]6.9.2.2	deleteServiceSubscription
This service capability provides the ability to delete a M2M Service Subscription. This service capability shall be restricted to the Msc Reference Point.
[bookmark: _Toc389128908][bookmark: _Toc406595908]6.9.2.2.1	Pre-conditions
Not Applicable
[bookmark: _Toc406595909]6.9.2.2.2	Signature – deleteServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	serviceSubscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID).


	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist


Table 6.9.2.2.2-1 Service Subscription Administration – deleteServiceSubscription capability
[bookmark: _Toc406595910]6.9.2.2.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the deleteServiceSubscription capability


Figure 6.9.2.2.3-1 Service Subscription Administration – deleteServiceSubscription Diagram

[bookmark: _Toc406595911]6.9.2.2.4	Post-Conditions
The M2M Service Subscription is deleted along with any associations of the M2M Service Subscription has to the Service Roles. The Node information (e.g., devices, M2M Applications) associated with the M2M Service Subscription is also deleted.
[bookmark: _Toc406595912]6.9.2.2.5	Exceptions
Not Applicable
[bookmark: _Toc406595913]6.9.2.2.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595914]6.9.2.2.7	oneM2M Resource Interworking
This service capability deletes the M2M Service Subscription with the identifier (M2M-Service-Profile-ID) and maps to the DELETE procedure for the <m2mServiceSubscriptionProfile> resource.



[bookmark: _Toc396808987][bookmark: _Toc401215968][bookmark: _Toc406595915]6.9.2.3	updateServiceSubscription
This service capability provides the ability to update a M2M Service Subscription. This service capability shall be restricted to the Msc Reference Point.
[bookmark: _Toc389128917][bookmark: _Toc406595916]6.9.2.3.1	Pre-conditions
Not Applicable
[bookmark: _Toc406595917]6.9.2.3.2	Signature – updateServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	serviceSubscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID).


	serviceRoleIds
	IN
	YES
	List of Service Role Identifiers (SRole-ID) to be associated with the M2M Service Subscription. If supplied, SRole-IDs in the list that are not already associated with the M2M Service Subscription are added. SRole-IDs that are associated with the M2M Service Subscription but not in the list are deleted.

	roleIdResult
	OUT
	YES
	If the parameter serviceRoleIds is present, this parameter provides the results (added, deleted) for each affected Service Roles.

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist
· Service Role does not exist for a Supporting Service


Table 6.9.2.3.2-1 Service Subscription Administration – updateServiceSubscription capability
[bookmark: _Toc406595918]6.9.2.3.3	Service Interactions
1. The interactions of service capabilities required for this service capability:
13. Issue the updateServiceSubscription capability


Figure 6.9.2.3.3-1 Service Subscription Administration – updateServiceSubscription Diagram

[bookmark: _Toc406595919]6.9.2.3.4	Post-Conditions
The M2M Service Subscription is updated along with any associations of the M2M Service Subscription has to the Service Roles. 
[bookmark: _Toc406595920]6.9.2.3.5	Exceptions
Not Applicable
[bookmark: _Toc406595921]6.9.2.3.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595922]6.9.2.3.7	oneM2M Resource Interworking
This service capability updates the M2M Service Subscription with the identifier (M2M-Service-Profile-ID) and maps to the UPDATE procedure for the <m2mServiceSubscriptionProfile> resource.



[bookmark: _Toc396808988][bookmark: _Toc401215969][bookmark: _Toc406595923]6.9.2.4	addRoleToServiceSubscription
This service capability provides the ability to add new Service Roles to a M2M Service Subscription. This service capability shall be restricted to the Msc Reference Point.
[bookmark: _Toc389128926][bookmark: _Toc406595924]6.9.2.4.1	Pre-conditions
Not Applicable
[bookmark: _Toc389128927][bookmark: _Toc406595925]6.9.2.4.2	Signature – addRoleToServiceSubscription
	[bookmark: _Toc389128928]Parameter name
	Direction
		Optional
	Description

	serviceSubscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID).


	serviceRoleIds
	IN
	NO
	List of Service Role Identifiers (SRole-ID) to be associated with the M2M Service Subscription. If a SRole-ID in the parameter is already associated with the M2M Service Subscription, nothing is done for the SRole-ID as it already is associated.

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist
· Service Role does not exist for a Supporting Service


Table 6.9.2.4.2-1 Service Subscription Administration – addRoleToServiceSubscription capability
[bookmark: _Toc406595926]6.9.2.4.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the addRoleToServiceSubscription capability


Figure 6.9.2.4.3-1 Service Subscription Administration – addRoleToServiceSubscription Diagram

[bookmark: _Toc389128929][bookmark: _Toc406595927]6.9.2.4.4	Post-Conditions
The M2M Service Subscription is updated with any associations of the M2M Service Subscription has to the Service Roles. 
[bookmark: _Toc389128930][bookmark: _Toc406595928]6.9.2.4.5	Exceptions
Not Applicable
[bookmark: _Toc389128931][bookmark: _Toc406595929]6.9.2.4.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406595930][bookmark: _Toc389128932]6.9.2.4.7	oneM2M Resource Interworking
This service capability updates the M2M Service Subscription with the identifier (M2M-Service-Profile-ID) and maps to the UPDATE procedure for the <m2mServiceSubscriptionProfile> resource for the serviceRoles attribute.



[bookmark: _Toc389128934][bookmark: _Toc396808989][bookmark: _Toc401215970][bookmark: _Toc406595931]6.9.2.5	deleteRoleFromServiceSubscription
This service capability provides the ability to delete existing Service Roles from a M2M Service Subscription. This service capability shall be restricted to the Msc Reference Point.
[bookmark: _Toc389128935][bookmark: _Toc406595932]6.9.2.5.1	Pre-conditions
Not Applicable
[bookmark: _Toc389128936][bookmark: _Toc406595933]6.9.2.5.2	Signature – deleteRoleFromServiceSubscription
	[bookmark: _Toc389128937]Parameter name
	Direction
		Optional
	Description

	serviceSubscriptionId
	IN
	NO
	The M2M Service Subscription Identifier (M2M-Service-Profile-ID).


	serviceRoleIds
	IN
	NO
	List of Service Role Identifiers (SRole-ID) to be deleted from the association with the M2M Service Subscription. 

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist
· Service Role does not exist for a Supporting Service


Table 6.9.2.5.2-1 Service Subscription Administration – deleteRoleFromServiceSubscription capability
[bookmark: _Toc406595934]6.9.2.5.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the deleteRoleFromServiceSubscription capability


Figure 6.9.2.5.3-1 Service Subscription Administration – deleteRoleFromServiceSubscription Diagram

[bookmark: _Toc389128938][bookmark: _Toc406595935]6.9.2.5.4	Post-Conditions
The M2M Service Subscription is updated with associations of the identified Service Roles deleted. 
[bookmark: _Toc389128939][bookmark: _Toc406595936]6.9.2.5.5	Exceptions
Not Applicable
[bookmark: _Toc389128940][bookmark: _Toc406595937]6.9.2.5.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc389128941][bookmark: _Toc406595938]6.9.2.5.7	oneM2M Resource Interworking
This service capability updates the M2M Service Subscription with the identifier (M2M-Service-Profile-ID) and maps to the UPDATE procedure for the <m2mServiceSubscriptionProfile> resource for the serviceRoles attribute.


[bookmark: _Toc389128943][bookmark: _Toc396808990][bookmark: _Toc401215971][bookmark: _Toc406595939]6.9.2.6	getServiceSubscription
This service capability provides the ability to retrieve the existing M2M Service Subscription. This service capability shall be restricted to the Msc and Mca Reference Points.
[bookmark: _Toc389128944][bookmark: _Toc406595940]6.9.2.6.1	Pre-conditions
Not Applicable
[bookmark: _Toc389128945][bookmark: _Toc406595941]6.9.2.6.2	Signature – getServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	filterCriteria
	IN
	NO
	See Table 6.9.1.1.1-1 

	serviceSubscriptions
	OUT
	NO
	The resulting M2M Service Subscription entities in Table 6.9.1.2-1. 

	responseType
	OUT
	YES
	Unique response types for this service.
· None


Table 6.9.2.6.2-1 Service Subscription Administration – getServiceSubscription capability

[bookmark: _Toc389128946][bookmark: _Toc406595942]6.9.2.6.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the getServiceSubscription capability


Figure 6.9.2.6.3-1 Service Subscription Administration – getServiceSubscription Diagram

[bookmark: _Toc389128947][bookmark: _Toc406595943]6.9.2.6.4	Post-Conditions
Not Applicable
[bookmark: _Toc389128948][bookmark: _Toc406595944]6.9.2.6.5	Exceptions
Not Applicable
[bookmark: _Toc389128949][bookmark: _Toc406595945]6.9.2.6.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc389128950][bookmark: _Toc406595946]6.9.2.6.7	oneM2M Resource Interworking
This service capability retrieves the M2M Service Subscription for the specified filter criteria and maps to the RETRIEVE procedure for the <m2mServiceSubscription> resource.


[bookmark: _Toc389128952][bookmark: _Toc396808991][bookmark: _Toc401215972][bookmark: _Toc406595947]6.9.2.7	addNodeToServiceSubscription
This service capability provides the ability to add a M2M Node to the existing M2M Service Subscription. This service capability shall be restricted to the Msc and Mca Reference Points.
[bookmark: _Toc389128953][bookmark: _Toc406595948]6.9.2.7.1	Pre-conditions
Not Applicable
[bookmark: _Toc389128954][bookmark: _Toc406595949]6.9.2.7.2	Signature – addNodeToServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	serviceSubscriptionId
	IN
	NO
	The M2M Service Subscription (M2M-Service-Profile-ID) to add the Device

	externalIds
	IN
	YES
	A List of URNs that represent the external identifiers associated with this M2M Node.

	applicationRuleIds
	IN
	YES
	A list of Application Rules associated with this Node.

	nodeId
	OUT
	NO
	The unique M2M Node identifer for this entity.

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist.



Table 6.9.2.7.2-1 Service Subscription Administration – addNodeToServiceSubscription capability

[bookmark: _Toc389128955][bookmark: _Toc406595950]6.9.2.7.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the addNodeToServiceSubscription capability


Figure 6.9.2.7.3-1 Service Subscription Administration – addNodeToServiceSubscription Diagram

[bookmark: _Toc389128956][bookmark: _Toc406595951]6.9.2.7.4	Post-Conditions
Not Applicable
[bookmark: _Toc389128957][bookmark: _Toc406595952]6.9.2.7.5	Exceptions
Not Applicable
[bookmark: _Toc389128958][bookmark: _Toc406595953]6.9.2.7.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc389128959][bookmark: _Toc406595954]6.9.2.7.7	oneM2M Resource Interworking
This service capability adds the M2M Node information for the M2M Service Subscription. This capability maps to the CREATE procedure of the <serviceSubscribedNode> resource.



[bookmark: _Toc389128961][bookmark: _Toc396808992][bookmark: _Toc401215973][bookmark: _Toc406595955]6.9.2.8	deleteNodesFromServiceSubscription
This service capability provides the ability to delete M2M Nodes from the existing M2M Service Subscription. This service capability shall be restricted to the Msc and Mca Reference Points.
[bookmark: _Toc389128962][bookmark: _Toc406595956]6.9.2.8.1	Pre-conditions
Not Applicable
[bookmark: _Toc389128963][bookmark: _Toc406595957]6.9.2.8.2	Signature – deleteNodesFromServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	serviceSubscriptionId
	IN
	NO
	The M2M Service Subscription (M2M-Service-Profile-ID) for the Devices

	nodeIds
	IN
	NO
	List of M2M Node identifiers to be deleted from the M2M Service Subscription. 

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist.
· M2M Node does not exist for this M2M Service Subscription



Table 6.9.2.8.2-1 Service Subscription Administration – deleteNodesFromServiceSubscription capability

[bookmark: _Toc389128964][bookmark: _Toc406595958]6.9.2.8.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the deleteNodesFromServiceSubscription capability


Figure 6.9.2.8.3-1 Service Subscription Administration – deleteNodesFromServiceSubscription Diagram

[bookmark: _Toc389128965][bookmark: _Toc406595959]6.9.2.8.4	Post-Conditions
Not Applicable
[bookmark: _Toc389128966][bookmark: _Toc406595960]6.9.2.8.5	Exceptions
Not Applicable
[bookmark: _Toc389128967][bookmark: _Toc406595961]6.9.2.8.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc389128968][bookmark: _Toc406595962]6.9.2.8.7	oneM2M Resource Interworking
This service capability removes the M2M Node from the M2M Service Subscription. This capability maps to the DELETE procedure of the <serviceSubscribedNode> resource.


[bookmark: _Toc389128970][bookmark: _Toc396808993][bookmark: _Toc401215974][bookmark: _Toc406595963]6.9.2.9	getNodesForServiceSubscription
This service capability provides the ability to retrieve M2M Nodes for an existing M2M Service Subscription. This service capability shall be restricted to the Msc and Mca Reference Points.
[bookmark: _Toc389128971][bookmark: _Toc406595964]6.9.2.9.1	Pre-conditions
Not Applicable
[bookmark: _Toc389128972][bookmark: _Toc406595965]6.9.2.9.2	Signature – getNodesForServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	filterCriteria
	IN
	NO
	See Table 6.9.1.2.1-1

	nodes
	OUT
	NO
	The resulting M2M Node entities in Table 6.9.1.2-1. 

	responseType
	OUT
	YES
	Unique response types for this service.
· None



Table 6.9.2.9.2-1 Service Subscription Administration – getNodesForServiceSubscription capability

[bookmark: _Toc389128973][bookmark: _Toc406595966]6.9.2.9.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the getNodesForServiceSubscription capability


Figure 6.9.2.9.3-1 Service Subscription Administration – getNodesForServiceSubscription Diagram

[bookmark: _Toc389128974][bookmark: _Toc406595967]6.9.2.9.4	Post-Conditions
Not Applicable
[bookmark: _Toc389128975][bookmark: _Toc406595968]6.9.2.9.5	Exceptions
Not Applicable
[bookmark: _Toc389128976][bookmark: _Toc406595969]6.9.2.9.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc389128977][bookmark: _Toc406595970]6.9.2.9.7	oneM2M Resource Interworking
This service capability retrieves the devices for a M2M Service Subscription for the specified filter criteria and maps to the RETRIEVE procedure for the <serviceSubscribedNode> resource.


[bookmark: _Toc389128979][bookmark: _Toc396808994][bookmark: _Toc401215975][bookmark: _Toc406595971]6.9.2.10	createApplicationRule
This service capability provides the ability to create a M2M Application Rule to to be associated with one or more M2M Nodes. This service capability shall be restricted to the Msc and Mca Reference Points.
[bookmark: _Toc389128980][bookmark: _Toc406595972]6.9.2.10.1	Pre-conditions
Not Applicable
[bookmark: _Toc389128981][bookmark: _Toc406595973]6.9.2.10.2	Signature – createApplicationRule
	Parameter name
	Direction
		Optional
	Description

	credentialIds
	IN
	YES
	List of credential identifiers for which this Application Rule is applicable, i.e. for registration requests coming into the M2M System via a Security Association Endpoint (SEA) [i.3], that was authenticated using credentials that match with any of these credential identifiers, the current Application Rule applies.

	allowedApplicationIds
	IN
	YES
	List of M2M Application Identifiers (App-ID) that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [i.4].

	allowedAEIds
	IN
	YES
	List of M2M Application Entity Identifiers (AE-ID) that shall be considered to be allowed for AE registration requests.

	applicationRuleId
	OUT
	NO
	The unique Application Rule identifier in the context of the M2M Service Subscription.

	responseType
	OUT
	YES
	Unique response types for this service.
· None


Table 6.9.2.10.2-1 Service Subscription Administration – createApplicationRule capability

[bookmark: _Toc389128982][bookmark: _Toc406595974]6.9.2.10.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the createApplicationRule capability


Figure 6.9.2.10.3-1 Service Subscription Administration – createApplicationRule Diagram

[bookmark: _Toc389128983][bookmark: _Toc406595975]6.9.2.10.4	Post-Conditions
Not Applicable
[bookmark: _Toc389128984][bookmark: _Toc406595976]6.9.2.10.5	Exceptions
Not Applicable
[bookmark: _Toc389128985][bookmark: _Toc406595977]6.9.2.10.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc389128986][bookmark: _Toc406595978]6.9.2.10.7	oneM2M Resource Interworking
This service capability adds an Application Rule. This capability maps to the CREATE procedure of the <serviceSubscribedAppRule> resource.. 


[bookmark: _Toc389128988][bookmark: _Toc396808995][bookmark: _Toc401215976][bookmark: _Toc406595979]6.9.2.11	deleteApplicationRules
This service capability provides the ability to delete Application Rules and any references to the Application Rule made by M2M Nodes to the Application Rules. This service capability shall be restricted to the Msc and Mca Reference Points.
[bookmark: _Toc389128989][bookmark: _Toc406595980]6.9.2.11.1	Pre-conditions
Not Applicable
[bookmark: _Toc389128990][bookmark: _Toc406595981]6.9.2.11.2	Signature – deleteApplicationRules
	Parameter name
	Direction
		Optional
	Description

	applicationRuleIds
	IN
	NO
	A list of Application Rule identifiers.

	responseType
	OUT
	YES
	Unique response types for this service.
· Application Rule does not exist


Table 6.9.2.11.2-1 Service Subscription Administration – deleteApplicationRules capability

[bookmark: _Toc389128991][bookmark: _Toc406595982]6.9.2.11.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the deleteApplicationRules capability


Figure 6.9.2.11.3-1 Service Subscription Administration – deleteApplicationRules Diagram

[bookmark: _Toc389128992][bookmark: _Toc406595983]6.9.2.11.4	Post-Conditions
Not Applicable
[bookmark: _Toc389128993][bookmark: _Toc406595984]6.9.2.11.5	Exceptions
Not Applicable
[bookmark: _Toc389128994][bookmark: _Toc406595985]6.9.2.11.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc389128995][bookmark: _Toc406595986]6.9.2.11.7	oneM2M Resource Interworking
This service capability adds Application Rules. This capability maps to the DELETE procedure of the <serviceSubscribedAppRule> resource. 
.


[bookmark: _Toc389128997][bookmark: _Toc401215977][bookmark: _Toc406595987]6.9.2.12	getApplicationRules
This service capability provides the ability to retrieve the Application Rules. This service capability shall be restricted to the Msc and Mca Reference Points.
[bookmark: _Toc389128998][bookmark: _Toc406595988]6.9.2.12.1	Pre-conditions
Not Applicable
[bookmark: _Toc389128999][bookmark: _Toc406595989]6.9.2.12.2	Signature – getApplicationRules
	Parameter name
	Direction
		Optional
	Description

	filterCriteria
	IN
	NO
	See Table 6.9.1.3.1-1

	applicationRules
	OUT
	NO
	The resulting M2M Node entities in Table 6.9.1.3-1. 

	responseType
	OUT
	YES
	Unique response types for this service.
· None


Table 6.9.2.12.2-1 Service Subscription Administration – getApplicationRules capability

[bookmark: _Toc389129000][bookmark: _Toc406595990]6.9.2.12.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the getApplicationRules capability


Figure 6.9.2.12.3-1 Service Subscription Administration – getApplicationRules Diagram

[bookmark: _Toc389129001][bookmark: _Toc406595991]6.9.2.12.4	Post-Conditions
Not Applicable
[bookmark: _Toc389129002][bookmark: _Toc406595992]6.9.2.12.5	Exceptions
Not Applicable
[bookmark: _Toc389129003][bookmark: _Toc406595993]6.9.2.12.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc389129004][bookmark: _Toc406595994]6.9.2.12.7	oneM2M Resource Interworking
This service capability retrieves Application Rules. This capability maps to the RETRIEVE procedure of the <serviceSubscribedAppRule> resource..


[bookmark: _Toc389129006][bookmark: _Toc396808997][bookmark: _Toc401215978][bookmark: _Toc406595995]6.9.2.13	updateNodeForServiceSubscription
This service capability provides the ability to update the Application Rules and External Identifiers to be associated to a Node within the context of a M2M Service Subscription. This service capability shall be restricted to the Msc and Mca Reference Points.
[bookmark: _Toc389129007][bookmark: _Toc406595996]6.9.2.13.1	Pre-conditions
Not Applicable
[bookmark: _Toc389129008][bookmark: _Toc406595997]6.9.2.13.2	updateNodeForServiceSubscription
	Parameter name
	Direction
		Optional
	Description

	serviceSubscriptionId
	IN
	NO
	The M2M Service Subscription (M2M-Service-Profile-ID) for the device

	nodeId
	IN
	NO
	The unique M2M Node identifier in the context of the M2M Service Subscription.

	applicationRuleIds
	IN
	YES
	A list of Application Rule Identifier. When present this list will overlay the list of Applications associated with the Node.

	externalIds
	IN
	YES
	List of URNs that represent the external identifiers associated with this device. When present this list will overlay the list of external identifiers associated with the Node.

	responseType
	OUT
	YES
	Unique response types for this service.
· M2M Service Subscription does not exist
· M2M Node does not exist for the M2M Service Subscription



Table 6.9.2.13.2-1 Service Subscription Administration – updateNodeForServiceSubscription capability
[bookmark: _Toc389129009][bookmark: _Toc406595998]6.9.2.13.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the updateNodeForServiceSubscription capability


Figure 6.9.2.13.3-1 Service Subscription Administration – updateNodeForServiceSubscription Diagram
[bookmark: _Toc389129010][bookmark: _Toc406595999]6.9.2.13.4	Post-Conditions
When parameters are present, the M2M Applications and External Identifiers are replaced for the M2M Node.
[bookmark: _Toc389129011][bookmark: _Toc406596000]6.9.2.13.5	Exceptions
Not Applicable
[bookmark: _Toc389129012][bookmark: _Toc406596001]6.9.2.13.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc389129013][bookmark: _Toc406596002]6.9.2.13.7	oneM2M Resource Interworking
This service capability updates the M2M Application and/or External Identifier list(s) for the Node in the context of the M2M Service Subscription Profile. This capability maps to the UPDATE procedure of the <serviceSubscribedNode> resource. 


[bookmark: _Toc406596003]6.9.2.14	updateApplicationRule
This service capability provides the ability to update an Application Rule. This service capability shall be restricted to the Msc and Mca Reference Points.
[bookmark: _Toc406596004]6.9.2.14.1	Pre-conditions
Not Applicable
[bookmark: _Toc406596005]6.9.2.14.2	Signature – updateApplicationRule
	Parameter name
	Direction
		Optional
	Description

	applicationRuleId
	IN
	NO
	The unique Application Rule identifier in the context of the M2M Service Subscription.

	credentialIds
	IN
	YES
	List of credential identifiers for which this Application Rule is applicable, i.e. for registration requests coming into the M2M System via a Security Association Endpoint (SEA) [i.5], that was authenticated using credentials that match with any of these credential identifiers, the current Application Rule applies.
When present this list will overlay the list of credential identifiers.

	allowedApplicationIds
	IN
	YES
	List of M2M Application Identifiers (App-ID) that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [i.6].
When present this list will overlay the list of allowed App-IDs.

	allowedAEIds
	IN
	YES
	List of M2M Application Entity Identifiers (AE-ID) that shall be considered to be allowed for AE registration requests.
When present this list will overlay the list of allowed AE-IDs.

	responseType
	OUT
	YES
	Unique response types for this service.
· Application Rule does not exist.


Table 6.9.2.14.2-1 Service Subscription Administration – updateApplicationRule capability
[bookmark: _Toc406596006]6.9.2.14.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue the updateApplicationRule capability


Figure 6.9.2.14.3-1 Service Subscription Administration – updateApplicationRule Diagram

[bookmark: _Toc406596007]6.9.2.14.4	Post-Conditions
When parameters are present, the Allowed Application, AEs and Credentials are replaced for the Application Rule.
[bookmark: _Toc406596008]6.9.2.14.5	Exceptions
Not Applicable
[bookmark: _Toc406596009]6.9.2.14.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406596010]6.9.2.14.7	oneM2M Resource Interworking
This service capability updates an Application Rule. This capability maps to the UPDATE procedure of the <serviceSubscribedAppRule> resource. 




[bookmark: _Toc398305050][bookmark: _Toc401215990][bookmark: _Toc406596011]6.11	Registration
[bookmark: _Toc398305051][bookmark: _Toc401215991][bookmark: _Toc406596012]6.11.1	Overview
The Registration service provides the ability for:
· Initial Registration of an AE 
· Refresh an existing Registration of an AE
· AE initiated termination of an existing Registration
[bookmark: _Toc398305052][bookmark: _Toc401215992][bookmark: _Toc406596013]6.11.2	Service Capabilities
[bookmark: _Toc398305053][bookmark: _Toc401215993][bookmark: _Toc406596014]6.11.2.1	registerAE 
This service capability enables an AE or a third party provisioned with the proper authorization to register with the M2M System. This service capability shall be restricted across the Mca Reference Point.
[bookmark: _Toc406596015]6.11.2.1.1	Pre-conditions
The AE has not registered with the M2M System. An AE identifier may have been already allocated to the registering AE and acquired by the AE by means outside the scope of this specification. 
[bookmark: _Toc406596016]6.11.2.1.2	Signature – registerAE
	Parameter name
	Direction
	Optional
	Description

	from 
	IN
	NO
	The identifier of the Originator of the request. It can be the Application Identifier (App-ID) or an Application Identifier (AE-ID)

	requestId
	IN-OUT
	YES
	The request identifier. When supplied by the Originator, the same value is returned in the response if the response is applicable for the message exchange pattern. If not supplied by the Originator, the M2M System supplied a globally unique value in the response if the response is applicable for the message exchange pattern.

	pointOf Access
	IN
	NO
	The point of Access of the registered AE. 

	applicationId
	IN
	NO
	The Application Identifier (App-ID).

	credentialId
	IN
	YES
	Application Credential-ID used to identify the Application Entity for the Application. It is used to retrieve the corresponding M2M Service Subscription.

	expirationTime
	IN
	NO
	The expiration time of the registration as requested by the Originator.

	aeId
	IN-OUT
	Optional for IN only-Not Optional for OUT
	Application Entity (AE-ID) is provided back in the response.

	responseType
	OUT
	NO
	Unique response types for this service:
· AE successfully registered
· AE not successfully registered
· M2M Service Subscription does not exist
· Invalid Application Credential Identifier.


Table 6.11.2.1.2-1 Registration – registerAE capability

[bookmark: _Toc406596017]6.11.2.1.3	Services Interaction
The interactions of service capabilities required for this service capability:
1. Associate the AE with the M2M Service Subscription 
2. Issue the request to the Supporting Service. 
3. Send a notification to the Ddevice Oonboarding Ssupporting Sservice for a first-time application registration  in the event there is a subscription of the first contact event by the Supporting Service.






Figure 6.11.2.1.3-1 Registration – registerAE Diagram
[bookmark: _Toc406596018]6.11.2.1.4	Post-Conditions
AE is registered and can start using service capabilities
The returned AE-ID shall be used in any subsequent operation related to that application
[bookmark: _Toc406596019]6.11.2.1.5	Exceptions
Not Applicable
[bookmark: _Toc406596020]6.11.2.1.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc380831444][bookmark: _Toc406596021]6.11.2.1.7	oneM2M Resource Interworking
This service capability maps to the CREATE procedure of the <AE> resource. 

[bookmark: _Toc398305054][bookmark: _Toc401215994][bookmark: _Toc406596022]f6.11.2.2	refreshAERegistration
This service capability enables an AE or a third party provisioned with the proper authorization to refresh an existing AE registration with the M2M System. This service capability shall be restricted to the Mca and Msc Reference Points.
[bookmark: _Toc406596023]6.11.2.2.1	Pre-conditions
The AE has successfully registered with the M2M System.
The the Mca and Msc Reference Points contains the Application Entity (aeId) that the Originator has requested to be used for future exchanges between the AE and the M2M System or the identifier of the third party. For the Mca reference point this value is contained with the common request input parameters.
[bookmark: _Toc406596024]6.11.2.2.2	Signature – refreshAERegistration
	Parameter name
	Direction
	Optional
	Description

	Mca Common request input parameters
	-
	-
	See Table A.2.1-1 
Note: from parameter includes the identity of the third party, otherwise it will be the AE-ID 

	aeId
	IN
	NO
	The Application Entity Identifier (AE-ID) of the request originator.

	pointOfAccess
	IN
	YES
	The point of Access of the registered AE. POA is optional only if identical to the one in the refreshed registration

	expirationTime
	IN
	NO
	The expiration time of the registration as requested by the Originator.

	responseType
	OUT
	NO
	Unique response types for this service:
· AE successfully refreshed
· Registration does not exist


Table 6.11.2.2.2-1 Registration – refreshAERegistration capability
[bookmark: _Toc406596025]6.11.2.2.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Issue a request to regresh the AE association with the M2M Service Profile
2. Issue the request to the Supporting Service

Issue a request to Issue a refreshAEAssociationWithServiceSubscription to the service subscription Administration
Issue the request to Supporting Service




Figure 6.11.2.2.3-1 Registration – refreshAERegistration Diagram
[bookmark: _Toc406596026]6.11.2.2.4	Post-Conditions
AE The Application Entity is registration is refereshed and can continue using service capabilities.
[bookmark: _Toc406596027]6.11.2.2.5	Exceptions
Not Applicable
[bookmark: _Toc406596028]6.11.2.2.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406596029]6.11.2.2.7	oneM2M Resource Interworking
This service capability maps to the UPDATE procedure of the <AE> resource. 

[bookmark: _Toc398305055][bookmark: _Toc401215995][bookmark: _Toc406596030]6.11.2.3	deregisterAE
This service capability enables an AE or a third party provisioned with the proper authorization to deregister  an AE from the M2M System. This service capability shall be restricted to the Mca Reference Points.
[bookmark: _Toc406596031]6.11.2.3.1	Pre-conditions
The AE successfully registered with the M2M System.
The the Mca and Msc Reference Points contains the Application Entity (aeId) that the Originator has requested to be used for future exchanges between the AE and the M2M System or the identifier of the third party. For the Mca reference point this value is contained with the common request input parameters.

[bookmark: _Toc406596032]6.11.2.3.2	Signature – deregisterAE
	Parameter name
	Direction
	Optional
	Description

	Mca Common request input parameters
	-
	-
	See Table A.2.1-1 
Note: from parameter includes the identity of the third party, otherwise it will be the AE-ID

	aeId
	IN
	NO
	The Application Identifier (AE-ID)

	 responseType
	OUT
	NO
	Unique response types for this service:
· AE successfully De-registered
· Registration does not exist


Table 6.11.2.3.2-1 Registration – deregisterAE capability
[bookmark: _Toc406596033]6.11.2.3.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Disassociate the AE with Service Subscription 
2. Issue the request to Supporting Services.
3. Send a notification  to device onboarding service supporting service for application de-registration in the event there is a subscription








Figure 6.11.2.3.3-1 Registration – deregisterAE Diagram
[bookmark: _Toc406596034]6.11.2.3.4	Post-Conditions
AE is no longer registered and cannot use any services. 
[bookmark: _Toc406596035]6.11.2.3.5	Exceptions
Not Applicable
Transaction Pattern: Participation allowed
[bookmark: _Toc406596036]6.11.2.3.6	oneM2M Resource Interworking
This service capability maps to the DELETE procedure of the <AE> resource. 






























	



[bookmark: _Toc398305056][bookmark: _Toc401215996][bookmark: _Toc406596037]6.12	Registration Administration
[bookmark: _Toc398305057][bookmark: _Toc401215997][bookmark: _Toc406596038]6.12.1	Overview
The Registration administration service provides the ability for:
· Retrieve the AE’s Registration status
· Revoke an AE existing Registration
· Permit subscriptions to AE Registration events
· Removal of subscriptions to AE Registration events
[bookmark: _Toc398305058][bookmark: _Toc401215998][bookmark: _Toc406596039]6.12.2	Service Capabilities



[bookmark: _Toc398305059][bookmark: _Toc401215999][bookmark: _Toc406596040]6.12.2.1	getRegistrationStatus 
This service capability enables a third partySupporting Service authorized for this operation, to retrieve the registration status for an AE. This service capability is limited restricted to the Msc Reference Point.
[bookmark: _Toc406596041]6.12.2.1.1	Pre-conditions
The Msc Reference Point may contain  the Application Entity (AE-ID) that the Originator has requested to be used for future exchanges between the AE and the M2M System or the identiftier of the third party.Not Applicable
[bookmark: _Toc406596042]6.12.2.1.2	Signature – getRegistrationStatus
	Parameter name
	Direction
	Optional
	Description

	Mca Common request input parameters
	-
	-
	See Table A.2.1-1
Note: from parameters includes the identity of the third party, otherwise it will be the AE-ID 

	aeId
	IN
	NO
	The Application Entity Identifier (AE-ID)

	responseType
	OUT
	NO
	Unique response types for this service:
· AE successfully retrievedis registered
· Registration AE registration does not exist


Table 6.12.2.1.2-1 Registration Administration – getRegistrationStatus capability
[bookmark: _Toc406596043]6.12.2.1.3	Service Interaction
The interactions of service capabilities required for this service capability:
1. Pefrom common processing
2. Retrieve the Application Entity information
3. 
4. 










Figure 6.12.2.1.3-1 Registration Administration – getRegistrationStatus Diagram


[bookmark: _Toc406596044]6.12.2.1.4	Post-Conditions
Not Applicable
[bookmark: _Toc406596045]6.12.2.1.5	Exceptions
Not Applicable
[bookmark: _Toc406596046]6.12.2.1.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406596047]6.12.2.1.7	oneM2M Resource Interworking
This service capability maps to the RETRIEVE procedure of the <AE> resource. 

[bookmark: _Toc398305060][bookmark: _Toc401216000][bookmark: _Toc406596048]6.12.2.2	revokeAERegistration 
This service capability enables a third partySupporting Service authorized for this operation to revoke an existing AE registration. This service capability shall be restricted to the Msc Reference Points
[bookmark: _Toc406596049]6.12.2.2.1	Pre-conditions
The AE is successfully registered with the M2M System.
The Common request input parameters for the Msc Reference Point may contain the Application Entity (aeI) that the Originator has requested to be used for future exchanges between the AE and the M2M System or the identity of the third party.
[bookmark: _Toc406596050]6.12.2.2.2	Signature – revokeAERegistration
	Parameter name
	Direction
	Optional
	Description

	Mca Common request input parameters
	-
	-
	See Table A.2.1-1 
Note: from parameter includes the identity of the third party, otherwise it will be the AE-ID

	aeId
	IN
	NO
	aeIdApplication Entity Identifier (AE-ID)

	 responseType
	OUT
	NO
	Unique response types for this service:
· AE successfully De-registsredregistered
· Registration does not exist


Table 6.12.2.2.2-1 Registration Administration – revokeAERegistration capability
[bookmark: _Toc406596051]6.12.2.2.3	Service Interaction
The interactions of service capabilities required for this service capability:
1. Perform common request processing
2. Issue a request to the Service Subscription Administration to fetch the service profile.
3. Disassociate the AE from the M2M Service Subscription




Figure 6.12.2.2.3-1 Registration Administration – revokeAERegistration Diagram

[bookmark: _Toc406596052]6.12.2.2.4	Post-Conditions
AE The Application Entity is no longer registered and cannot use any services 
[bookmark: _Toc406596053]6.12.2.2.5	Exceptions
Not Applicable
[bookmark: _Toc406596054]6.12.2.2.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406596055]6.12.2.2.7	oneM2M Resource Interworking
This service capability maps to the DELETECREATE procedure of the <AE> resource.

[bookmark: _Toc398305061][bookmark: _Toc401216001][bookmark: _Toc406596056]6.12.2.3.	subscribeInitialAERegistrationEvent 
This service capability enables subscription  tosubscription to the initial (first time only) registration of an AE on all devices. This capability shall be restricted to the Msc Reference Point.
[bookmark: _Toc406596057]6.12.2.3.1	Pre-conditions
Not Applicable 
[bookmark: _Toc406596058]6.12.2.3.2	Signature – subscribeInitialAERegistrationEvent
	Parameter name
	Direction
	Optional
	Description

	Common request input parameters
	-
	-
	See Table A.2.1-1 
Note: from parameter includes the identity of the third party.

	subscriptionId
	OUT
	NO
	Return subscriptionId in case of a success.

	responseType

	OUT
	NO
	Unique response types for this service:
· successfully Successfully subscribed
· not Not successfully subscribed


6.12.2.3.2-1 Registration Administration – subscribeInitialAERegistrationEvent capability

[bookmark: _Toc406596059]6.12.2.3.3	Service Interaction
The interactions of service capabilities required for this service capability:
1. Perform commonrequest processing.Subscribe the requesting AE for the initial registration event.



Figure 6.12.2.3.3-1 Registration Administration– subscribeInitialAERegistrationEvent Diagram

[bookmark: _Toc406596060]6.12.2.3.4	Post-Conditions
An event is created A Subscription is created for the Originator to receive initial contact events.
[bookmark: _Toc406596061]6.12.2.3.5	Exceptions
Not Applicable
[bookmark: _Toc406596062]6.12.2.3.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406596063]6.12.2.3.7	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc398305062][bookmark: _Toc401216002][bookmark: _Toc406596064]6.12.2.4	unsubscribeInitialAERegistrationEvent 
This service capability enables a third party having the ACPSupoorting Service for this operation to remove an existing subscription against an AE initial registration. This capability shall be restricted to the Msc Reference Point.
[bookmark: _Toc406596065]6.12.2.4.1	Pre-conditions
Not Applicable
[bookmark: _Toc406596066]6.12.2.4.2	Signature – unsubcribeInitialAERegistrationEvent
	Parameter name
	Direction
	Optional
	Description

	Common request input parameters
	-
	-
	See Table A.2.1-1 
Note: from parameter includes the identity of the third party. 

	subscriptionId
	IN
	NO
	The subscriptionId for the AE initial registration event.

	responseType
	OUT
	NO
	Unique response types for this service:
· Successfully unsubscribed 
· Subscription does not exist


Table 6.12.2.4.2-1 unsubscribeInitialAERegistrationEvent capability

[bookmark: _Toc406596067]6.12.2.4.3	Service Interaction
The interactions of service capabilities required for this service capability:
1. Perform common request prcoessingRemove the subscription



Figure 6.12.2.4.3-1 Registration Administration – unsubscribeInitialAERegistrationEvent Diagram
[bookmark: _Toc406596068]6.12.2.4.4	Post-Conditions
Subscription to AE no longer exists for the Originatorinitial registration event is removed.
[bookmark: _Toc406596069]6.12.2.4.5	Exceptions
Not Applicable
[bookmark: _Toc406596070]6.12.2.4.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
[bookmark: _Toc406596071]6.12.2.4.7	oneM2M Resource Interworking
Not Applicable


[bookmark: _Toc396809022][bookmark: _Toc398307412][bookmark: _Toc401216055][bookmark: _Toc406596072]Annex F (Informative): Registration Services
[bookmark: _Toc396809023][bookmark: _Toc398307413][bookmark: _Toc401216056][bookmark: _Toc406596073]F.1	Overview
This annex illustrates the usage of the services for requests to register AEs across the Mca Reference Point and between M2M Service Components across the Msc Reference Point.
[bookmark: _Toc396809017][bookmark: _Toc398307414][bookmark: _Toc401216057][bookmark: _Toc406596074][bookmark: _Toc396809024]F.2	Mca Registration Service Processing and Supporting Services
AEs communicate with the M2M System over the Mca Reference Point through the SE component. The SE component accepts the request from the AE and provides the request to the Supporting Service in order allow the M2M Service Provider to ensure the request is properly authorized and recorded. In addition, the M2M Service Provider is able to orchestrate other capabilities that have not been specified.
[bookmark: _Toc398307415][bookmark: _Toc401216058][bookmark: _Toc406596075][bookmark: _Toc396809025]F.2.1	Message Exchanges  
[bookmark: _Toc396809026][bookmark: _Toc398307416][bookmark: _Toc401216059][bookmark: _Toc406596076]F.2.1.2	Service Capabilities
[bookmark: _Toc406596077]F.2.1.2.1	registerAE 
This service capability enables an AE or a third party provisioned with the proper authorization to register with the M2M System. This service capability shall be restricted across the Mca Reference Point 
F.2.1.2.1.1	Pre-conditions
The AE has not registered with the M2M System.
The pre-conditions for Mca Received Requests are met.
F.2.1.2.1.2	Signature – registerAE
	Parameter name
	Direction
	Optional
	Description

	From 
	IN
	NO
	The identifier of the Originator of the request. It can be the Application Identifier (App-ID).

	Mca Common request input parametersrequestId
	IN-OUT-
	NO-
	TSee Table A.2.1-1he request identifier. When supplied by the Originator, the same value is returned in the response if the response is applicable for the message exchange pattern. If not supplied by the Originator, the M2M System supplied a globally unique value in the response if the response is applicable for the message exchange pattern.

	pointOf Access
	IN
	NO
	The point of Access of the registered AE. 

	applicationId
	IN
	NO
	The Application Identifer (App-ID).

	credentialId
	IN
	YES
	Application Credentials. It is used to retrieve the corresponding Service Subscription

	expirationTime
	IN
	NO
	The expiration time of the registration as requested by the Originator

	aeId
	IN-OUT
	Option for IN only-Not an Option for OUT 
	The Application Entity Identiifer (AE-ID) is provided back in the response

	responseType
	OUT
	NO
	Unique response types for this service:
· AE successfully registered
· AE not successfully registered


Table  F.2.1.2.1.2-1  Registration Services – registerAE capability
F.2.1.2.1.3	Service Interactions
The interactions of service capabilities required for this service capability:
1. Perform the Common Request Services for requests across the Mca Reference Point 
2. Record the event



Figure F.2.1.2.1.3-1 Registration Services – registerAE Diagram
F.2.1.2.1.4	Post-Conditions
Success case: The request is permitted.
Failure case: The request is not permitted and a response type is transmitted back to the AEEvent is recorded
F.2.1.2.1.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
F.2.1.2.1.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 250ms


[bookmark: _Toc406596078]F.2.1.2.2	refreshAERegistration
This service capability enables an AE or a third party provisioned with the proper authorization to refresh an existing registration with the M2M System
 Y2.1.2.2.1	Pre-conditions
The pre-conditions for Mca Received Requests are met.
The AE is registered and allocated an aeId by the M2M System.
F.2.1.2.2.2	Signature – refreshAERegsitration
	Parameter name
	Direction
	Optional
	Description

	Mca Common request input parameters
	-
	-
	See Table A.2.1-1 

	aeId
	IN
	NO
	AE-ID The Application Entity Identifier (AE-ID) to be refreshed.

	pointOfAccess
	IN
	YES
	The point of Access of the registered AE. POA is optional only if identical to the one in the refreshed registration

	expirationTime
	IN
	NO
	The expiration time of the registration as requested by the Originator.

	responseType
	OUT
	NO
	Unique response types for this service:
· AE successfully refreshed
· Registration Does does not exist



Table F.2.1.2.2.2-1 Registration Services – refreshAERegistration capability
F.2.1.2.2.3	Service Interactions
The interactions of service capabilities required for this service capability: 
1. Perform the Common Request Services for requests across the Msc Reference Point
1. Record the event




Figure F.2.1.2.2.3-1 Registration Services – refreshAERegistration Diagram	Comment by tcarey: Why wouldnt refresh go through common processing (e.g., authorization?)
F.2.1.2.2.4	Post-Conditions
Success case: The request is permitted.
Failure case: The request is not permitted and a response type is transmitted to the AE
F.2.1.2.2.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
F.2.1.2.2.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 50ms


[bookmark: _Toc406596079]F.2.1.2.3	deregisterAE 
This service capability enables an AE or a third party provisioned with the proper ACP to deregister from the M2M System.
F.2.1.2.3.1	Pre-conditions
The pre-conditions for Mca Received Requests are met.
The Application EntityaeId  is registered.
F.2.1.2.3.2	Signature – deregisterAE
	Parameter name
	Direction
	Optional
	Description

	Mca Common request input parameters
	-
	-
	See Table A.2.1-1 

	aeId
	IN
	NO
	The Application Entity Identifier (AE-ID) to be deregistered.

	 responseType
	OUT
	NO
	Unique response types for this service:
· AE successfully De-registsred
· Registration Does does not exist



Table F.2.1.2.3.2-1 RegistrationServcies – deregisterAE capability
F.2.1.2.3.3	Service Interactions 
The interactions of service capabilities required for this service capability:
1. Perform the Common Request Services for requests across the Msc Reference Point
2. Record the event






Figure F.2.1.2.3.3-1 Registration Services – deregisterAE Diagram
F.2.1.2.3.4	Post-Conditions
Success case: The request is permitted.
Failure case: The request is not permitted and a response type is transmitted back to the AE
F.2.1.2.3.5	Exceptions
No unique exceptions for this service capability.
Consumed services may throw exceptions which are forwarded by this service capability.
F.2.1.2.3.6	Policies for Use
Message Exchange Patterns: In-Out
Transaction Pattern: Participation allowed
Maximum Response: 300ms
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