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Introduction

It is proposed to clean device management editorial notes：

1. In clause 6.6.2.5, Editor’s note; There are post conditions that requires the M2M System to maintain the “state” of the report (i.e., sequence number.

Add description in 6.6.2.5 Post-Conditions
2. In clause 6.6.2.6, Editors Note: Need to clarify the device’s reachability schedule.
In clause 6.2.9.2 of TS-001, Reachability schedules; which are elements of a Node's policy, and specify when messaging can occur between Nodes.
In clause 9.6.9 of TS-001, Resource Type schedule
Change operation exception in Table 6.6.2.6.2-1: The node of device’s reachability schedule is inconsistent with the schedule of the Orchestration rule.
Change 6.6.2.6.7 for interworking with <schedule> resource.
3. In clause D.2.2.1.6, Editors Note: We need a common service capability for Aggregate reports. Flow needs to account for the Report Policy.Aggregate reports need further study.
Accoring to batch notification mechanism in TS-001, use “batchReport” to replace “Aggregate reports”
Redesign 6.6.1.1.1.1 Report Policy, use “batchReport” to replace “Aggregate reports”, add “pendingReport” and “latestReport”
No need Aggregation policy.
Add new Batch Report Type, new PendingReport Enum in 6.6.1.1.1.28, new OperationMonitor Enum
in 6.6.1.1.1.29
New deviceManagementReport operation to combine old report operations such as reportFirmwareStatus, reportTroubleshootingStatus, reportSoftwareStatus.

For Request-Asynchronous Report operations such as downloadFirmware, installFirmware, upgradeFirmware there is no more need firmwareReport output parameter.
For Request-Asynchronous Report operations such as rebootDevice, resetDevice, uploadDeviceLog,  there is no more need troubleshootingReport output parameter.
For Request-Asynchronous Report operations such as downloadSoftware, installSoftware, activateSoftware, deactivateSoftware, removeSoftware, there is no more need softwareReport output parameter.

For Request-Response operations such as getFirmwareInformation, , there is no more need reportPolicy input parameter.
-----------------------Start of change -------------------------------------------
6.6
Device Management

6.6.1
Overview
The Device Management service provides for the capability for an AE to manage devices across the Mca Reference Point using supported device management message exchange patterns. This service utilizes management adapters to provide the management functions.

The supported device management message exchanges patterns are:

· Request-Response
· Request- Asynchronous Report
6.6.1.1
Device Management

The Device Management service permits AEs to request management operations (e.g., device configuration operations, device troubleshooting operations, device firmware management operations, and application software management operations) and provide the result or report/retrieve the status of the operations to the originating AE. 

AEs have the option to request to manage a targeted set of devices that include: 

· Individual device

· Multiple devices through the use of lists of devices

· A group that designates as list of devices using the groupId. 

AEs have option to request management operations to be performed based on a schedule.

AEs have the option to request that responses to requests be delivered synchronous (the request is held until all responses are received) or asynchronously (Reports of the operation are transmitted to the AE when an operation has completed) to the request submission. For asynchronous requests, reports are transmitted based on a report policy configured as part of the original request.

AEs also have the capability to request to manage devices by complex operations (e.g. upgradefirmware), where the M2M service platform can orchestrate management operations (e.g. installfirmware, downloadware) according to the business process. 
6.6.1.1.1
Supporting Rules

6.6.1.1.1.1
Report Policy Type
The report policy is used to determine how a report is sent by the M2M System to the AE. There is a choice of parameters used for batchReport, pendingReport, latestReport.
	
	

	
	


	Parameter
	Optional
	Description

	groupId
	YES
	The group identifier.

	operationMonitorList
	YES
	List of monitored operations. Enum OperationMonitor, see 6.6.1.1.1.29.

	batchReport
	YES
	This parameter indicates that AE wants to receive batches of reports rather than receiving them one at a time. This attribute e may include two values: the number of reports to be batched for delivery and a duration. If batchReport is used simultaneously with latestReport, only the latest report shall be sent.
Type BatchReport, see 6.6.1.1.1.2.

	pendingReport
	YES
	This parameter indicates how missed reports due to a period of connectivity. 
Enum PendingReport, see 6.6.1.1.1.28.

	latestReport
	YES
	This parameter indicates if AE wants only the latest report.


Table 6.6.1.1.1.1-1 Type:ReportPolicy
6.6.1.1.1.2
Batch Report Type

The BatchReport is complex type that defines the batch for reports. 
	Parameter
	Optional
	Description

	number
	YES
	The number of reports to be batched.

	duration
	YES
	The duration in which all the reports to be batched.


	
	

	
	


Table 6.6.1.1.1.2-1 Type: BatchReport 
6.6.1.1.1.3
Firmware Report Type

The FirmwareReport is complex type that defines the current state of a firmware management operation for a specific device. 
	Parameter
	Optional
	Description

	groupId
	YES
	The group identifier.

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	operation
	YES
	The firmware management operation.(e.g. installFirmware, downloadFirmware)

	operationResult
	YES
	The firmware management operation execution result. 

	operationStatus
	YES
	The firmware management operation execution status. It can be Initiated, Started, Finished, Cancelled, or Deleted.


Table 6.6.1.1.1.3-1 Type: FirmwareReport

6.6.1.1.1.4
Orchestration Rule Type

The OrchestrationRule is a complex type that describes the target and associated schedule of the request for the execution of the management operation.

	Parameter
	Optional
	Description

	groupId
	YES
	The group identifier.

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	operation
	NO
	The orchestrated operation. (e.g. installFirmware, downloadFirmware)

	schedule
	YES
	The time when to execute firmware operation. If it is not provided, the operation shall be executed immediately. 


Table 6.6.1.1.1.4-1 Type: OrchestrationRule
6.6.1.1.1.5
Firmware Info Type

The FirmwareInfo is a complex type that describes the version, name, URL of the device firmware.

	Parameter
	Optional
	Description

	version
	YES
	The version of the firmware.

	name
	YES
	The name of the firmware to be used on the device.

	url
	YES
	The URL from which the firmware image can be downloaded.


Table 6.6.1.1.1.5-1 Type: FirmwareInfo
6.6.1.1.1.6
Service Subscription Integration

In order for the Device Management Service to take advantage of the Management Adapter, there shall be association between the device associated with a Service Subscription and the service capability to the Management Adapter.
6.6.1.1.1.7
Device Info Type

The DeviceInfo is a complex type that describes the device label, manufacturer, model, device type, firmware version, software version, hardware version.

	Parameter
	Optional
	Description

	deviceLabel
	YES
	Unique device label assigned by the manufacturer. The uniqueness may be global or only valid within a certain domain (e.g. vendor-wise or for a certain deviceType).

	manufacturer
	YES
	The name/identifier of the device manufacturer.

	model
	YES
	The name/identifier of the device mode assigned by the manufacturer.

	deviceType
	YES
	The type (e.g. cell phone, photo frame, smart meter) or product class (e.g. X-series) of the device.

	fwVersion
	YES
	The firmware version of the device.

NOTE:
If the device only supports one kind of Software this is identical to softwareVersion.

	swVersion
	YES
	The software version of the device.

	hwVersion
	YES
	The hardware version of the device.


Table 6.6.1.1.1.7-1 Type: DeviceInfo
6.6.1.1.1.8
Memory Type

The Memory is a complex type that describes the current available amount of memory and the total amount of memory.

	Parameter
	Optional
	Description

	memAvailable
	YES
	The current available amount of memory in bytes.

	memTotal
	YES
	The total amount of memory in bytes.


Table 6.6.1.1.1.8-1 Type: Memory
6.6.1.1.1.9
Battery Type

The Battery is a complex type that describes the current battery level and the status of the battery.

	Parameter
	Optional
	Description

	level
	YES
	The current battery level as a percent of the battery capacity

	status
	YES
	Indicates the status of the battery. Enum BatteryStatus, see 6.6.1.1.1.11.


Table 6.6.1.1.1.9-1 Type: Battery
6.6.1.1.1.10
DeviceCapability Type

The DeviceCapability is a complex type that describes the name of the capability, attach label, capability action status.
	Parameter
	Optional
	Description

	name
	YES
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	attached
	YES
	Indicates whether the capability is attached to the device or not.

	state
	NO
	Indicates if the capability is enabled or disabled


Table 6.6.1.1.1.10-1 Type: DeviceCapability
6.6.1.1.1.11
BatteryStatus Enum
	Battery Status
	Description

	Normal
	The battery is operating normally and not on power.

	Charging
	The battery is currently charging.

	Charge Complete
	The battery is fully charged and still on power.

	Damaged
	The battery has some problem.

	Low Battery
	The battery is low on charge.

	Not Installed
	The battery is not installed.

	Unknown
	The battery information is not available.


Table 6.6.1.1.1.11-1 Enum: BatteryStatus
6.6.1.1.1.12
DeviceCapabilityName Enum
	Device Capability Name 
	Description

	Hardware: ExternalMemory 
	Used to enable/disable the removable card memory or storage disk. 

	Hardware: Display 
	Used to enable/disable the display screen. 

	Hardware: Camera 
	Used to enable/disable the camera. 

	Hardware: Speaker 
	Used to enable/disable the speaker. 

	I/O: Tethering 
	Used to enable/disable the device to be attached to other devices. 

	I/O: AudioInputEncoder 
	Used to enable/disable the audio input encoder. 

	I/O: AttachedDevice 
	Used to enable/disable the capability to allow other devices to be attached to this device. 

	I/O: Keyboard 
	Used to enable/disable the keyboard 

	I/O: InputPeripheral 
	Used to enable/disable the input peripheral. 

	I/O: OutputPeripheral 
	Used to enable/disable the output peripheral. 

	I/O: USB 
	Used to enable/disable the USB port. 

	I/O: SerialPort 
	Used to enable/disable the serial port. 

	I/O: ParallelPort 
	Used to enable/disable the Parallel port. 

	I/O: GPS 
	Used to enable/disable GPS capability 

	I/O: GNSS 
	Used to enable/disable GNSS capability 

	Connectivity: Bluetooth 
	Used to enable/disable the Bluetooth connectivity. 

	Connectivity: WLAN 
	Used to enable/disable the WLAN connectivity. 

	Connectivity: Infrared 
	Used to enable/disable the Infrared connectivity. 

	Connectivity: WCDMA 
	Used to enable/disable the WCDMA connectivity 

	Connectivity: GPRS 
	Used to enable/disable the GPRS connectivity 

	Connectivity: EDGE 
	Used to enable/disable the EDGE connectivity 

	Connectivity: CDMA 
	Used to enable/disable the CDMA connectivity 

	Connectivity: WiMAX 
	Used to enable/disable the WiMAX connectivity 

	Connectivity: LTE 
	Used to enable/disable the LTE connectivity 

	Connectivity: NFC 
	Used to enable/disable the NFC connectivity 

	Connectivity: TD-SCDMA 
	Used to enable/disable the TD-SCDMA connectivity 

	LAN Interfaces: USB
	Used to enable/disable the USB Interface

	LAN Interfaces: Wi-Fi
	Used to enable/disable the Wi-Fi Radio

	LAN Interfaces: HomePlug
	Used to enable/disable the HomePlug Interface

	LAN Interfaces: MoCA
	Used to enable/disable the MoCA Interface

	LAN Interfaces: UPA
	Used to enable/disable the UPA Interface

	Hardware: SmartCardReader
	Used to enable/disable the SmartCardReader


Table 6.6.1.1.1.11-1 Enum: DeviceCapabilityName
6.6.1.1.1.13
LockStatus Enum
	Lock Status 
	Description

	locked
	The device is locked.

	unlocked
	The device is unlocked.


Table 6.6.1.1.1.11-1 Enum: LockedStatus

6.6.1.1.1.14
Area Network Info Type
The AreaNwkInfo is a complex type that describes the information about a M2M area network. Information includes the area network identifier, area network name, area network type, and the list of devices in the M2M Area Network.

	Parameter
	Optional
	Description

	areaNwkId
	NO
	The unique area network identifier.

	areaNwkName
	YES
	The Area Network name.

	areaNwkType
	YES
	The areaNwkType is an implementation-chosen string that indicates the type of M2M Area Network.

	listOfDevices
	YES
	Indicates the list of devices in the M2M Area Network. Type AreaNwkDevice, see 6.6.1.1.1.15. From listOfDevices, the topology of the area network can be discovered and retrieved.


Table 6.6.1.1.1.14-1 Type: AreaNwkInfo
6.6.1.1.1.15
Area Network Device Type
The AreaNwkDevice is a complex type that describes the device information for a device in the context of a M2M Area Network. Information includes the device identifier, area network identifier and the area network device specific information.
	Parameter
	Optional
	Description

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	areaNwkDeviceInfo
	YES
	The area network device information. Type AreaNwkDeviceInfo, see 6.6.1.1.1.16.


Table 6.6.1.1.1.15-1 Type: AreaNwkDevice
6.6.1.1.1.16
Area Network Device Info Type
The AreaNwkDeviceInfo is a complex type that describes information about the device in the context of the M2M Area Network. Information includes the type of device, the interval of time between two sleep cycles, the time duration of each sleep cycle, the status of the device and any neighbor devices.

	Parameter
	Optional
	Description

	deviceType
	YES
	The type (e.g. cell phone, photo frame, smart meter) or product class (e.g. X-series) of the device.

	sleepInterval
	YES
	The interval between two sleep cycles.

	sleepDuration
	YES
	The time duration of each sleep cycle.

	status
	YES
	The status of the device (sleeping or waked up).

	listOfNeighbors
	YES
	Indicates the neighbour devices of the same area network. When modified, the connection relationship of the devices shall be modified accordingly.


Table 6.6.1.1.1.16-1 Type: AreaNwkDeviceInfo
6.6.1.1.1.17
LogTypeId Enum
	LogTypeId 
	Description

	system
	System log

	security
	Security log

	event
	Event log

	trace
	Trace log

	panic
	Panic log


Table 6.6.1.1.1.17-1 Enum: LogTypeId
6.6.1.1.1.18
LogStatus Enum
	LogStatus 
	Description

	Started
	the logging activity is started

	Stopped
	the logging activity is stopped

	Unknown
	the current status of the logging activity is unknown.

	NotPresent
	the log data is not present and the logData attribute shall be ignored.

	Error
	error conditions for the logging activities, and the logging is stopped.


Table 6.6.1.1.1.18-1 Enum: LogStatus
6.6.1.1.1.19

LogInfo Type

The LogInfo is a complex type that describes the log type, diagnostic data, log action status.

	Parameter
	Optional
	Description

	logTypeId
	NO
	The type of the log. E.g. security log, system log.
Enum LogTypeId, see 6.6.1.1.1.17.

	logData
	NO
	Diagnostic data logged upon event of interests defined by the diagnostic function.

	logActionStatus
	NO
	Indicates the status of the Action. E.g. Started, Stopped.
Enum LogStatus, see 6.6.1.1.1.18.


Table 6.6.1.1.1.19-1 Type: LogInfo
6.6.1.1.1.20

TroubleshootingReport Type

The TroubleshootingReport is complex type that defines the current state of a troubleshooting operation for a specific device. 
	Parameter
	Optional
	Description

	groupId
	YES
	The group identifier.

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	operation
	YES
	The troubleshooting operation.(e.g. rebootDevice, resetDevice, uploadDeviceLog)

	operationResult
	YES
	The troubleshooting operation execution result. 

	operationStatus
	YES
	The troubleshooting operation execution status. It can be Initiated, Started, Finished, Cancelling, or Cancelled.


Table 6.6.1.1.1.20-1 Type: TroubleshootingReport
6.6.1.1.1.21

Log Type

The Log is a complex type that describes the log information, log URL.

	Parameter
	Optional
	Description

	logInfo
	NO
	The log information. Type LogInfo, see 6.6.1.1.1.19.

	logURL
	NO
	The URL from which the log can be accessed.


Table 6.6.1.1.1.21-1 Type: Log
6.6.1.1.1.22
Log Filter Criteria
	Criterion name
	Description

	logTypeId
	The type of the log. E.g. security log, system log.
Enum LogTypeId, see 6.6.1.1.1.17.

	startTime
	The start time of log.

	endTime
	The end time of log.


Table 6.6.1.1.1.22 Log Filter Criteria

6.6.1.1.1.24
Action Enum
	Software Action
	Description

	Install
	The action that installs the software.

	Uninstall
	The action that un-installs the software.

	Activate
	The action that activates software previously installed.

	Deactivate
	The action that deactivates software.


Table 6.6.1.1.1.24-1 Enum: Action
6.6.1.1.1.25
Status Enum
	Status 
	Description

	Successful
	The status is successful.

	Failure
	The status is failure.

	In-Process
	The status is in process.


Table 6.6.1.1.1.25-1 Enum: Status
6.6.1.1.1.26

ActionStatus Type
The ActionStatus is a complex type that describes the action and related status.

	Parameter
	Optional
	Description

	action
	NO
	The action being performed 
Enum Action, see 6.6.1.1.1.24.

	status
	NO
	Indicates the status of the operation is successful, failure or in process. Enum Status, see 6.6.1.1.1.25.


Table 6.6.1.1.1.26-1 Type: ActionStatus
6.6.1.1.1.27

SoftwareReport Type

The SoftwareReport is complex type that defines the current state of an application software management operation for a specific device. 
	Parameter
	Optional
	Description

	groupId
	YES
	The group identifier.

	deviceId
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	operation
	YES
	The application software management operation.(e.g. downloadSoftware, installSoftware, activateSoftware, deactivateSoftware, removeSoftware)

	operationResult
	YES
	The application software management operation execution result. 

	installStatus
	YES
	Indicates the status of the install. 
Enum ActionStatus, see 6.6.1.1.1.26.

	activeStatus
	YES
	The status of active or deactivate action.
Enum ActionStatus, see 6.6.1.1.1.26.


Table 6.6.1.1.1.27-1 Type: SoftwareReport
6.6.1.1.1.28
PendingReport Enum
	PendingReport
	Description

	SendLatest
	Send the latest report.

	SendAllPending
	Send all pending report.


Table 6.6.1.1.1.28-1 Enum: PendingReport
6.6.1.1.1.29
OperationMonitor Enum
	Monitored Operation
	Description

	DownloadFirmware
	The downloadFirmware operation.

	InstallFirmware
	The installFirmware operation.

	RebootDevice
	The rebootDevice operation.

	ResetDevice
	The resetDevice operation.

	UploadDeviceLog
	The uploadDeviceLog operation.

	DownloadSoftware
	The downloadSoftware operation.

	InstallSoftware
	The installSoftware operation.

	ActiveSoftware
	The activeSoftware operation.

	DeactivateSoftware
	The deactivateSoftware operation.

	RemoveSoftware
	The removeSoftware operation.


Table 6.6.1.1.1.29-1 Enum: OperationMonitor
6.6.2
Service Capabilities

6.6.2.1
downloadFirmware
This service capability provides the ability for AEs to download device firmware.

6.6.2.1.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the service capability and device exist.
6.6.2.1.2
Signature – downloadFirmware
	Parameter name
	Direction
	
Optional
	Description

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. Type ReportPolicy, see 6.6.1.1.1.1.

	requestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· Report policy does not supported by the Management Adapter
· Firmware download failure,e.g. firmware miss dependency, firmware is too large for available program or data memory 


Table 6.6.2.1.2-1 Device Management Service –downloadFirmware capability

6.6.2.1.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.1.3-1 downloadFirmware Diagram
6.6.2.1.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to download firmware.
6.6.2.1.5
Exceptions

Not Applicable
6.6.2.1.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.1.7
oneM2M Resource Interworking
This service capability is used to download firmware. The service capability aligns with the <firmware> resource and maps to the UPDATE procedure for the attribute update of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.
6.6.2.2
installFirmware
This service capability provides the ability for AEs to install firmware on the device.

6.6.2.2.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the service capability and device exist.
The firmware to be installed exists on the device.
6.6.2.2.2
Signature –installFirmware
	Parameter name
	Direction
	
Optional
	Description

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. Type ReportPolicy, see 6.6.1.1.1.1.

	requestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· Report policy does not supported by the Management Adapter
· Firmware install failure, e.g. firmware is missing dependency on the device, firmware is too large for available program or data memory


Table 6.6.2.2.2-1 Device Management Service –installFirmware capability

6.6.2.2.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.2.3-1 installFirmware Diagram
6.6.2.2.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to install firmware.
6.6.2.2.5
Exceptions
Not Applicable
6.6.2.2.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.2.7
oneM2M Resource Interworking
This service capability is used to install firmware. The service capability aligns with the <firmware> resource and maps to the UPDATE procedure for the attribute update of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.

6.6.2.3 
getFirmwareInformation
This service capability provides the ability for AEs to get device firmware information.

6.6.2.3.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the service capability and device exist.
6.6.2.3.2
Signature –getFirmwareInformation
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	
	
	
	

	requestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareInfo
	OUT
	YES
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· 


Table 6.6.2.3.2-1 Device Management Service –getFirmwareInformation capability

6.6.2.3.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.3.3-1 getFirmwareInformation Diagram
6.6.2.3.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get firmware information.
6.6.2.3.5
Exceptions
Not Applicable

6.6.2.3.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.3.7
oneM2M Resource Interworking
This service capability is used to get firmware information. The service capability aligns with the <firmware> resource and maps to the RETRIEVE procedure for the attribute version, name, URL of the resource.
6.6.2.4 
getFirmwareExecStatus
This service capability provides the ability for AEs to get state of firmware management operation for a specific device.

6.6.2.4.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and previously submitted firmware request exist.
6.6.2.4.2
Signature –getFirmwareExecInstance
	Parameter name
	Direction
	
Optional
	Description

	operationRequestId
	IN
	NO
	The M2M Request Identifier of previously submitted firmware request (M2M-Request-ID)

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	requestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· 
· The previously submitted firmware request does not exist


Table 6.6.2.4.2-1 Device Management Service –getFirmwareExecInstance capability

6.6.2.4.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.4.3-1 getFirmwareExecStatus Diagram
6.6.2.4.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get firmware state of management operation.
6.6.2.4.5
Exceptions
Not Applicable

6.6.2.4.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.4.7
oneM2M Resource Interworking
This service capability is used to get state of firmware management operation. The service capability aligns with the <firmware> resource and maps to the RETRIEVE procedure for the attribute updateStatus of the resource. The service capability also aligns with the <execInstance> resource and maps to the RETRIEVE procedure for the attribute execStatus, execResult of the resource.
6.6.2.5
deviceManagementReport
This service capability provides the ability to report the device management operation execution result or status information to the AE. 
6.6.2.5.1
Pre-conditions
A correlation between a Management Adapter, the M2M Service Capability and previously submitted request exist.
6.6.2.5.2
Signature –deviceManagementReport
	Parameter name
	Direction
	
Optional
	Description

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	firmwareReportList
	IN
	YES
	Array of firmwareReport.
Type FirmwareReport, see 6.6.1.1.1.3.

	troubleshootingReportList
	IN
	YES
	Array of troubleshootingReport.
Type TroubleshootingReport, see 6.6.1.1.1.20.

	softwareReportList
	IN
	YES
	Array of softwareReport.
Type SoftwareReport, see 6.6.1.1.1.27.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.
· The target AE does not exist.
· 


Table 6.6.2.5.2-1 Device Management Service –deviceManagementReport capability

6.6.2.5.3
Post-Conditions
The AE has received a report of firmware operation execution status or result. The M2M System shall maintain the state of the report (i.e., sequence number) according to the report policy.

6.6.2.5.4
Exceptions
Not Applicable

6.6.2.5.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.5.6
oneM2M Resource Interworking
Not Applicable
6.6.2.6
upgradeFirmware
This service capability is a complex operation for AEs to upgrade firmware on one or more devices. The service capability utilizes orchestration rules for the related management operations such as downloadFirmware, installFirmware, getFirmwareInformation, getFirmwareExecInstance and reportFirmwareStatus according to the business process. 

This service capability permits AEs to upgrade the firmware on individual device, multiple devices or a group of devices. In addition the upgrade of the firmware is permitted based on a schedule for each of the operations. 
6.6.2.6.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between Management Adapter, the service capability and devices or device group exist.
6.6.2.6.2
Signature – upgradeFirmware
	Parameter name
	Direction
	
Optional
	Description

	orchestrationRuleList
	IN
	NO
	List of OrchestrationRule. Type OrchestrationRule, see clause 6.6.1.1.1.4.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. Type ReportPolicy, see 6.6.1.1.1.1.

	
	
	
	

	
	
	
	· 

	requestId
	OUT
	NO
	The M2M Request Identifier (M2M-Request-ID)

	
	
	
	


	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Report policy is not supported by the Management Adapter
· 
· The Orchestration Rules are not supported by the Management Adapter 
· Operation exception: The node of device’s reachability schedule is inconsistent with the schedule of the Orchestration rule. 


Table 6.6.2.6.2-1 Device Management Service –upgradeFirmware capability


6.6.2.6.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.6.3-1 upgradeFirmware Diagram
6.6.2.6.4
Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to manage firmware.
6.6.2.6.5
Exceptions
Not Applicable
· 
6.6.2.6.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.6.7
oneM2M Resource Interworking

This service capability is used to upgrade firmware. The service capability aligns with the <schedule> resource for reachability schedule .

6.6.2.7
getDeviceInformation
This service capability provides the ability for AEs to get device information.

6.6.2.7.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.
6.6.2.7.2
Signature – getDeviceInformation
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	deviceInfo
	OUT
	NO
	The device information. Type DeviceInfo, see 6.6.1.1.1.7.

	memory
	OUT
	YES
	The memory information. Type Memory, see 6.6.1.1.1.8.

	battery
	OUT
	YES
	The battery information. Type Battery, see 6.6.1.1.1.9.

	lockStatus
	OUT
	YES
	The device lock status. Enum LockStatus, see 6.6.1.1.1.13.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.7.2-1 Device Management Service –getDeviceInformation capability

6.6.2.7.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.7.3-1 getDeviceInformation Diagram
6.6.2.7.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device information.
Based on the capabilities supported by the device, the memory, battery and lock status information may or may not be returned.
6.6.2.7.5
Exceptions
Not Applicable
6.6.2.7.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.7.7
oneM2M Resource Interworking
This service capability is used to get device information. The service capability aligns with the <deviceInfo> resource and maps to the Retrieve procedure for the resource. The service capability aligns with the <memory> resource and maps to the Retrieve procedure for the resource. The service capability aligns with the <battery> resource and maps to the Retrieve procedure for the resource.
6.6.2.8
getDeviceCapabilities
This service capability provides the ability for AEs to get the device capabilities.
6.6.2.8.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.
6.6.2.8.2
Signature –getDeviceCapabilities
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	deviceCapabilities
	OUT
	YES
	List of deviceCapability. Type DeviceCapability, see 6.6.1.1.1.10.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.8.2-1 Device Management Service –getDeviceCapabilities capability

6.6.2.8.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.8.3-1 getDeviceCapabilities Diagram

6.6.2.8.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device capabilities.
6.6.2.8.5
Exceptions
Not Applicable
6.6.2.8.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.8.7
oneM2M Resource Interworking
This service capability is used to get device capabilities. The service capability aligns with the<deviceCapability> resource and maps to the RETRIEVE procedure for the resource. 

6.6.2.9 
enableDeviceCapability
This service capability provides the ability for AEs to enable device capability.

6.6.2.9.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the M2M Service Capability and device exist.
6.6.2.9.2
Signature –enableDeviceCapability
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	Name
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	state
	OUT
	NO
	Indicates if the capability is enabled or disabled.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.9.2-1 Device Management Service –enableDeviceCapability capability

6.6.2.9.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.9.3-1 enableDeviceCapability Diagram
6.6.2.9.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to enable device capability.
6.6.2.9.5
Exceptions
Not Applicable

6.6.2.9.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.9.7
oneM2M Resource Interworking
This service capability is used to enable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute enable of the resource.
6.6.2.10
disableDeviceCapability
This service capability provides the ability for AEs to disable device capability.

6.6.2.10.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the service capability and device exist.
6.6.2.10.2
Signature –disableDeviceCapability
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	name
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	state
	OUT
	NO
	Indicates if the capability is enabled or disabled.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.10.2-1 Device Management Service –disableDeviceCapability capability

6.6.2.10.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.10.3-1 disableDeviceCapability Diagram
6.6.2.10.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to disable device capability.
6.6.2.10.5
Exceptions
Not Applicable

6.6.2.10.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.10.7
oneM2M Resource Interworking
This service capability is used to disable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute disable of the resource.

6.6.2.11
getAreaNetworks
This service capability provides the ability for AEs to get area networks information.

6.6.2.11.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and area network exist.
6.6.2.11.2
Signature – getAreaNetworks
	Parameter name
	Direction
	
Optional
	Description

	areaNwks
	OUT
	YES
	Array of area network. Type AreaNwkInfo, see 6.6.1.1.1.14.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.11.2-1 Device Management Service –getAreaNetworks capability

6.6.2.11.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.11.3-1 getAreaNetworks Diagram
6.6.2.11.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get area networks information.
6.6.2.11.5
Exceptions
Not Applicable
6.6.2.11.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.11.7
oneM2M Resource Interworking
This service capability is used to get area networks information. The service capability aligns with the <areaNwkInfo> resource and maps to the RETRIEVE procedure for the resource. The service capability aligns with the <areaNwkDeviceInfo> resource and maps to the Retrieve procedure for the resource.
6.6.2.12
updateDeviceForAreaNetwork
This service capability provides the ability for AEs to update device information for area network.

6.6.2.12.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the M2M Service Capability, the device and area network exist.
6.6.2.12.2
Signature –updateDeviceForAreaNetwork
	Parameter name
	Direction
	
Optional
	Description

	areaNwkId
	IN
	NO
	The unique area network identifier.

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	areaNwkDeviceInfo
	IN
	YES
	The existing areaNwkDeviceInfo are replaced with the information in this parameter. Type AreaNwkDeviceInfo, see 6.6.1.1.1.16.

	lastModifiedTime
	OUT
	NO
	The modified time.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.12.2-1 Device Management Service –updateDeviceForAreaNetwork capability

6.6.2.12.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.12.3-1 updateDeviceForAreaNetwork Diagram
6.6.2.12.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to update device information for area network.
6.6.2.12.5
Exceptions
Not Applicable

6.6.2.12.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.12.7
oneM2M Resource Interworking
The service capability aligns with the <areaNwkDeviceInfo> resource and maps to the Update procedure for attribute devType , sleepInterval , sleepDuration , status , listOfNeighbors of the resource.
6.6.2.13
rebootDevice
This service capability provides the ability for AEs to reboot device.

6.6.2.13.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.
6.6.2.13.2
Signature – rebootDevice
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. Type ReportPolicy, see 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter


Table 6.6.2.13.2-1 Device Management Service –rebootDevice capability

6.6.2.13.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.13.3-1 rebootDevice Diagram
6.6.2.13.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to reboot device.
6.6.2.13.5
Exceptions
Not Applicable
6.6.2.13.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.13.7
oneM2M Resource Interworking
This service capability is used to reboot device. The service capability aligns with the <reboot> resource and maps to the Execute procedure for the attribute reboot of the resource. 
6.6.2.14
resetDevice
This service capability provides the ability for AEs to reset device.
6.6.2.14.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.
6.6.2.14.2
Signature –resetDevice
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. Type ReportPolicy, see 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter


Table 6.6.2.14.2-1 Device Management Service –resetDevice capability

6.6.2.14.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.14.3-1 resetDevice Diagram
6.6.2.14.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to reset device.
6.6.2.14.5
Exceptions
Not Applicable
6.6.2.14.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.14.7
oneM2M Resource Interworking
This service capability is used to reset device. The service capability aligns with the <reboot> resource and maps to the Execute procedure for the attribute factoryReset of the resource. 
6.6.2.15 
uploadDeviceLog
This service capability provides the ability for AEs to upload device log.

6.6.2.15.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the M2M Service Capability and device exist.
6.6.2.15.2
Signature –uploadDeviceLog
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	logInfo
	IN
	NO
	The log information. Type LogInfo, see 6.6.1.1.1.19.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	logURL
	OUT
	YES
	The URL from which the log can be uploaded.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter


Table 6.6.2.15.2-1 Device Management Service –uploadDeviceLog capability

6.6.2.15.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.15.3-1 uploadDeviceLog Diagram
6.6.2.15.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to upload device log.
6.6.2.15.5
Exceptions
Not Applicable

6.6.2.15.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.15.7
oneM2M Resource Interworking
This service capability is used to upload device log. The service capability aligns with the <eventLog> resource and maps to the Update procedure for the resource.
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6.6.2.16
getDeviceLogs
This service capability provides the ability for AEs to get all logs of a device.

6.6.2.16.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.
6.6.2.16.2
Signature – getDeviceLogs
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	logList
	OUT
	YES
	Array of log. Type Log, see 6.6.1.1.1.21.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.16.2-1 Device Management Service –getDeviceLogs capability

6.6.2.16.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.16.3-1 getDeviceLogs Diagram
6.6.2.16.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get all logs of a device.
6.6.2.16.5
Exceptions
Not Applicable

6.6.2.16.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.16.7
oneM2M Resource Interworking
This service capability is used to get all logs of a device. The service capability aligns with the <eventLog> resource and maps to the Retrieve procedure for the resource.
6.6.2.17
getDeviceLogInformation
This service capability provides the ability for AEs to get a device log information.

6.6.2.17.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.
6.6.2.17.2
Signature – getDeviceLogInformation
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	filterCriteria
	IN
	YES
	See Table 6.6.1.1.1.22

	logURL
	IN
	YES
	The URL from which the log can be accessed.

	log
	OUT
	YES
	Type Log, see 6.6.1.1.1.21.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.17.2-1 Device Management Service –getDeviceLogInformation capability

6.6.2.17.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.17.3-1 getDeviceLogInformation Diagram
6.6.2.17.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get a device log information.
6.6.2.17.5
Exceptions
Not Applicable

6.6.2.17.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.6.2.17.7
oneM2M Resource Interworking
This service capability is used to a device log information. The service capability aligns with the <eventLog> resource and maps to the Retrieve procedure for the resource.
 6.6.2.18
getSoftwareInformation
This service capability provides the ability for AEs to get application software information.

 6.6.2.18.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.
 6.6.2.18.2
Signature – getSoftwareInformation
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	OUT
	YES
	The version of the software.

	name
	OUT
	YES
	The name of the software.

	URL
	OUT
	YES
	The URL from which the software package can be downloaded.

	installStatus
	OUT
	YES
	Indicates the status of the install. 
Enum ActionStatus, see 6.6.1.1.1.26.

	activeStatus
	OUT
	YES
	The status of active or deactivate action.
Enum ActionStatus, see 6.6.1.1.1.26.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation


Table 6.6.2.18.2-1 Device Management Service –getSoftwareInformation capability

 6.6.2.18.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation


[image: image34.emf]getSoftwareInformation()

getSoftwareInformation()

getSoftwareInformation()

SE:

Device Management

Supporting Service:

Device Management

MA: Management 

Adapter

AE


Figure 6.6.2.18.3-1 getSoftwareInformation Diagram

 6.6.2.18.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get application software information.
 6.6.2.18.5
Exceptions
Not Applicable
 6.6.2.18.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.6.2.18.7
oneM2M Resource Interworking
This service capability is used to get application software information. The service capability aligns with the <software> resource and maps to the Retrieve procedure for the resource. 
 6.6.2.19
downloadSoftware
This service capability provides the ability for AEs to download application software.
 6.6.2. 19.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.
 6.6.2. 19.2
Signature –downloadSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	URL
	IN
	NO
	The URL from which the software package can be downloaded.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter


Table 6.6.2. 19.2-1 Device Management Service –downloadSoftware capability

 6.6.2. 19.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2. 19.3-1 downloadSoftware Diagram
 6.6.2. 194
Post-Conditions
The Management Adapter has submitted a request to the Management Server to download application software.
 6.6.2. 19.5
Exceptions
Not Applicable
 6.6.2. 19.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.6.2. 19.7
oneM2M Resource Interworking
This service capability is used to download application software. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute install of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.

 6.6.2.20 
installSoftware
This service capability provides the ability for AEs to install application software.

 6.6.2.20.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the M2M Service Capability and device exist.
 6.6.2.20.2
Signature –installSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter


Table 6.6.2.20.2-1 Device Management Service –installSoftware capability

 6.6.2.20.3
Service Interactions

The interactions of service capabilities required for this service capability:
2) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.20.3-1 installSoftware Diagram
 6.6.2.20.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to install application software.
 6.6.2.20.5
Exceptions
Not Applicable

 6.6.2.20.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.6.2.20.7
oneM2M Resource Interworking
This service capability is used to install application software. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute install of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.
 6.6.2.21
 activateSoftware
This service capability provides the ability for AEs to activate software previously installed.

 6.6.2.21.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the M2M Service Capability and device exist.
 6.6.2.21.2
Signature –activateSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter


Table 6.6.2.21.2-1 Device Management Service –activateSoftware capability

 6.6.2.21.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.21.3-1 activateSoftware Diagram

 6.6.2.21.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to activate software previously installed.
 6.6.2.21.5
Exceptions
Not Applicable

 6.6.2.21.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.6.2.21.7
oneM2M Resource Interworking
This service capability is used to activate software previously installed. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute activate of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.

 6.6.2.22 
deactivateSoftware
This service capability provides the ability for AEs to deactivates software.

 6.6.2.22.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and the device exist.
 6.6.2.22.2
Signature –deactivateSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter


Table 6.6.2.22.2-1 Device Management Service –deactivateSoftware capability

 6.6.2.22.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.22.3-1 deactivateSoftware Diagram
 6.6.2.22.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to deactivates software.
 6.6.2.22.5
Exceptions
Not Applicable

 6.6.2.22.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.6.2.22.7
oneM2M Resource Interworking
This service capability is used to deactivates software. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute deactivate of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.

 6.6.2.23
removeSoftware
This service capability provides the ability for AEs to uninstall the software.

 6.6.2.23.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and the device exist.
 6.6.2.23.2
Signature – removeSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Issuer does not have a Management Adapter for the requested operation
· report policy does not supported by the Management Adapter


Table 6.6.2.23.2-1 Device Management Service –removeSoftware capability

 6.6.2.23.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.6.2.23.3-1 removeSoftware Diagram
 6.6.2.23.4
Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to uninstall the software.
 6.6.2.23.5
Exceptions
Not Applicable

 6.6.2.23.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.6.2.23.7
oneM2M Resource Interworking
This service capability is used to install application software. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute uninstall of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.
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6.7
Management Adapter

6.7.1
Overview
The Management Adapter service provides the ability to adapt the M2M Service Layer operations to the technology specific operations of the Management Server.
6.7.2
Service Capabilities

6.7.2.1
downloadFirmware
This service capability provides the ability to download the specific device firmware.

6.7.2.1.1
Pre-conditions
A correlation between a Management Server, the service capability and device exist.
6.7.2.1.2
Signature – downloadFirmware
	Parameter name
	Direction
	
Optional
	Description

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	requestId
	IN
	NO
	The M2M Request Identifier (M2M-Request-ID)

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Report policy is not supported by the Management Adapter
· Firmware download failure, e.g. firmware is missing dependency on the device, firmware is too large for available program or data memory


Table 6.7.2.1.2-1 Management Adapter –downloadFirmware capability

6.7.2.1.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to download the firmware.
6.7.2.1.4
Exceptions

Not Applicable
6.7.2.1.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.1.6
oneM2M Resource Interworking
This service capability is used to download firmware. The service capability aligns with the <firmware> resource and maps to the UPDATE procedure for the attribute update of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.
6.7.2.2
installFirmware
This service capability provides the ability to install firmware on a device.

6.7.2.2.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.

6.7.2.2.2
Signature –installFirmware
	Parameter name
	Direction
	
Optional
	Description

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE.

	requestId
	IN
	NO
	The M2M Request Identifier (M2M-Request-ID)

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Report policy does not supported by the Management Adapter
· Firmware install failure, e.g. firmware is missing dependency on the device, firmware is too large for available program or data memory


Table 6.7.2.2.2-1 Management Adapter –installFirmware capability

6.7.2.2.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to install firmware.
6.7.2.2.4
Exceptions

Not Applicable
6.7.2.2.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.2.6
oneM2M Resource Interworking
This service capability is used to install firmware. The service capability aligns with the <firmware> resource and maps to the UPDATE procedure for the attribute update of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.
6.7.2.3
getFirmwareInformation
This service capability provides the ability to retrieve the information related to the firmware on a device..

6.7.2.3.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.

6.7.2.3.2
Signature –getFirmwareInformation
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription.

	
	
	
	

	requestId
	IN
	NO
	The M2M Request Identifier (M2M-Request-ID)

	firmwareInfo
	OUT
	YES
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

·  Exception: Request may not have been completed


Table 6.7.2.3.2-1 Management Adapter –getFirmwareInformation capability
6.7.2.3.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get the firmware information.
6.7.2.3.4
Exceptions
Not Applicable

6.7.2.3.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.3.6
oneM2M Resource Interworking
This service capability is used to get firmware information. The service capability aligns with the <firmware> resource and maps to the RETRIEVE procedure for the attribute version, name, URL of the resource.

6.7.2.4
getFirmwareExecStatus
This service capability provides the ability to get state of firmware management operation for a specific device.
6.7.2.4.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and previously submitted firmware request exist.
6.7.2.4.2
Signature –getFirmwareExecInstance
	Parameter name
	Direction
	
Optional
	Description

	operationRequestId
	IN
	NO
	The M2M Request Identifier of previously submitted firmware request (M2M-Request-ID)

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M Service Subscription. When provided the FirmwareReport type is generated for only the specified device.

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· The previously submitted firmware request does not exist


Table 6.7.2.4.2-1 Management Adapter –getFirmwareExecStatus capability

6.7.2.4.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get the firmware operation execution status or result for each device in the operation request.
6.7.2.4.4
Exceptions
Not Applicable

6.7.2.4.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.4.6
oneM2M Resource Interworking
This service capability is used to get state of firmware management operation. The service capability aligns with the <firmware> resource and maps to the RETRIEVE procedure for the attribute updateStatus of the resource. The service capability also aligns with the <execInstance> resource and maps to the RETRIEVE procedure for the attribute execStatus, execResult of the resource.
6.7.2.5
deviceManagementReport
This service capability provides the ability for the Management Adapter to report the device management operation execution result or status information. The Management Adapter can send one or multiple reports according to the report policy.

6.7.2.5.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and previously submitted requests exist.
6.7.2.5.2
Signature –deviceManagementReport
	Parameter name
	Direction
	
Optional
	Description

	to
	IN
	NO
	The identifier of the AE that is to receive the data(M2M-AppInst-ID)

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	firmwareReportList
	IN
	YES
	Array of firmwareReport.
Type FirmwareReport, see 6.6.1.1.1.3.

	troubleshootingReportList
	IN
	YES
	Array of troubleshootingReport.
Type TroubleshootingReport, see 6.6.1.1.1.20.

	softwareReportList
	IN
	YES
	Array of softwareReport.
Type SoftwareReport, see 6.6.1.1.1.27.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.
· The target AE does not exist.
· 


Table 6.7.2.5.2-1 Management Adapter –deviceManagementReport capability

6.7.2.5.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Issue the request to the Supporting Service to perform the operation
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Figure 6.7.2.5.3-1 deviceManagementReport Diagram

6.7.2.5.4
Post-Conditions

 The M2M System maintain the state of the report (i.e., sequence number) according to the report policy.

6.7.2.5.5
Exceptions
Not Applicable

6.7.2.5.6
Policies for Use
Message Exchange Patterns: Not Applicable
Transaction Pattern: Not Applicable
6.7.2.5.7
oneM2M Resource Interworking
Not Applicable
6.7.2.6
getDeviceInformation
This service capability provides the ability to get the specific device information.

6.7.2.6.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.
6.7.2.6.2
Signature –getDeviceInformation
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	deviceInfo
	OUT
	YES
	The device information. Type DeviceInfo, see 6.6.1.1.1.7.

	memory
	OUT
	YES
	The memory information. Type Memory, see 6.6.1.1.1.8.

	battery
	OUT
	YES
	The battery information. Type Battery, see 6.6.1.1.1.9.

	lockStatus
	OUT
	YES
	The device lock status. Enum LockStatus, see 6.6.1.1.1.13.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.6.2-1 Management Adapter –getDeviceInformation capability
6.7.2.6.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get the device information.
6.7.2.6.4
Exceptions
Not Applicable
6.7.2.6.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.6.6
oneM2M Resource Interworking
This service capability is used to get device information. The service capability aligns with the <deviceInfo> resource and maps to the RETRIEVE procedure for the resource. The service capability aligns with the <memory> resource and maps to the Retrieve procedure for the resource. The service capability aligns with the <battery> resource and maps to the Retrieve procedure for the resource.
6.7.2.7
getDeviceCapabilities
This service capability provides the ability to get device capabilities.

6.7.2.7.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.

6.7.2.7.2
Signature –getDeviceCapabilities
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	deviceCapabilities
	OUT
	YES
	Array of deviceCapability. Type DeviceCapability, see 6.6.1.1.1.10.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.7.2-1 Management Adapter –getDeviceCapabilities capability

6.7.2.7.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device capabilities.
6.7.2.7.4
Exceptions
Not Applicable
6.7.2.7.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.7.6
oneM2M Resource Interworking
This service capability is used to get device capabilities. The service capability aligns with the<deviceCapability> resource and maps to the RETRIEVE procedure for the resource. 
6.7.2.8
enableDeviceCapability
This service capability provides the ability to enable device capability.

6.7.2.8.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.

6.7.2.8.2
Signature –enableDeviceCapability
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	name
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	state
	OUT
	NO
	Indicates if the capability is enabled or disabled.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.8.2-1 Management Adapter –enableDeviceCapability capability

6.7.2.8.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to enable device capability.
6.7.2.8.4
Exceptions
Not Applicable

6.7.2.8.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.8.6
oneM2M Resource Interworking
This service capability is used to enable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute enable of the resource.
6.7.2.9
disableDeviceCapability
This service capability provides the ability to disable device capability.
6.7.2.9.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.
6.7.2.9.2
Signature –disableDeviceCapability
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	name
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	state
	OUT
	NO
	Indicates if the capability is enabled or disabled.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.9.2-1 Management Adapter –disableDeviceCapability capability

6.7.2.9.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to disable device capability.
6.7.2.9.4
Exceptions
Not Applicable

6.7.2.9.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.9.6
oneM2M Resource Interworking
This service capability is used to disable device capability. The service capability aligns with the <deviceCapability> resource and maps to the UPDATE procedure for the attribute disable of the resource.

6.7.2.10
getAreaNetworks
This service capability provides the ability to get area networks information.

6.7.2.10.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and area network exist.
6.7.2.10.2
Signature –getAreaNetworks
	Parameter name
	Direction
	
Optional
	Description

	AreaNwks
	OUT
	YES
	Array of area network. Type AreaNwkInfo, see 6.6.1.1.1.13.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.10.2-1 Management Adapter –getAreaNetworks capability

6.7.2.10.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get area networks information.
6.7.2.10.4
Exceptions
Not Applicable
6.7.2.10.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.10.6
oneM2M Resource Interworking
This service capability is used to get area networks information. The service capability aligns with the <areaNwkInfo> resource and maps to the RETRIEVE procedure for the resource. The service capability aligns with the <areaNwkDeviceInfo> resource and maps to the Retrieve procedure for the resource.
6.7.2.11
updateDeviceForAreaNetwork
This service capability provides the ability for the Management Adapter to update device information for area network.
6.7.2.11.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability, the device and area network exists.
6.7.2.11.2
Signature –updateDeviceForAreaNetwork
	Parameter name
	Direction
	
Optional
	Description

	areaNwkId
	IN
	NO
	The unique area network identifier.

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	areaNwkDeviceInfo
	IN
	YES
	The existing areaNwkDeviceInfo are replaced with the information in this parameter. Type AreaNwkDeviceInfo, see 6.6.1.1.1.15.

	lastModifiedTime
	OUT
	NO
	The modified time.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.11.2-1 Management Adapter –updateDeviceForAreaNetwork capability
6.7.2.11.3
Post-Conditions

The Management Adapter has submitted a request to the Management Server to update device information for area network.
6.7.2.11.4
Exceptions
Not Applicable

6.7.2.11.5
Policies for Use
Message Exchange Patterns: Not Applicable
Transaction Pattern: Not Applicable
6.7.2.11.6
oneM2M Resource Interworking
The service capability aligns with the <areaNwkDeviceInfo> resource and maps to the Update procedure for attribute devType , sleepInterval , sleepDuration , status , listOfNeighbors of the resource.

6.7.2.12
rebootDevice
This service capability provides the ability to reboot the specific device.

6.7.2.12.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.
6.7.2.12.2
Signature –rebootDevice
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.12.2-1 Management Adapter –rebootDevice capability

6.7.2.12.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to reboot the device.
6.7.2.12.4
Exceptions
Not Applicable
6.7.2.12.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.12.6
oneM2M Resource Interworking
This service capability is used to reboot device. The service capability aligns with the <reboot> resource and maps to the Execute procedure for the attribute reboot of the resource. 
6.7.2.13
resetDevice
This service capability provides the ability to reset device.

6.7.2.13.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.

6.7.2.13.2
Signature –resetDevice
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.13.2-1 Management Adapter –resetDevice capability
6.7.2.13.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to reset device.
6.7.2.13.4
Exceptions
Not Applicable
6.7.2.13.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.13.6
oneM2M Resource Interworking
This service capability is used to reset device. The service capability aligns with the <reboot> resource and maps to the Execute procedure for the attribute factoryReset of the resource. 
6.7.2.14
uploadDeviceLog
This service capability provides the ability to upload device log.

6.7.2.14.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.

6.7.2.14.2
Signature –uploadDeviceLog
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	logInfo
	IN
	NO
	The log information. Type LogInfo, see 6.6.1.1.1.19.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	logURL
	OUT
	YES
	The URL from which the log can be uploaded.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.14.2-1 Management Adapter –uploadDeviceLog capability
6.7.2.14.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to upload device log.
6.7.2.14.4
Exceptions
Not Applicable

6.7.2.14.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.14.6
oneM2M Resource Interworking
This service capability is used to upload device log. The service capability aligns with the <eventLog> resource and maps to the Update procedure for the resource.
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6.7.2.15
getDeviceLogs
This service capability provides the ability to get all logs of a device.

6.7.2.15.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.

6.7.2.15.2
Signature –getDeviceLogs
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	logList
	OUT
	YES
	Array of log. Type Log, see 6.6.1.1.1.21.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.15.2-1 Management Adapter –getDeviceLogs capability
6.7.2.15.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get all logs of a device.
6.7.2.15.4
Exceptions
Not Applicable

6.7.2.15.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.15.6
oneM2M Resource Interworking
This service capability is used to get all logs of a device. The service capability aligns with the <eventLog> resource and maps to the Retrieve procedure for the resource.
6.7.2.16
getDeviceLogInformation
This service capability provides the ability to get a device log information.

6.7.2.16.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.

6.7.2.16.2
Signature –getDeviceLogInformation
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	filterCriteria
	IN
	YES
	See Table 6.6.1.1.1.22

	logURL
	IN
	YES
	The URL from which the log can be accessed.

	log
	OUT
	YES
	Type Log, see 6.6.1.1.1.21.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.16.2-1 Management Adapter –getDeviceLogInformation capability
6.7.2.16.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get a device log information.
6.7.2.16.4
Exceptions
Not Applicable

6.7.2.16.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

6.7.2.16.6
oneM2M Resource Interworking
This service capability is used to get device log information. The service capability aligns with the <eventLog> resource and maps to the Retrieve procedure for the resource.
 6.7.2.17
getSoftwareInformation
This service capability provides the ability to get application software information.

 6.7.2.17.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.
 6.7.2.17.2
Signature –getSoftwareInformation
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	OUT
	YES
	The version of the software.

	name
	OUT
	YES
	The name of the software.

	url
	OUT
	YES
	The URL from which the software package can be downloaded.

	installStatus
	OUT
	YES
	Indicates the status of the install. 
Enum ActionStatus, see 6.6.1.1.1.26.

	activeStatus
	OUT
	YES
	The status of active or deactivate action.
Enum ActionStatus, see 6.6.1.1.1.26.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed

	
	
	
	


Table 6.7.2.17.2-1 Management Adapter –getSoftwareInformation capability
 6.7.2.17.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get application software information.
 6.7.2.17.4
Exceptions
Not Applicable
 6.7.2.17.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.7.2.17.6
oneM2M Resource Interworking
This service capability is used to get application software information. The service capability aligns with the <software> resource and maps to the Retrieve procedure for the resource.

 6.7.2.18
downloadSoftware
This service capability provides the ability to download application software.

 6.7.2.18.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.

 6.7.2.18.2
Signature –downloadSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	url
	IN
	NO
	The URL from which the software package can be downloaded.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.18.2-1 Management Adapter –downloadSoftware capability
 6.7.2.18.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to download application software.
 6.7.2.18.4
Exceptions
Not Applicable
 6.7.2.18.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.7.2.18.6
oneM2M Resource Interworking
This service capability is used to download application software. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute install of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.
 6.7.2.19
installSoftware
This M2M Service Capability provides the ability to install application software.

 6.7.2. 19.1
Pre-conditions
A correlation between a Management Server, the service capability and device exist.

 6.7.2. 19.2
Signature –installSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2. 19.2-1 Management Adapter –installSoftware capability
 6.7.2. 19.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to install application software.
 6.7.2. 19.4
Exceptions
Not Applicable

 6.7.2. 19.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.7.2. 19.6
oneM2M Resource Interworking
This service capability is used to install application software. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute install of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.
 6.7.2.20
activateSoftware
This service capability provides the ability to activate software previously installed.
 6.7.2.20.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.
 6.7.2.20.2
Signature –activateSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.21.2-1 Management Adapter –activateSoftware capability
 6.7.2.20.3
Post-Conditions
The Management Adapter has submitted a request to the Management Server to activate software previously installed.
 6.7.2.20.4
Exceptions
Not Applicable

 6.7.2.20.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.7.2.20.6
oneM2M Resource Interworking
This service capability is used to activate software previously installed. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute activate of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.
 6.7.2.21
deactivateSoftware
This service capability provides the ability for the Management Adapter to deactivates software.

 6.7.2.21.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.
 6.7.2.21.2
Signature –deactivateSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.21.2-1 Management Adapter –deactivateSoftware capability
 6.7.2.21.3
Post-Conditions

The Management Adapter has submitted a request to the Management Server to deactivates software.
 6.7.2.21.4
Exceptions
Not Applicable

 6.7.2.21.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.7.2.21.6
oneM2M Resource Interworking
This service capability is used to deactivates software. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute deactivate of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.

 6.7.2.22
removeSoftware
This service capability provides the ability for the Management Adapter to uninstall the software.

 6.7.2.22.1
Pre-conditions
A correlation between a Management Server, the M2M Service Capability and device exist.
 6.7.2.22.2
Signature –removeSoftware
	Parameter name
	Direction
	
Optional
	Description

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· Exception: Request may not have been completed


Table 6.7.2.22.2-1 Management Adapter –removeSoftware capability
 6.7.2.22.3
Post-Conditions

The Management Adapter has submitted a request to the Management Server to uninstall the software.
 6.7.2.22.4
Exceptions
Not Applicable

 6.7.2.22.5
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

 6.7.2.22.6
oneM2M Resource Interworking
This service capability is used to install application software. The service capability aligns with the <software> resource and maps to the UPDATE procedure for the attribute uninstall of the resource. The service capability also aligns with the <mgmtCmd> resource and maps to the EXECUTE procedure for the resource.
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Annex D (Informative): Device Management Services
D.1
Overview

This annex illustrates the usage of the services for requests to manage device from AEs across the Mca Reference Point.
D.2
Supporting Services

D.2.1
Message Exchange

This service provides the capability to manage device using the request-response or request-asynchronous report message patterns where AEs:

· Request to manage device using device specific service capabilities or more complex service capabilities that the Support Service will orchestrate into the individual service capabilities according to their business process. 
· Request to obtain management operation execution results or status using the reporting capability. Reports can be generated or batched by the report policy. 
D.2.1.1
Service Capabilities

D.2.1.1.1
downloadFirmware
This service capability provides the ability to execute a downloadFirmware request from an AE. 

 D.2.1.1.1.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
 A correlation between a Management Adapter, the M2M Service Capability and device exist.

 D.2.1.1.1.2
Signature – downloadFirmware
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.1.2-1 Device Management Service –downloadFirmware capability

 D.2.1.1.1.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to download the firmware

4) Records the event
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Figure D.2.1.1.1.3-1 downloadFirmware Diagram
 D.2.1.1.1.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to download firmware.
The event has been recorded.
 D.2.1.2.1.5
Exceptions

Not Applicable
 D.2.1.2.1.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.2
installFirmware
This service capability provides the ability to execute a installFirmware request from an AE.
 D.2.1.1.2.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

 A correlation between a Management Adapter, the M2M Service Capability and device exist.
 D.2.1.1.2.2
Signature – installFirmware
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	firmwareInfo
	IN
	NO
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.2.2-1 Device Management Service –installFirmware capability
 D.2.1.1.2.3
Service Interactions 

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to install the firmware

4) Records the event
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Figure D.2.1.1.2.3-1 installFirmware Diagram
 D.2.1.1.2.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to install firmware.
The event has been recorded.
 D.2.1.1.3.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

 D.2.1.1.3.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.3
getFirmwareInformation
This service capability provides the ability to execute a getFirmwareInformation request from an AE.

 D.2.1.1.3.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.

 D.2.1.1.3.2
Signature – getFirmwareInformation
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M M2M Service Subscription.

	
	
	
	

	firmwareInfo
	OUT
	YES
	The device firmware information.
Type FirmwareInfo, see 6.6.1.1.1.5

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.3.2-1 Device Management Service –getFirmwareInformation capability
 D.2.1.1.3.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to get the firmware information

4) Records the event
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Figure D.2.1.1.3.3-1 getFirmwareInformation Diagram

 D.2.1.1.3.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get firmware information.
The event is recorded
 D.2.1.1.3.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

 D.2.1.1.3.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.4
getFirmwareExecStatus

This service capability provides the ability to retrieve the execution status or result of a requested firmware operation.

 D.2.1.1.4.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and previously submitted firmware request exist.

 D.2.1.1.4.2
Signature – getFirmwareExecStatus
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	operationRequestId
	IN
	NO
	The M2M Request Identifier of previously submitted firmware request (M2M-Request-ID)

	deviceId
	IN
	YES
	The unique device identifier in the context of the M2M M2M Service Subscription.

	firmwareReport
	OUT
	YES
	The firmware management operation execution result or status. Type FirmwareReport, see 6.6.1.1.1.3.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.

· The previously submitted firmware request does not exist


Table D.2.1.1.4.2-1 Device Management Service –getFirmwareExecStatus capability
 D.2.1.1.4.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to retrieve the firmware operations execution status or result

4) Records the event
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Figure D.2.1.1.4.3-1 getFirmwareExecStatus Diagram
 D.2.1.1.4.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get firmware operation execution status or result.
Record the event.
 D.2.1.1.4.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

 D.2.1.1.4.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.5
deviceManagementReport
This service capability provides the ability to report an AE about the status or result of management operations for  previously submitted operation requests.
 D.2.1.1.5.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the M2M Service Capability and previously submitted management requests exist.

 D.2.1.1.5.2
Signature –deviceManagementReport
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	isLastReport
	IN
	NO
	Boolean, whether it is the last report.

	sequenceNumber
	IN
	NO
	The report sequence number.

	firmwareReportList
	IN
	NO
	Array of firmwareReport.
Type FirmwareReport, see 6.6.1.1.1.3.

	troubleshootingReportList
	IN
	YES
	Array of troubleshootingReport.
Type TroubleshootingReport, see 6.6.1.1.1.20.

	softwareReportList
	IN
	YES
	Array of softwareReport.
Type SoftwareReport, see 6.6.1.1.1.27.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types. 


Table D.2.1.1.5.2-1 Device Management Service –deviceManagementReport capability
 D.2.1.1.5.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

 2) Record the event.
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Figure D.2.1.1.5.3-3 deviceManagementReport Diagram
 D.2.1.1.5.4
Post-Conditions
The AE has received a report of management operation execution status or result.
The event is recorded.
 D.2.1.1.5.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

 D.2.1.1.5.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.6
upgradeFirmware
This service capability permits AEs to upgrade the firmware on individual device, multiple devices or a group of devices. In addition the upgrade of the firmware is permitted based on a schedule for each of the operations
 D.2.1.1.6.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between Management Adapter, the M2M Service Capability and devices or device group exist.
 D.2.1.1.6.2
Signature – upgradeFirmware
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	orchestrationRuleList
	IN
	NO
	List of OrchestrationRule. Type OrchestrationRule, see clause 6.6.1.1.1.4.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	
	
	
	


	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types. 


Table D.2.1.1.6.2-1 Device Management Service –upgradeFirmware capability
 D.2.1.1.6.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues a series of operations to the Management Adapter to upgrade the firmware on a the devices in the orchestration rule list. Each entry in the orchestration rule list contains the operation, the devices and schedule for the operation.

4) Records the event
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Figure D.2.1.1.6.3-4 upgradeFirmware Diagram

D.2.1.1.6.4
Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to upgrade the firmware.
The event is recorded.
 D.2.1.1.6.5
Exceptions
The reachability schedule of the device doesn’t not match the schedule of the orchestration rule.

 D.2.1.1.6.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms
D.2.1.1.7
getDeviceInformation
This service capability provides the ability for an AE to retrieve the information about a device across the Mca Reference Point. 

D.2.1.1.7.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
 A correlation between a Management Adapter, the M2M Service Capability and device exist.

D.2.1.1.7.2
Signature – getDeviceInformation
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	deviceInfo
	OUT
	NO
	The device information. Type DeviceInfo, see 6.6.1.1.1.7.

	memory
	OUT
	YES
	The memory information. Type Memory, see 6.6.1.1.1.8.

	battery
	OUT
	YES
	The battery information. Type Battery, see 6.6.1.1.1.9.

	lockStatus
	OUT
	YES
	The device lock status. Enum LockStatus, see 6.6.1.1.1.13.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.7.2-1 Device Management Service –getDeviceInformation capability

D.2.1.1.7.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to get device information
4) Records the event
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Figure D.2.1.1.7.3-1 getDeviceInformation Diagram
D.2.1.1.7.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device information.
Based on the capabilities supported by the device, the memory, battery and lock status information may or may not be returned.

The event has been recorded.
D.2.1.1.7.5
Exceptions

Not Applicable

D.2.1.1.7.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

D.2.1.1.8
getDeviceCapabilities
This service capability provides the ability to execute a getDeviceCapabilities request from an AE.
D.2.1.1.8.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

 A correlation between a Management Adapter, the M2M Service Capability and device exist.
D.2.1.1.8.2
Signature – getDeviceCapabilities
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	deviceCapabilities
	OUT
	YES
	Array of deviceCapability. Type DeviceCapability, see 6.6.1.1.1.10.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.8.2-1 Device Management Service –getDeviceCapabilities capability
D.2.1.1.8.3
Service Interactions 

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to get device capabilities
4) Records the event
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Figure D.2.1.1.8.3-1 getDeviceCapabilities Diagram
D.2.1.1.8.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get device capabilities.
The event has been recorded.
D.2.1.1.8.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

D.2.1.1.8.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

D.2.1.1.9
enableDeviceCapability
This service capability provides the ability to execute a enableDeviceCapability request from an AE.

D.2.1.1.9.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.

D.2.1.1.9.2
Signature – enableDeviceCapability
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	name
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	state
	OUT
	NO
	Indicates if the capability is enabled or disabled.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.9.2-1 Device Management Service –enableDeviceCapability capability
D.2.1.1.9.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to enable device capability
4) Records the event
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Figure D.2.1.1.9.3-1 enableDeviceCapability Diagram
D.2.1.1.9.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to enable device capability.
The event is recorded
D.2.1.1.9.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

D.2.1.1.9.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

D.2.1.1.10
disableDeviceCapability
This service capability provides the ability to execute a disableDeviceCapability request from an AE.

D.2.1.1.10.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.

D.2.1.1.10.2
Signature – disableDeviceCapability

	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	name
	IN
	NO
	The name of the capability. Enum DeviceCapabilityName, see 6.6.1.1.1.12.

	state
	OUT
	NO
	Indicates if the capability is enabled or disabled.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.10.2-1 Device Management Service –disableDeviceCapability capability
D.2.1.1.10.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to disable device capability
4) Records the event
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Figure D.2.1.1.10.3-1 disableDeviceCapability Diagram
D.2.1.1.10.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to disable device capability.
Record the event.
D.2.1.1.10.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

D.2.1.1.10.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms
D.2.1.1.11
getAreaNetworks
This service capability provides the ability to execute a getAreaNetworks request from an AE. 

D.2.1.1.11.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
 A correlation between a Management Adapter, the M2M Service Capability and area network exist.

D.2.1.1.11.2
Signature –getAreaNetworks
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	areaNwks
	OUT
	YES
	Array of area network. Type AreaNwkInfo, see 6.6.1.1.1.13.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.11.2-1 Device Management Service –getAreaNetworks capability

D.2.1.1.11.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to get area networks information
4) Records the event
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Figure D.2.1.1.11.3-1 getAreaNetworks Diagram

D.2.1.1.11.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get area networks information.
The event has been recorded.
D.2.1.1.11.5
Exceptions

Not Applicable

D.2.1.1.11.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

D.2.1.1.12
updateDeviceForAreaNetwork
This service capability provides the ability to execute a updateDeviceForAreaNetwork request from an AE.
D.2.1.1.12.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the M2M Service Capability, the device and area network exist.

D.2.1.1.12.2
Signature –updateDeviceForAreaNetwork
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	areaNwkId
	IN
	NO
	The unique area network identifier.

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	areaNwkDeviceInfo
	IN
	YES
	The existing areaNwkDeviceInfo are replaced with the information in this parameter. Type AreaNwkDeviceInfo, see 6.6.1.1.1.15.

	lastModifiedTime
	OUT
	NO
	The modified time.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.12.2-1 Device Management Service –updateDeviceForAreaNetwork capability

D.2.1.1.12.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to update device information for area network
4) Records the event
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Figure D.2.1.1.12.3-5 updateDeviceForAreaNetwork Diagram
D.2.1.1.12.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to update device information for area network.
The event is recorded.
D.2.1.1.12.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

D.2.1.1.12.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

D.2.1.1.13
rebootDevice
This service capability provides the ability to execute a rebootDevice request from an AE. 

D.2.1.1.13.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
 A correlation between a Management Adapter, the M2M Service Capability and device exist.

D.2.1.1.13.2
Signature –rebootDevice
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.13.2-1 Device Management Service –rebootDevice capability

D.2.1.1.13.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to reboot device
4) Records the event
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Figure D.2.1.1.13.3-1 rebootDevice Interaction Diagram

D.2.1.1.13.4
Post-Conditions

The Management Adapter has submitted a request to the Management Server to reboot device.
The event has been recorded.
D.2.1.1.13.5
Exceptions

Not Applicable

D.2.1.1.13.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

D.2.1.1.14
resetDevice
This service capability provides the ability to execute a resetDevice request from an AE.
D.2.1.1.14.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

 A correlation between a Management Adapter, the M2M Service Capability and device exist.
D.2.1.1.14.2
Signature –resetDevice
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.14.2-1 Device Management Service –resetDevice capability
D.2.1.1.14.3
Service Interactions 

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to reset device
4) Records the event
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Figure D.2.1.1.14.3-1 resetDevice Interaction Diagram

D.2.1.1.14.4
Post-Conditions

The Management Adapter has submitted a request to the Management Server to reset device.
The event has been recorded.
D.2.1.1.14.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

D.2.1.1.14.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

D.2.1.1.15
uploadDeviceLog
This service capability provides the ability to execute a uploadDeviceLog request from an AE.

D.2.1.1.15.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.

D.2.1.1.15.2
Signature –uploadDeviceLog
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	logInfo
	IN
	NO
	The log information. Type LogInfo, see 6.6.1.1.1.19.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	logURL
	OUT
	YES
	The URL from which the log can be uploaded.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.15.2-1 Device Management Service –uploadDeviceLog capability
D.2.1.1.15.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to upload device log
4) Records the event
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Figure D.2.1.1.15.3-1 uploadDeviceLog Interaction Diagram

D.2.1.1.15.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to upload device log.
The event is recorded
D.2.1.1.15.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

D.2.1.1.15.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms
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D.2.1.1.16
getDeviceLogs
This service capability provides the ability to execute a getDeviceLogs request from an AE.

D.2.1.1.16.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.

D.2.1.1.16.2
Signature –getDeviceLogs
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	logList
	OUT
	YES
	Array of log. Type Log, see 6.6.1.1.1.21.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.16.2-1 Device Management Service –getDeviceLogs capability
D.2.1.1.16.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to get all logs of a device
4) Records the event
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Figure D.2.1.1.16.3-1 getDeviceLogs Interaction Diagram

D.2.1.1.16.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get all logs of a device.
The event is recorded
D.2.1.1.16.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

D.2.1.1.16.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

D.2.1.1.17
getDeviceLogInformation
This service capability provides the ability to execute a getDeviceLogInformation request from an AE.

D.2.1.1.17.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.

D.2.1.1.17.2
Signature –getDeviceLogInformation
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	filterCriteria
	IN
	YES
	See Table 6.6.1.1.1.22

	logURL
	IN
	YES
	The URL from which the log can be accessed.

	log
	OUT
	YES
	Type Log, see 6.6.1.1.1.21.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.17.2-1 Device Management Service –getDeviceLogInformation capability
D.2.1.1.17.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to get a device log information
4) Records the event
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Figure D.2.1.1.17.3-1 getDeviceLogInformation Interaction Diagram

D.2.1.1.17.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get a device log information.
The event is recorded
D.2.1.1.17.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

D.2.1.1.17.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms
 D.2.1.1.18
getSoftwareInformation
This service capability provides the ability to execute a getSoftwareInformation request from an AE. 

 D.2.1.1.18.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
 A correlation between a Management Adapter, the M2M Service Capability and device exist.

 D.2.1.1.18.2
Signature –getSoftwareInformation
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	version
	OUT
	YES
	The version of the software.

	name
	OUT
	YES
	The name of the software.

	URL
	OUT
	YES
	The URL from which the software package can be downloaded.

	installStatus
	OUT
	YES
	Indicates the status of the install. 
Enum ActionStatus, see 6.6.1.1.1.26.

	activeStatus
	OUT
	YES
	The status of active or deactivate action.
Enum ActionStatus, see 6.6.1.1.1.26.

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.18.2-1 Device Management Service –getSoftwareInformation capability

 D.2.1.1.18.3
Service Interactions

The interactions of service capabilities required for this service capability:
1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to get application software information
4) Records the event
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Figure D.2.1.1.18.3-1 getSoftwareInformation Interaction Diagram
 D.2.1.1.18.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to get application software information.
The event has been recorded.
 D.2.1.1.18.5
Exceptions

Not Applicable

 D.2.1.1.18.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.19
downloadSoftware
This service capability provides the ability to execute a downloadSoftware request from an AE.
 D.2.1.1. 19.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

 A correlation between a Management Adapter, the M2M Service Capability and device exist.
 D.2.1.1. 19.2
Signature –downloadSoftware
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	URL
	IN
	NO
	The URL from which the software package can be downloaded.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1. 19.2-1 Device Management Service –downloadSoftware capability
 D.2.1.1. 19.3
Service Interactions 

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to download application software
4) Records the event
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Figure D.2.1.1. 19.3-1 downloadSoftware Interaction Diagram

 D.2.1.1. 19.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to download application software.
The event has been recorded.
 D.2.1.1. 19.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

 D.2.1.1. 19.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.20
installSoftware
This service capability provides the ability to execute a installSoftware request from an AE.

 D.2.1.1.20.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.

 D.2.1.1.20.2
Signature –installSoftware
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.21.2-1 Device Management Service –installSoftware capability
 D.2.1.1.20.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to install application software
4) Records the event
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Figure D.2.1.1.20.3-1 installSoftware Interaction Diagram

 D.2.1.1.20.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to install application software.
The event is recorded
 D.2.1.1.20.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

 D.2.1.1.20.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.21
activateSoftware
This service capability provides the ability to execute an activateSoftware request from an AE.

 D.2.1.1.21.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.

 D.2.1.1.21.2
Signature –activateSoftware
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.21.2-1 Device Management Service –activateSoftware capability
 D.2.1.1.21.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to activate software previously installed 
4) Records the event
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Figure D.2.1.1.21.3-1 activateSoftware Interaction Diagram

 D.2.1.1.21.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to activate software previously installed.
Record the event.
 D.2.1.1.21.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

 D.2.1.1.21.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.22
deactivateSoftware
This service capability provides the ability to execute a deactivateSoftware request from an AE.
 D.2.1.1.22.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.
A correlation between a Management Adapter, the M2M Service Capability and device exist.

 D.2.1.1.22.2
Signature –deactivateSoftware
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.22.2-1 Device Management Service –deactivateSoftware capability
 D.2.1.1.22.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to deactivates software
4) Records the event
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Figure D.2.1.1.22.3-6 deactivateSoftware Interaction Diagram

 D.2.1.1.22.4
Post-Conditions
The Management Adapter has submitted a request to the Management Server to deactivates software.
The event is recorded.
 D.2.1.1.22.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

 D.2.1.1.22.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms

 D.2.1.1.23
removeSoftware
This service capability provides the ability to execute a removeSoftware request from an AE.
 D.2.1.1.23.1
Pre-conditions
The pre-conditions for Mca Received Requests are met.

A correlation between a Management Adapter, the M2M Service Capability and device exist.

 D.2.1.1.23.2
Signature –removeSoftware
	Parameter name
	Direction
	
Optional
	Description

	Common request input attributes
	-
	-
	See Table A.2.1-1 

	deviceId
	IN
	NO
	The unique device identifier in the context of the M2M M2M Service Subscription.

	version
	IN
	NO
	The version of the software.

	name
	IN
	NO
	The name of the software.

	reportPolicy
	IN
	YES
	The policy used to report the state of the operation to the originating AE. See clause 6.6.1.1.1.1.

	
	
	
	

	responseType
	OUT
	YES
	Unique response types for this service.

Note: Consumed services also provide response types.


Table D.2.1.1.24.2-1 Device Management Service –removeSoftware capability
 D.2.1.1.23.3
Service Interactions

The interactions of service capabilities required for this service capability:

1) Perform the Common Request Services for requests across the Mca Reference Point

2) Retrieves the Management Adapter to be used for the device and M2M Service Subscription

3) Issues the request to the Management Adapter to uninstall the software
4) Records the event
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Figure D.2.1.1.23.3-7 removeSoftware Interaction Diagram

 D.2.1.1.23.4
Post-Conditions
The Management Adapter has submitted a set of requests to the Management Server to uninstall the software.
The event is recorded.
 D.2.1.1.23.5
Exceptions
No unique exceptions for this service capability.

Consumed services may throw exceptions which are forwarded by this service capability.

 D.2.1.1.23.6
Policies for Use
Message Exchange Patterns: In-Out

Transaction Pattern: Participation allowed

Maximum Response: 300ms
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