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Introduction
At TP#14, the AE Registration procedure was updated. 

This CR includes 
· changes aligning CSE Registration assumptions with the new AE Registration procedure: in particular:

· Adding the Security Association Establishment step in the call flow. This 
· Allowing the case where the Registree CSE does not know its CSE-ID prior to registration.
· Update AE Registration to move some security specific details to TS-0003.

· changes needed to Clause 11 

· alignment with the CSE and AE Registration procedure

· changes to correct some bugs where Clause 11 “Trust Enabling Architecture” (overviewing the security procedures)  conflicts with TS-0003. 

The authors recommend asking WG4 SEC to review this contribution.

There are a range of related CRs against TS-0003, including SEC-2015-0003, SEC-2015-0004, SEC-2015-0447, SEC-2015-0448. 

For each change in this CR, there is a comment identifying one or more of the following reasons for the change:

· REGISTRATION ALIGNMENT: Changes to align CSE Registration and AE Registration and to subsequently align other text with the registration procedures.

· BUG: changes to correct technical information

· EDITORIAL: changes to improve readability. No technical changes.

We apologise that the changes are showing under multiple user names – we endeavour to fix this in future revisions.

R02: Corrected the cover page. Made sure the old version of the altered figures are shown as revisions in the document.
-----------------------Start of change 1-------------------------------------------
10.1.1.2.1
CSE Registration procedure

The procedure for CSE Registration follows the procedure described in clause 10.1.1.1, but with some deviations. Below is the detailed description on how to perform the CSE Registration and which part of the procedure deviates from the one described in clause 10.1.1.1.

The Registration procedure requires the creation of two resources (a <remoteCSE> on the Receiver CSE and a <remoteCSE> on the Originator CSE) rather than one resource. The Registration procedure is always initiated by a CSE in the field domain except in the inter-domain case described in clause 6.3.

Originator: The Originator shall be the registering CSE.

Receiver: The Receiver shall create the <remoteCSE> resource.
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Figure 10.1.1.2.1-1: Procedure for CREATEing a <remoteCSE> Resource

All the parameters of the request and steps that are not indicated do not deviate from clause 10.1.1.1.

Step 000:  Optional: In case the Originator intends to use a Security Association to perform the registration, a Security Association Establishment procedure (see clause 11.2.2) shall get carried out first. In some cases, this may not be required depending on deployment choices of the M2M SP. Therefore, this step is optional.

In the following cases, the CSE-ID was previously assigned to the Originator by the M2M Service Provider, and the Receiver should associate this previously assigned CSE-ID with Originator:

·   The Receiver was previously configured to associate a specific CSE-ID with the credential that was used to authenticate the Originator in the Security Association Establishment procedure. For example, the Receiver This information could be configured by the M2M Service Provider prior to deployment.

NOTE:
No mechanisms for such configuration are provided – not in this specification and not in TS-0003 [1]. 
·   The Originator is authenticated using a CSE-ID certificate which includes a CSE-ID. 
· NOTE:
For more details see TS-0003 [1]. 

Step 001: The Originator shall send the following information in the CREATE Request message:

fr:
CSE-ID (if known by the Originator) else empty.
cn: 
Attributes of the resource to be provided by the Originator. Of particular importance for the CREATE Request message is the common attribute resourceType from clause 9.6.1.3, which identifies the type of resource; and the attributes CSE-ID (if known by the Originator) and CSEBase (if known by the Originator). The CSEBase shall contain the absolute address of the <CSEBase> resource at the Receiver.

Step 002: The Receiver shall:

1) This step from 10.1.1.1 cannot be performed for the creation of <remoteCSE> resource. Instead, the following processing shall be applied.

If, in Step 000, the Receiver associates the Originator with a CSE-ID that the M2M Service Provider had previously assigned to the Originator, then 

· The Receiver shall respond with an error if there is a CSE-ID in the From and Content parameters of the request, and this CSE-ID does not matches the pre-assigned CSE-ID.

· Otherwise, the Receiver shall set the Originator’s CSE-ID to this previously assigned CSE-ID.

All the other steps: 2-6, from step 002 from clause 10.1.1.1 are still applicable.

NOTE:
Optionally, if the M2M Service Provider supports inter-domain communication, the Receiver could perform this step if the attribute CSEBase (part of the cn parameter of the request) contains the public domain of the CSE. The Receiver could construct the domain as described in clause 6.4 and 6.5. The Receiver could add an AAA or AAAA record in DNS with the public domain name of the Originator CSE and the IP address of the IN-CSE associated with the Originator.

-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

10.1.1.2.2
Application Entity Registration procedure

The procedure for AE registration follows the message flow description depicted in Figure 10.1.1.2.2-1. It defines in which cases additional procedures need to be initiated by the Registrar CSE for creating or updating of <AEAnnc> resources hosted on the M2M SP’s IN-CSE in case an AE-ID-Stem starting with an ‘S’ character shall be used, see Table 7.2-1 for the definition of AE-ID-Stem.
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Figure 10.1.1.2.2-1: Procedure for Creating an <AE> Resource
-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3 -------------------------------------------

11.1
Enrolling M2M Nodes and M2M Applications for oneM2M Services

Though M2M Nodes in the field domain are assumed to communicate without human involvement, individuals or organizations remain responsible for setting the access control policies used to authorize their M2M Nodes to access M2M services. In the following text, M2M Nodes refers to M2M field nodes.

In particular, individuals or organizations acquiring M2M Nodes can subscribe to a contract with an M2M Service provider (M2M Service Subscription) under which they enrol their M2M Nodes (e.g. using identifiers pre-provisioned on the nodes, such as Node-ID). This in turn may require an M2M Service provisioning step (including Security provisioning) that takes place on the target M2M Nodes themselves, for which interoperable procedures are specified by oneM2M (see clause 11.2.1). Following M2M service provisioning, the nodes can be identified and authenticated for
 association with an M2M Service Subscription, whose properties reflect the contractual agreement established between their owner and the M2M Service Provider.

Similarly, it shall be possible for an M2M Service Provider to mandate that applications accessing M2M services be provisioned with security credentials used to authorize specific operations to instantiated applications (see clause 11.2.2). This step facilitates the deployment and management of applications that are instantiated in great numbers, as it enables all instances of an application to be managed through common security policies that are set once for all. It also enables keeping control over applications issued by untrusted sources.

The above steps may be delegated to an M2M trust enabler, when this role is not assumed by the M2M Service Provider.

11.2
M2M Initial Provisioning Procedures

11.2.1
M2M Node Enrolment and Service Provisioning

M2M service provisioning is the process by which M2M Nodes are loaded with the specific information needed to seamlessly access the M2M Services offered by an M2M Service Provider. This is an initial step performed only when an M2M Node is enrolled for using the M2M services of an M2M Service Provider. Though this process can be performed during device manufacturing, there is a need to enable this process to take place during field deployment in an interoperable way. M2M service provisioning assumes the existence of an M2M service subscription contracted with the target M2M Service Provider for the target M2M Node. Remote provisioning scenarios require the M2M Node to be mutually authenticated using pre-existing credentials (e.g. Node-ID and associated credential) with an M2M enrolment function, to securely exchange the provisioning information with the contracted M2M Service Provider. The M2M Service Provisioning takes place between an M2M Node (without provisioned CSE) and an M2M Service Provider via an M2M enrolment function. As a result of provisioning, M2M Nodes are provided with necessary credentials and possibly other M2M service related parameters (e.g. CSE-ID, M2M-Sub-ID).

The first step of M2M service provisioning is the security provisioning procedure, by which M2M service provider specific credentials are either shared between two M2M Nodes, or shared 
between the M2M Node in the field domain and an M2M authentication function in the infrastructure. Authenticated M2M Nodes can then be associated with an M2M Service Subscription used to determine their specific authorizations.

The following security provisioning scenarios are supported by the oneM2M architecture:

2) Pre-provisioning:

· Pre-provisioning includes all forms of out-of-band provisioning, e.g. provisioning M2M Nodes with M2M subscription information during the manufacturing stage.

3) Remote provisioning:

· Remote provisioning relies on pre-existing credentials in M2M Nodes (e.g. digital certificates or network access credentials) to provision subscription related parameters through a secure session with an M2M Enrolment Function. This form of provisioning enables M2M Nodes already in the field (e.g. operational M2M Nodes) to be provisioned with M2M Service subscription.

· When supported, remote provisioning procedure shall be implemented as described in the oneM2M security specification [1].

· Following M2M service provisioning, the M2M Node securely 
stores credentials used for authentication, with 
an associated lifetime (e.g. corresponding to the duration of the contractual agreement embodied by the M2M service subscription).

11.2.2
M2M Application Enrolment

This procedure is an optional step that enables the M2M SP and/or M2M application provider to control which application entities are allowed to use the M2M services. A security credential is associated with either a single AE, multiple AEs using the same App-ID on the same M2M Node, or multiple AEs using multiple App-IDs on the same Node. The AE-IDs associated with the 
security credential  
can be used to grant specific authorization to access an approved list of M2M services. Such authorization takes place between a CSE and an AE as specified in the present document and the oneM2M security specification [1].

11.3
M2M Operational Security Procedures

This clause introduces the high level procedures, following M2M Enrolment, that shall be performed before any other procedure on Mcc and Mca can take place. These procedures shall be implemented as specified in the oneM2M security specification [1].
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Figure 11.3-1. High Level Procedures on Mcc or Mca

11.3.1
Identification of CSE and AE
Once a CSE or AE is provisioned with its security credentials, there is no need to configure long-term secret information to the CSE or AE. However, additional non-secret information may need to be configured.
Prior to a CSE or AE initiating security association establishment, the Registree CSE or AE is configured with the Registrar CSE-ID so that the Registree knows who to establish the security association with. This process is called “Association Configuration” in TS-0003 [1]. Some authentication methods also require additional non-secret information be configured to the Registree and/or Registree – the details are specific to the authentication mechanism.  

11.3.2
Authentication of CSE and AE
The association security handshake (See TS-0003 [1]) provides dual purposes of (a) mutual authentication of CSE and AE and (b) session key derivation. 
· 
Prior to granting access to M2M services, the credentials resulting from the M2M Node and M2M application enrolment procedures shall be used, together with the information supplied in the identification step (clause 11.1), to perform mutual authentication of the Registree CSE or AE with the Registrar CSE. Upon mutual authentication, 
·    The Registree CSE or AE associates, with the Registrar CSE, the CSE-ID supplied in the identification step (clause 11.1).
·    If the Registree CSE or AE has previously registered successfully with the Registrar CSE and the Registrar CSE has cached the applicable M2M service subscription and CSE-ID or AE-ID, then the Registrar CSE can use this information.
·    In other cases, the Registrar CSE determines the applicable M2M service subscription and CSE-ID or AE-ID as described in clause 10.1.1.2 “Registration related CREATE procedure” in the present document.

The Registree receives authorization to access the M2M services defined in the M2M Service Subscription.



Session keys are then derived for providing desired 
security services to the communicating entities, such as confidentiality and/or integrity of information exchange (these security services may be provided through establishment of a secure channel between the communicating entities or through object based security where only relevant information is encrypted prior to being shared). The lifetime of a security association shall be shorter than the lifetime of the credential used for authentication from which it is derived: It may be valid for the duration of a communication session, or be determined according to the validity period of the protected data. In case of a security association between two AEs, the lifetime of the security association can result from a contractual agreement between the subscribers of the communicating AEs.


-----------------------End of change 3---------------------------------------------

�BUG: added Step 000 “(Optional) Security Association Establishment”


�ALIGNING CSE REG WITH AE REG


�ALIGNING CSE REG WITH AE REG; The description is different because there is no CSE equivalent to the serviceSubscribedAppRule.


�ALIGNING CSE REG WITH AE REG


�NEEDS UPDATING – image was not editable. In Step 1, delete “using CERT or PSK” since any security association establishment procedure can be used. .


There are no changes applied to the figure as shown


�BUG: Not all authentication is through an M2M Authentication Function. Delete this.


�BUG: credentials can be shared by two M2M Nodes, as well as by an M2M Node and M2M Authentication Function..


�BUG: An ADN on an AE can be remotely provisioned. Easier to just ae “the M2M Node”


�BUG: the credential can be associated with another M2M Node or an M2M Authentication function – easiest to just not dictate which.


�REGISTRATION ALIGNMENT


�BUG: AEs use the same kind of credentials as CSEs. 


�REGISTRATION ALIGNMENT


�BUG: The description of Identification no longer aligns with the SEC and ARC specifications. DELETE


�EDITORIAL: The reference to [1] is moved to the beginning of clause 11.3


�REGISTRATION ALIGNMENT


�EDITORIAL: The reference to [1] is moved to the beginning of clause 11.3


�This term is not used elsewhere. In fact, the opposite is true: security context establishment occurs as a result of Security Association Establishment Framework.


�EDITORIAL: Clarification


�EDITORIAL: The reference to [1] is moved to the beginning of clause 11.3
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