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2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references
The following referenced documents are necessary, partially or totally, for the application of the present document. Their use in the context of this TS is specified by the normative statements that are referring back to this clause.


[1]




oneM2M TS-0011: “Common Terminology”
[2]
oneM2M TS-0003: “oneM2M Security Solutions”
2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M TS-0002: "oneM2M Requirements Technical Specification".
[i.2]
oneM2M TS-0004: "oneM2M Protocol Specification".
[i.3]
oneM2M TS-0003: "oneM2M Security Solutions".
[i.4]
TR-069: “CPE WAN Management Protocol Issue”: 1 Amendment 5, November 2013, Broadband Forum.
[i.5]
OMA-DM: “OMA Device Management Protocol”, Version 1.3, Open Mobile Alliance.
[i.6]
LWM2M: "OMA LightweightM2M”, Version 1.0, Open Mobile Alliance.
[i.7]
OMA-TS-MLP-V3-4-20130226-C: "Mobile Location Protocol", Version 3.4.

[i.8]
OMA-TS-REST-NetAPI_TerminalLocation-V1_0-20130924-A: "RESTful Network API for Terminal Location", Version 1.0.
[i. 9]
IETF RFC 1035: "Domain names - Implementation and specification".
[i.10]
IETF RFC 3588: "Diameter Base Protocol".
[i.11]
IETF RFC 3596: "DNS Extensions to Support IP Version 6".
[i.12]
IETF RFC 3986: "Uniform Resource Identifier (URI): General Syntax".
[i.13]
IETF RFC 4006: "Diameter Credit-Control Application".
[i.14]
IETF RFC 6874: "Representing IPV6 Zone Identifiers in Address Literals and Uniform Resources Identifiers".
[i.15]
IETF RFC 6895: "Domain Name System (DNS) IANA Considerations".
[i.16]
GSMA-IR.67: "DNS/ENU Guidelines for Service Providers & GRX/IPX Providers".
[i.17]
3GPP TS 23 682: Architecture enhancements to facilitate communications with packet data networks and applications (Release 11)".
[i.18]
ETSI TS 132 240: "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Telecommunication management; Charging management; Charging architecture and principles (3GPP TS 32.240)".
[i.19]
ETSI TS 132 299: "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Telecommunication management; Charging management; Diameter charging applications (3GPP TS 32.299)".
[i.20]
3GPP2 X.P0068: "Network Enhancements for Machine to Machine (M2M)".

[i.21]
JNI 6.0 API Specification: "Java Native Interface 6.0 Specification". 
[i.22]
3GPP TS 23 401:  "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[i.23]
3GPP TS 23 402: " Architecture enhancements for non-3GPP accesses".

[i.24]
3GPP TS 23 060: " General Packet Radio Service (GPRS); Service description; Stage 2".

[i.25]
3GPP TS 22 368: "Service requirements for Machine Type Communications (MTC); Stage 1"

[i.26]
3GPP TS 23 003: "Numbering, addressing and identification".

[i.27]
Recommendation ITU-T X.660 | ISO/IEC 9834-1: "Information technology - Procedures for the operation of object identifier registration authorities: General procedures and top arcs of the international object identifier tree".

[i.28]
oneM2M TR-0008: "Analysis of Security Solutions for oneM2M System".

[i.29]
IETF RFC 1035: "Domain Names -  Implementation and Specification ".
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3
Definitions, abbreviations and acronyms
For the purposes of the present document, the terms and definitions given in TS-0011 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TS-0011 [1]. 

3.1
Definitions
For the purposes of the present document, the following terms, definitions  apply: 
access control attributes: Set of parameters of the Originator, target resource, and environment against which there could be rules evaluated to control access.

NOTE:
An example of Access Control Attributes of Originator is a role. Examples of Access Control Attributes of Environment are time, day and IP address. An example of Access Control Attributes of targeted resource is creation time.
access decision:  Authorization reached when an entity’s Privileges, as well as other Access Control Attributes, are evaluated.
application layer: comprises oneM2M Applications and related business and operational logic

attribute: stores information pertaining to the resource. An attribute has a name and a value. Only one attribute with a given name can belong to a given resource. For an attribute defined as having “multiplicity” greater than 1, the value of that attribute is a composite value, i.e. a list of different values.
child resource: sub-resource of another resource that is its parent resource

NOTE:
The parent resource contains references to the child resources(s).

common services layer: consists of oneM2M service functions that enable oneM2M Applications (e.g. management, discovery and policy enforcement)
common services function (CSF): informative architectural construct which conceptually groups together a number of sub-functions

NOTE:
Those sub-functions are implemented as normative resources and procedures. A set of CSFs is contained in the CSE.

execution environment: logical entity that represents an environment capable of running software modules
hosting CSE: CSE where the addressed resource is hosted
M2M service provider domain: is the part of the M2M System that is associated with a specific M2M Service Provider

managed entity: may be either an M2M Device, M2M Gateway, or a device in the M2M Area Network or the M2M Application Layer or M2M Service Layer software components
management proxy: An Entity within the Device Management Architecture, in conjunction with the Management Client, that acts as an intermediary between the Management Server and the Proxy Management Client.
network services layer: provides transport, connectivity and service functions

node: logical entity that is identifiable in the M2M System.

originator: For single-hop case, the Originator is the entity that sends a Request. For multi-hop case, the Originator is the entity that sends the first Request in a sequence of requests.

NOTE:
An Originator can either be an AE or a CSE.

proxy management client: An Entity within the Device Management Architecture that provides local management capabilities to a device in an M2M Area Network.
receiver: is the entity that receives the Request.

NOTE:
A Receiver can  a CSE or can be  and AE when notification is requested.
receiver CSE: is any CSE that receives a request.

registree: is an AE or CSE that registers with another CSE

registrar CSE: CSE is the CSE where an Application or another CSE has registered

resource: is a uniquely addressable entity in oneM2M architecture.

NOTE:
A resource is transferred and manipulated using CRUD operations. A resource can contain child resource(s) and attribute(s), which are also uniquely addressable.
service charging and accounting: set of functionalities within the M2M Service Layer that enable configuration of information collection and charging policies, collection of Charging Records based on the policies, and correlation of Charging Records to users of M2M common services

service charging record: formatted collection of information about a chargeable operation

service layer offline charging: mechanism where charging information does not affect, in real-time, the service rendered

service layer online charging: mechanism where charging information can affect, in real-time, the service rendered, including real time credit control
software package: is an entity that can be deployed on the Execution Environment
NOTE:
It can consist of entities such as software modules, configuration files, or other entities.

structured data: is data that either has a structure according to a specified Information Model or is otherwise organized in a defined manner

transit CSE:  is any receiver CSE that is not a Hosting CSE.
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6.2.10
Security

6.2.10.1
General Concepts
The Security (SEC) CSF comprises the following functionalities:

· Sensitive data handling;

· Security administration;

· Security association establishment;

· Access control including identification, authentication and authorization;

· Identity management.

Sensitive data handling functionality in the SEC CSF protects the local credentials on which security relies during storage and manipulation. Sensitive data handling functionality performs other sensitive functions such as security algorithms. This functionality is able to support several cryptographically separated security environments.

Security management capabilities are provided by the Security Administration functionality as specified in TS-0003 [2].

NOTE:
ASM and DMG CSFs do not include security management capabilities of the SEC CSF.

Security administration functionality enables services such as the following:

· Creation and administration of dedicated security environment supported by Sensitive Data Handling functionality;

· Post-provisioning of a root credential protected by the security environment;

· Provisioning and administration of subscriptions related to M2M Common Services and M2M Application Services.

Security association establishment functionality establishes security association between corresponding M2M Nodes, in order to provide services such as confidentiality and integrity.

Access control functionality authorizes services and specific operations (e.g. Read/Update) on resources identified and authenticated entities, according to provisioned access control policies and assigned roles.

While unique identifier of an entity are used for authentication and identity management, this functionality provides pseudonyms which serve as temporary identifiers which cannot be linked to the true identity of either the associated entity or its user.

6.2.10.2
Detailed Descriptions

The functionalities supported by the SEC CSF are as follows:

· Sensitive data handling:

· Provides the capability to protect the local credentials on which security relies during storage and manipulation.

· Extends sensitive data handling functionality to other sensitive data used in the M2M Systems such as subscription related information, access control policies and personal data pertaining to individuals.

· Performs other sensitive functions as well, such as security algorithms running in cryptographically separated secure environments.

· Security administration:

· Creates and administers dedicated secure environment supported by sensitive data handling functionality.

· Post-provisions master credentials protected by the secure environment.

NOTE:
The secure environment can also be pre-provisioned with a master credentials prior to deployment; therefore this capability is not always required. Post-provisioning is required when secure remote provisioning needs to be performed or re-initiated after deployment.

· Provisioning and administration of subscriptions related to M2M Services and M2M application services. Besides the associated master credentials, a subscription includes other information classified as sensitive data such as authorization roles and identifiers for access control management.
· Security association establishment:

· Establishes security associations between corresponding M2M Nodes in order to provide specific security services (e.g. confidentiality, integrity, or support for application level signature generation and verification) involving specified security algorithms and sensitive data. This involves key derivation based on provisioned master credentials. This functionality of the SEC CSF is mandatory when security is supported.

· Access control:

· Authorizes services and specific operations (e.g. Read/Update) on resources to identified and authenticated entities, according to provisioned access control policies and assigned roles. This functionality is mandatory when any services relying on authorization and access control are present. Among other usages, the services of this functionality may be applied to personal information as a means to preserve privacy.

· Identity protection:

· Provides pseudonyms to be used instead of the unique identifiers of an entity to serve as temporary identifiers not linkable to the true identity of either the associated entity or its user.

Detailed functionalities are described in the Security Solutions Technical Specification [2].
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6.3
Security Aspects

The Technical Report TR-0008 on Analysis of Security Solutions for the oneM2M System [i.28] differentiates security domains related to the transport layer (Underlying Network), service layer (M2M common services) and Application Layer. It also considers possible trust scenarios involving these different security domains, and investigates countermeasures to threats that potentially affect the security of the M2M System.

Each of the security domains may provide their own set of security capabilities. The oneM2M security solution shall provide configurable security services through an API for upper security domains to leverage, or enable the use of the exposed security features of other security domains when appropriate.

As a result, beyond providing security solutions that protect the integrity of the M2M Service Layer, the oneM2M architecture exposes, through its APIs, further security services that are made available to M2M Applications. This enables M2M Applications to benefit from security solutions deployed in the M2M Service Architecture, without adding redundant and/or proprietary security solutions.
NOTE:
It remains the responsibility of M2M Application Service Providers to perform their own risk assessment process to identifying the specific threats affecting them and derive their actual security needs.

Security aspects are described in oneM2M Security Solutions Technical Specification [2].
-----------------------End of change 4-------------------------------------------
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6.6
M2M Service Subscription

The M2M Service Subscription defines the technical part of the contract between an M2M Subscriber (typically an M2M Application Service Provider) and an M2M Service Provider. Each M2M Service Subscription shall have a unique identifier, the M2M-Sub-ID, as specified in clause 7.1.11. An M2M Service Subscription establishes a link between one or more AEs; one or more M2M Nodes, one or more M2M Services.
An M2M Service is the marketable service offered to M2M Subscriber (organizations or individuals). Examples of services include device management, location, data exchange, etc.

In each M2M Service, one or multiple M2M Service role(s) shall be defined by the M2M Service Provider. An M2M Service role is mapped to a created permission pertaining to a resource types which are associated with M2M Service. The M2M Subscriber subscribes to one or multiple Service role(s) within the M2M Services.

An example of the set of M2M Services and M2M Service Roles is provided in annex G.

It shall be possible for an M2M Service Providers to define their own services and roles.

Access control policy resource configuration shall comply with the M2M Service Subscription. For authorization of accessing the resource, access control policy is applied and can be based on M2M Service subscription roles.

How to authorize the request operation based on M2M Service Subscription resource are defined in TS-0003 [2].
An M2M Service Subscription shall be used for the following purposes:

· Serve as a basis for authorization for resource operations.
· Serve as the basis for charging.
· Identify which Nodes are part of this M2M Service Subscription.
-----------------------End of change 5-------------------------------------------
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11
Trust Enabling Architecture

The Trust Enabling Architecture serves the purpose of establishing security and trust between all parties involved in the M2M ecosystem. It comprises the following infrastructure functions which may be external to the CSEs:

· M2M Enrolment functions, which manage the enrolment of M2M Nodes and M2M applications for access to M2M Services provided by an M2M Service Provider.
· M2M Authentication functions, in charge of identification and authentication of CSEs and AEs. 
· M2M Authorization functions, which handle authorization requests to access resources.

The above functionalities are assumed to be operated by trusted parties (generally M2M Service Providers but possibly trusted third parties). These functions are detailed in TS-0003 [2].

11.1
Enrolling M2M Nodes and M2M Applications for oneM2M Services

Though M2M Nodes in the field domain are assumed to communicate without human involvement, individuals or organizations remain responsible for setting the access control policies used to authorize their M2M Nodes to access M2M services. In the following text, M2M Nodes refers to M2M field nodes.

In particular, individuals or organizations acquiring M2M Nodes can subscribe to a contract with an M2M Service provider (M2M Service Subscription) under which they enrol their M2M Nodes (e.g. using identifiers pre-provisioned on the nodes, such as Node-ID). This in turn may require an M2M Service provisioning step (including Security provisioning) that takes place on the target M2M Nodes themselves, for which interoperable procedures are specified by oneM2M (see clause 11.2.1). Following M2M service provisioning, the nodes can be identified and authenticated by an M2M Authentication Function for association with an M2M Service Subscription, whose properties reflect the contractual agreement established between their owner and the M2M Service Provider.

Similarly, it shall be possible for an M2M Service Provider to mandate that application accessing M2M services be provisioned with security credentials used to authorize specific operations to instantiated applications (see clause 11.2.2). This step facilitates the deployment and management of applications that are instantiated in great numbers, as it enables all instances of an application to be managed through common security policies that are set once for all. It also enables keeping control over applications issued by untrusted sources.

The above steps may be delegated to an M2M trust enabler, when this role is not assumed by the M2M Service Provider.

11.2
M2M Initial Provisioning Procedures

11.2.1
M2M Node Enrolment and Service Provisioning

M2M service provisioning is the process by which M2M Nodes are loaded with the specific information needed to seamlessly access the M2M Services offered by an M2M Service Provider. This is an initial step performed only when an M2M Node is enroled for using the M2M services of an M2M Service Provider. Though this process can be performed during device manufacturing, there is a need to enable this process to take place during field deployment in an interoperable way. M2M service provisioning assumes the existence of an M2M service subscription contracted with the target M2M Service Provider for the target M2M Node. Remote provisioning scenarios require the M2M Node to be mutually authenticated using pre-existing credentials (e.g. Node-ID and associated credential) with an M2M enrolment function, to securely exchange the provisioning information with the contracted M2M Service Provider. The M2M Service Provisioning takes place between an M2M Node (without provisioned CSE) and an M2M Service Provider via an M2M enrolment function. As a result of provisioning, M2M Nodes are provided with necessary credentials and possibly other M2M service related parameters (e.g. CSE-ID, M2M-Sub-ID).

The first step of M2M service provisioning is the security provisioning procedure, by which M2M service provider specific credentials are shared between the M2M Node in the field domain and an M2M authentication function in the infrastructure. Authenticated M2M Nodes can then be associated with an M2M Service Subscription used to determine their specific authorizations.

The following security provisioning scenarios are supported by the oneM2M architecture:

1) Pre-provisioning:

· Pre-provisioning includes all forms of out-of band provisioning, e.g. provisioning M2M Nodes with M2M subscription information during the manufacturing stage.

2) Remote provisioning:

· Remote provisioning relies on pre-existing credentials in M2M Nodes (e.g. digital certificates or network access credentials) to provision subscription related parameters through a secure session with an M2M Enrolment Function. This form of provisioning enables M2M Nodes already in the field (e.g. operational M2M Nodes) to be provisioned with M2M Service subscription.

· When supported, remote provisioning procedure shall be implemented as described in the oneM2M security specification [2].

· Following M2M service provisioning, a CSE associated with the target M2M Service provider in ASN/MN securely stores credentials used for authentication in association with M2M Authentication Function, with an associated lifetime (e.g. corresponding to the duration of the contractual agreement embodied by the M2M service subscription).

11.2.2
M2M Application Enrolment

This procedure is an optional step that enables the M2M SP and/or M2M application provider to control which applications are allowed to use the M2M services. It assumes that M2M applications obtains or registers credentials to be used for controlling authorization. Each application will then be provisioned with a security credential (M2M Application key) which can be used to grant specific authorization to access an approved list of M2M services. Such authorization takes place between a CSE and an AE.

When supported, the application enrolment procedure shall be implemented as specified in the oneM2M security specification [2].

11.3
M2M Operational Security Procedures

This clause introduces high level procedures that shall be performed before any other procedure on Mcc and Mca can take place.
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Figure 11.3-1. High Level Procedures on Mcc or Mca

11.3.1
Identification of CSE and AE
Identification is the process of identifying CSEs and AEs with the associated M2M service subscription to an M2M Authentication Function.
The Identification procedure shall be implemented as specified in the oneM2M security specification [2].

11.3.2
Authentication of CSE and AE
Prior to granting access to M2M services, the credentials resulting from the M2M Node and M2M application enrolment procedures shall be used, together with the identities supplied in the identification step, to perform mutual authentication of the entities (AEs or CSEs) with an M2M Authentication Function. Upon mutual authentication, the corresponding entities receive authorization to access the M2M services defined in the M2M Service Subscription.

The Authentication procedure shall be implemented as specified in the oneM2M security specification [2].
11.3.3
M2M Security Association Establishment

The M2M Security Association Establishment procedure is performed to generate a security credential (M2M Connection key) shared between communicating AEs/CSEs, when an AE/CSE on one node initiates communication with an AE/CSE on another node. This procedure is performed after successful identification and mutual authentication of the corresponding M2M entities and derives resulting keys that may be used to provide desired security services to the communicating entities, such as confidentiality and/or integrity of information exchange (these security services may be provided through establishment of a secure channel between the communicating entities or through object based security where only relevant information is encrypted prior to being shared). The lifetime of a security association shall be shorter than the lifetime of the credential used for authentication from which it is derived: It may be valid for the duration of a communication session, or be determined according to the validity period of the protected data. In case of a security association between two AEs, the lifetime of the security association can result from a contractual agreement between the subscribers of the communicating AEs.

The security association establishment procedure shall be implemented as specified in the oneM2M security specification [2].

11.3.4
M2M Authorization Procedure

The M2M authorization procedure controls access to resources and services by CSEs and AEs. This procedure requires that the Originator has been identified to an M2M Authentication Function and mutually authenticated and associated with an M2M Service Subscription. Authorization depends on:
· The privileges set by the M2M Service Subscription associated with the Originator (e.g. service/role assigned to the Originator).
· These privileges are set-up based on the access control policies associated with the accessed resource or service. They condition the allowed operations (e.g. CREATE) based on the Originator's privileges and other access control attributes (e.g. contextual attributes such as time or geographic location).
The authorization/access grant involves an Access Decision step to determine what the authenticated CSE or AE can actually access, by evaluating applicable access control policies based on the CSE or AE privileges. Access Decision is described in [2].

The following set of access control policy attributes shall be available for an Access Decision.
· Access control attributes of Originator (e.g. Role, CSE_IDs, AE-IDs, etc.).
· Access control attributes of Environment/Context (e.g. time, day, IP address, etc.).
· Access control attributes of Operations (e.g.  Create, Execute, etc.).
The M2M Service Provider/administrator and owner of resources are responsible to establish access control policies that determine by whom, in what context and what operations may be performed upon those resources. If the requesting entity satisfies the owner's access control policy, then the access to the resource is granted.

The authorization procedure involves rerouting of access requests to an M2M authorization function and delivering access tokens valid for specific authorization.

The authorization procedure shall be implemented as specified in the oneM2M security specification [2].
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