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Introduction
This contribution provides basic information about how the AllJoyn Gateway Agent enables remote access away from its proximal network.
R1 updated the figures.
----------------------- Start of text 1 -----------------------
5.1.4
AllJoyn Gateway Agent
5.1.4.1
Concept
Basically, a user can enjoy AllJoyn services with his/her AllJoyn devices in a proximal network (e.g., home network). Gateway Agent enables the user seamlessesly expirence the AllJoyn services while away from the proximal network. To do this, in the proximal network the user sets the list of services(device/app/interface) that will be accessable remotely. And then the user access the serivces remotely via cloud.
Service provider defines web protocols to connect Gateway Agent to its cloud services. This connecction is permanent and the protocol is service provider specific.
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Figure 5.1.4.1-1 Gateway Agent Concept


User uses Control App away from proximal network as well as within proximal network.
· Control App : enables users to set a remote profile within a proximal network and also control devices, receive notifications away from the proximal network.
Gateway Agent component which enables remote access consists of:

· Gateway Management App : enables Control App to manage remote profiles and exposes the profiles to the Connector app. This also manages config file which is used by the AllJoyn router.
· Connector App : provides IoT devices connections to cloud services. This also provides protocol translation between AllJoyn and web-based protocol. 
Control App discovers Gateway Management App by announcement-based discovery. Gateway Management App and Connector App  communicates each other via the same AllJoyn Router preinstalled on the Gateway Agent.
5.1.4.2
Architecture
Each Gateway Agent is associated with a single service provider.

Gateway Agent component and Control App enables remote accesses using the interfaces exposed by Gateway Management App:
· profile management interface to Control App

· methods: create/get/update/delete/activate/de-activate profiles, get profile status/list

· app access interface to Connector App

· methods: get profile, update connection status

· signals: profile updated, profile deleted, shutdown app
Gateway Management app updates the config file when the profile is activated and de-activated. One config file exists per Gateway Agent and is used by AllJoyn router to decide whether it allows the message transmission between Connector Apps and AllJoyn apps in the proximal network.

Control App provides UI(User Interface) to configure profiles. User sets a remote profile that describes which device/app/interace is allowed for remote access. Control App creates and activates a profile, then a Connector App per profile is started by Gateway Management App and connects to the cloud service as defined in the profile. Due to security reasons, the profiles are only configured in proximal networks.
Connector App which provides connection between cloud and proximal network updates connection status to the corresponding profile. One Connector App is mapped to one cloud service. 
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Figure 5.1.4.2-2 Gateway Agent Architecture
5.1.4.3
Remote Access
AllJoyn applications exchange data by accessing inteface members which are methods, properties and signals. Remote accesses by Gateway Agent are exchanging method call, property get/set and signal messages from/to the proximal network.

Control App outside the proximal network invokes method calls, get/set properties. The invocation is delivered to Connector App on within the proximal network via a cloud service. Then the Connector App establishes AllJoyn session to the target applications and exchanges the translated message. Connector App also translates the signals from applications in the proximal network and send to the Control App via the cloud service.
5.1.4.4
oneM2M Interworking with Gateway Agent 
For security reasons, AllJoyn system does not allow to configure remote profiles outside the proximal network. It means when a user is away from the proximal network, he/she cannot set/change remote access policy to AllJoyn devices. Note that oneM2M system allows an application to change configurations wherever it is once it has proper access rights.

Curretnly, AllJoyn Security 1.0 uses a password, PIN, or other key materials for accessing secure interfaces. Control App gets proper password, PIN, or other key materials from a user and send it to the cloud. Every time remote access is invoked by the cloud, key materials are included as part of the request and sent to the remote application. The key materials are recommended not to be stored in Connector app for security. With this, only the Control App which configured the profile for remote access can access the device/application away from the proximal network.
AllJoyn Security 2.0 is under development and this includes permission management which is similar to oneM2M. Therefore AllJoyn system may allow application other than Control App to remote accesses later.

----------------------- End of text 1 -----------------------
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