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Introduction
Definition of App-ID format should be more detailed to work.
When AE requests ‘Register’ on the registrar CSE, the provided App-ID is used to configure resources regarding access control mechanism is performed. As following:
Step 003: The Receiver shall determine whether the request to register the Registree AE meets any of the following conditions:

1) In case the Security Association Establishment in Step 001 was performed using security credentials in form of a Certificate that included an App-ID and an AE-ID-Stem attribute, check if they match with the App-ID attribute in the Content parameter of the request and - if present - the AE-ID-Stem in the From parameter of the request.

2) Check if the applicable service subscription profile lists a combination of (allowed AE-ID-Stem value and allowed App-ID value) for the Credential-ID and the Registrar CSE-ID (see clause 11.2.2) that match with the App-ID attribute in the Content parameter of the request and - if present - the AE-ID-Stem in the From parameter of the request. If the information needed to perform that checking is not available to the Registrar CSE locally, the Registrar CSE shall retrieve that information from the applicable service subscription profile(s) from the IN-CSE. The applicable rules for this checking are contained in the <serviceSubscribedAppRule> resource(s) which are linked to by the ruleLinks attribute of the <m2mServiceSubscribedNode> resource(s) associated with the Registrar CSE. The <m2mServiceSubscribedNode> resource(s) associated with the Registrar CSE can be retrieved from the IN-CSE by applying the Filter Criteria parameter set to "CSE-ID={Registrar-CSE-ID}"where {Registrar-CSE-ID} needs to be substituted by the actual CSE-ID of the Registrar-CSE. 

If none of the conditions are met, the registration is not allowed and the Receiver shall respond with an error.

App-ID is the part of certificate, App-ID Authority should issue the Certificate as its responsibility.
This contribution proposed set of corrections to fix the existing problem.

Example Flow:

[image: image1]
-----------------------Start of change 1-------------------------------------------
7.1.3
Application Identifier (App-ID)

An Application Identifier (App-ID) uniquely identifies an M2M Application in a given context. More precisely, there are two types of App-ID: registration authority defined App-ID (registered App-ID) and non-registered App-ID. The establishment of the registered App-ID is guaranteed to be globally unique by the App-ID registry; the non-registered App‑ID is not guaranteed to be globally unique. The detail format is described in clause 7.2.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.2
M2M-SP-ID, CSE-ID, App-ID and AE-ID and resource Identifier formats

As a general rule, the identifiers of AEs, CSEs and resources are globally unique. In order to optimize their use, the identifiers shall be shortened when their scope can be derived from their context of use by the CSEs and the AEs. Such shortened identifiers are defined as 'relative' formats of the identifiers.

TheM2M system shall use the identifiers M2M-SP-ID, CSE-ID, App-ID and AE-ID and resource identifiers according to the formats and the rules specified in the following table (table 7.2-1).
Table 7.2-1: Identifiers formats and use

	Identifier
Name
	Absolute &
Format-Designator 
or
Relative &
Format-Designator & Context
	Format
	Rule of use

	M2M-SP-ID 
	Absolute

M2M-SP-ID
	The M2M-SP-ID shall conform to the FQDN format s defined in the IETF RFC 1035 [i.9] prefixed by '//'
The format then has the structure of


//{FQDN}

Where {FQDN} is a placeholder for the Fully Qualified Domain Name of the M2M Service Provider Domain 

Examples:

·   //www.m2mprovider.com

·   //globalm2m.org

The following two M2M-SP-IDs could be used to separate two service segments:
 

//automotive.m2m.telematics-service-company.com

//building-management.m2m.telematics-service-company.com
	Whenever The M2M-SP-ID is used, only an Absolute format of the M2M-SP-ID defined herein applies

	CSE-ID 
	Relative

SP-relative-CSE-ID

Context: M2M-SP Domain hosting the CSE
	The SP-relative-CSE-ID begins with a slash character '/' and is followed by a sequence of characters that may include any of the unreserved characters defined in the clause 2.3 of the IETF RFC 3986 [i.12].
The SP-relative-CSE-ID is unique within the context of the M2M-SP Domain hosting the CSE.

The M2M-SP is assigning the SP-Relative-CSE-ID and is responsible for guaranteeing that the SP-Relative-CSE-ID is unique in the context of the hosting M2M-SP Domain.

Examples:

· /123A38ZZY

· /CSE090112

· /3ace4fd3
	On the Mca and Mcc reference points: to refer to CSEs that are hosted by the same  M2M Service Provider domain.

	
	Absolute

Absolute-CSE-ID
	Concatenation according to the format


{M2M-SP-ID}{SP-relative-CSE-ID}


where {M2M-SP-ID} and {SP-relative-CSE-ID} are placeholders for the M2M-SP-ID and the SP-relative-CSE-ID format of the CSE-ID, respectively.
The Absolute-CSE-ID complies with what is specified in clause 3 of RFC3986 [i.12] under "hier-part".

Examples:
· //www.m2mprovider.com /C3219

· //m2m.thingscompany.com/ab3f124a
	On Mca and Mcc reference points: to refer to CSEs that are hosted by different M2M Service Provider domains

and

on the Mcc' reference point for all the CSEs

	AE-ID 
	Relative 

AE-ID-Stem

Context:

Registrar CSE of the AE 

or


M2M-SP Domain hosting the AE
	The AE-ID-Stem is a sequence of characters that may include any of the unreserved characters defined in the clause 2.3 of the IETF RFC 3986 [i.12].

The first character of the AE-ID-Stem has a specific meaning and its value shall be as follows:

1. Fist character of AE-ID-Stem is 'C'
The AE-ID-Stem is assigned by the Registrar CSE of the AE. In this case, the AE-ID-Stem shall be unique within the context of the Registrar CSE of the AE. The Hosting CSE is responsible for guaranteeing  that the AE-ID-Stem is unique in the context of the Hosting CSE.

Examples:

· C190XX7T

· Ca3e3f3ab

2. Fist character of AE-ID-Stem is 'S':
The AE-ID-Stem is assigned by the M2M-SP. In this case, the AE-ID-Stem shall be unique within the context of the M2M-SP Domain. The M2M-SP is responsible for guaranteeing  that the AE-ID-Stem is unique in the context of the M2M-SP Domain. 

Examples:

· S190XX7T

· Sa3e3f3ab

Use of other values for the first character of AE-ID-Stem is reserved.
Which of the cases above shall apply will be determined during the AE registration procedure. The details of the process how an AE-ID-Stem unique within the M2M-SP Domain is assigned by the M2M-SP are described in the AE registration procedure description.
	On the Mca reference point: To refer to AEs that registered to the CSE where the Originator is registered.

	
	Relative

SP-relative-AE-ID
Context: M2M-SP Domain hosting the AE
	1. In the case the AE-ID-Stem starts with the letter 'C', the SP-relative-AE-ID  is a concatenation according to the format

{SP-relative-CSE-ID}/{AE-ID-Stem}

where {SP-relative-CSE-ID} and {AE-ID-Stem} are placeholders for the SP-relative-CSE-ID of the Registrar CSE of the AE and the AE-ID-Stem format of the AE-ID, respectively.

Examples:

· /CSE090112/ C190XX7T

· /3ace4fd3/ Ca3e3f3ab

2. In the case the AE-ID-Stem starts with the letter 'S', the AE-ID-Stem is unique within the M2M-SP Domain. In that case the SP-relative-AE-ID  is a concatenation according to the format

/{AE-ID-Stem}

where {AE-ID-Stem} is a placeholders for the AE-ID-Stem format of the AE-ID.

Examples:

· /S190XX7T

· /Sa3e3f3ab

The SP-relative-AE-ID begins with a slash character '/', and it complies with what is specified in clause 4.2 of IETF RFC 3986 [i.12] under "absolute-path reference".
	On the Mca and Mcc reference points: To refer to AEs that are registered with other CSEs than the one of the Originator of the request but hosted by the M2M Service Provider domain to which Originator is attached.

	
	Absolute


Absolute-AE-ID
	The Absolute-AE-ID format of the AE-ID is a concatenation according to the format:

{M2M-SP-ID}{SP-relative-AE-ID}

where {M2M-SP-ID} and {SP-relative-AE-ID} are placeholders for the M2M-SP-ID and the SP-relative-AE-ID format of the AE-ID, respectively.


The absolute AE-ID complies with what is specified in clause 3 of IETF RFC 3986 [i.12] under "hier-part".
Examples:
· //m2m.prov.com /CSE3219/C9886

· //m2m.things.com/ab3f124a/Ca2efb3f4
· //m2m.things.com/S98821
	On the Mca and Mcc reference points: to refer to AEs that are hosted by a different M2M Service Provider domain with respect to the one to which the Originator of a request is attached

and

on the Mcc' reference point for all the AEs

	Resource identifier 
	Relative

Unstructured-CSE-relative -Resource-ID

Context: CSE hosting the Resource
	The Unstructured-CSE-relative-Resource-ID is a sequence of characters that may include any of the unreserved characters defined in the clause 2.3 of the IETF RFC 3986 [i.12].

The CSE-relative Resource Identifier is unique in the context of the CSE hosting the resource.

The Hosting CSE of the resource is responsible for guaranteeing  that the  CSE-Relative Resource ID is unique in the context of the Hosting CSE.

The Unstructured-CSE-relative-Resource-ID for resource types other than <AE> or <AEAnnc> shall not start with any of the reserved characters stated in the AE-ID definition.

Examples:

· container123 
· a1b2c3d4b0b00f0fa66a123456789abc

· xxyz1234
	On the Mca reference point: To refer to resources that are hosted by the CSE receiving a request targeting a resource.

	
	Relative

Structured-CSE-relative-Resource-ID

Context: CSE hosting the Resource
	The Structured-CSE-relative-Resource-ID is a sequence of characters that may include any of the unreserved characters defined in the clause 2.3 of the IETF RFC 3986 [i.12], as well as the slash character. It shall not start with the slash character.

The Structured-CSE-relative Resource-ID is unique in the context of the CSE hosting the resource. The structure represents parent-child-relationships using resource names of parents and their children for segments that are separated by the '/' character.

The Hosting CSE of the resource is responsible for guaranteeing  that the  CSE-Relative Resource ID is unique in the context of the Hosting CSE.
Example:

· streetX/houseY/roomZ/temperature

· CA/San_Diego/Mira_Mesa/trafficFlow
	On the Mca reference point: To refer to resources that are hosted by the CSE receiving a request targeting a resource.

	
	Relative

SP-relative
Resource-ID

Context: M2M-SP Domain hosting the Resource
	Concatenation according to the format:


{SP-relative-CSE-ID}/{Unstructured-CSE-relative Resource ID}

{SP-relative-CSE-ID}/{Structured-CSE-relative Resource ID}


where {SP-relative-CSE-ID}, {Unstructured-CSE-relative Resource ID}, {Structured-CSE-relative Resource ID}  are placeholders for the SP-relative-CSE-ID format of the CSE-ID and the Unstructured-CSE-relative-Resource-ID or the Structured-CSE-relative-Resource-ID  format of the Resource ID, respectively.

The SP-relative-Resource-ID begins with a slash character, and it complies with what is specified in clause 4.2 of IETF RFC 3986 [i.12] under "absolute-path reference".
The SP-relative Resource ID is unique in the context of the Service Provider.

Examples:

· /CSE987776/a234361

· /af542a/ CA/San_Diego/Mira_Mesa 
· /abcCSE/ streetX/houseY/roomZ/temp
	On the Mca and Mcc reference points: to refer to resources that are hosted by the same M2M Service Provider domain as the M2M SP domain hosting the CSE receiving a request for accessing the resource.

	
	Absolute

Absolute Resource ID
	Concatenation according to the format: 

{M2M-SP-ID}{SP-relative Resource ID}
where {M2M-SP-ID} and {SP-relative Resource ID} are placeholders for the M2M-SP-ID and the SP-relative Resource ID format of the Resource ID, respectively.

The Absolute-CSE-ID complies with what is specified in clause 3 of IETF RFC 3986 [i.12] under "hier-part".

Examples:

· //m2m.thing.com/xyzCSE/x3z5r43

· //m2m.iot.com/ab13/HouseA/RoomB/Temp
	On Mca and Mcc reference points: to refer to resources that are hosted by a different M2M Service Provider domain than the M2M SP domain hosting the CSE receiving a request for accessing the resource.

and

on the Mcc' reference point for all resources

	APP-ID
	App-ID
	Either "R[registered-App-ID]" or "N[non-registered-App-ID]"

The first letter is "R", then authority-ID and registered-App-ID are assigned by the App-ID Authority. The uniqueness of registered-App-ID is guaranteed by the ‘App-ID Authority’.

If the first letter is "N", then non-registered-App-ID is not registered by the registration authority.
Even the string format of App-ID is not specified in current release, it is recommended to start with the DNS domain name of the App-ID owner in reverse  order.
Example: 

Rcom.example.hems.app1


	AE Registration Procedure described in clause 10.1.1.2.2.


As a consequence, the Hosting CSE shall convert a Registree AE's global and relative identifier according to table 7.1.12-1 when a request is transmitted across the Mcc and Mca reference points.

As a consequence, the IN-CSE shall convert AE's, CSEs and resource's global absolute and relative identifiers according to table 7.1.12-1when a request is transmitted across the Mcc' reference point.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

10.1.1.2.2
Application Entity Registration procedure

The procedure for AE registration follows the message flow description depicted in figure 10.1.1.2.2-1. It defines in which cases additional procedures need to be initiated by the Registrar CSE for creating or updating of <AEAnnc> resources hosted on the M2M SP's IN-CSE in case an AE-ID-Stem starting with an 'S' character shall be used, see table 7.2-1 for the definition of AE-ID-Stem.
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Figure 10.1.1.2.2-1: Procedure for Creating an <AE> Resource

Originator: The Originator shall be the Registree AE.

Receiver: The Receiver shall allow the creation of the <AE> resource according to the access control policy and information in the applicable subscription profile. The Receiver shall derive the applicable M2M-Service-Profile-ID from the CSE-ID of the Registrar CSE.

Step 001: Optional: In case the Registree AE intends to use a Security Association to perform the registration, a Security Association Establishment procedure (see clause 11.2.2) shall get carried out first. In some cases (e.g. registration of AE internal to an MN or ASN), this may not be required depending on deployment choices of the M2M SP. Therefore, this step is optional. This optional Security Association can be established between the following entities:

3) The Registree AE and the Registrar CSE - in which case the specific AE that is subsequently sending the request to get registered shall be authenticated.
4) The M2M Service Provider and the App-ID Authority– in which case supplied App-ID is used for access control in following Step 003, the App-ID Authority for the App-ID shall be authenticated.
5) The Node on which the Registree AE is hosted and the Registrar CSE - in which case only the Node from which the registration request is received at the Registrar CSE shall be authenticated. In this case one or more AEs hosted on the authenticated node may  communicate over either a single Security Association or over individual Security Associations.

NOTE:    The Node authentication should be used only when the M2M Service Provider trusts the AE (on the Node) to provide the correct AE-ID and App-ID. The present document does not provide mechanisms by which the M2M Service Provider can obtain assurance about the trustworthiness of the AE when using Node authentication. For example, such a mechanism (by which the M2M Service Provider can obtain assurance about the trustworthiness of the AE) could be provided by executing the M2M Application on a secure environment.

The identifier of the security credentials used for establishing the Security Association in this step shall be termed 'Credential-ID' for the remainder of this procedure description. If no Security Association has been performed the Credential-ID shall be assumed to have the value 'None'.

Step 002: The Originator shall send the information defined in clause 10.1.1.1 for the registration CREATE procedure with the following specific information in the CREATE Request message:

From: AE-ID-Stem or empty. 

a) In case the Registree AE has already registered successfully before, then deregistered  and intends to register again with the same AE-ID-Stem value as before, the Registree AE shall include that AE-ID-Stem value into the From parameter.

b) In case the Registree AE has not registered successfully before and intends to get an M2M-SP-assigned AE-ID-Stem starting with an 'S' character assigned to itself but it does not have any specific value to suggest, it shall set the From parameter to the character 'S'.

c) In case the Registree AE intends to initiate a fresh registration and has no preference for the AE‑ID‑Stem value, the From parameter shall be empty.

Step 003: The Receiver shall determine whether the request to register the Registree AE meets any of the following conditions:

6) In case the Security Association Establishment in Step 001 was performed using security credentials in form of a Certificate that included an App-ID and an AE-ID-Stem attribute, check if they match with the App-ID attribute in the Content parameter of the request and - if present - the AE-ID-Stem in the From parameter of the request.

7) Check if the applicable service subscription profile lists a combination of (allowed AE-ID-Stem value and allowed App-ID value) for the Credential-ID and the Registrar CSE-ID (see clause 11.2.2) that match with the App-ID attribute in the Content parameter of the request and - if present - the AE-ID-Stem in the From parameter of the request. If the information needed to perform that checking is not available to the Registrar CSE locally, the Registrar CSE shall retrieve that information from the applicable service subscription profile(s) from the IN-CSE. The applicable rules for this checking are contained in the <serviceSubscribedAppRule> resource(s) which are linked to by the ruleLinks attribute of the <m2mServiceSubscribedNode> resource(s) associated with the Registrar CSE. The <m2mServiceSubscribedNode> resource(s) associated with the Registrar CSE can be retrieved from the IN-CSE by applying the Filter Criteria parameter set to "CSE-ID={Registrar-CSE-ID}"where {Registrar-CSE-ID} needs to be substituted by the actual CSE-ID of the Registrar-CSE. 

If none of the conditions are met, the registration is not allowed and the Receiver shall respond with an error.

Step 004: If the From parameter of the request provides an AE-ID-Stem value, the Registrar CSE shall check whether an <AE> resource with an Unstructured-CSE-relative-Resource-ID identical to the AE-ID-Stem value provided in the From parameter of the request does already exist. If so, there is still an active registration using the same AE-ID-Stem on the Registrar CSE and the Registrar CSE shall respond with an error. If not, the Registrar CSE shall perform action (3) in Step 002 of clause 10.1.1.1.

The procedure continues with one for the following cases a) - d) depending on the listed conditions:

Case a) AE-ID-Stem starts with 'S' and AE does not include an AE-ID-Stem (initial registration):
Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an 'S' character but no specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is supposed to use an M2M-SP-assigned AE-ID and wants to perform the initial registration:

Step 005a: The Receiver shall send a CREATE request for an <AEAnnc> resource to the IN-CSE in order to create an <AEAnnc> resource on the IN-CSE that is associated with the Registree AE. The following information shall be sent with that CREATE request:

d) In case no specific AE-ID-Stem value to be used for the Registree AE was determined during Step 003, the value 'S' shall be used in what follows for the AE-ID-Stem. Otherwise use the value determined in step 003.

e) The SP-relative-AE-ID format of the AE-ID (see table 7.2-1) shall be constructed using that AE‑ID‑Stem. The From parameter of the CREATE request for the <AEAnnc> resource shall be set to that SP-relative-AE-ID format of the AE-ID.

f) The link attribute of the <AEAnnc> resource to be created shall be set to the SP-Relative-Resource-ID format of a - not yet existent - <AE> resource hosted on the Registrar CSE constructed with a Unstructured-CSE-relative-Resource-ID that is equal to the AE-ID-Stem value used for the Registree AE.

g) The App-ID attribute of the <AEAnnc> resource to be created shall be present and set to the App-ID attribute value of the Registree AE.

h) The concatenation of the string 'Credential-ID:' and the actual Credential-ID of the Security Association used by the Registree AE - if any - shall be placed into the labels attribute of the <AE Annc> resource. If no noSecurity Association was used by the Registree AE, a value of 'None' shall be used for Credential-ID.

Step 006a: Upon reception of the CREATE <AEAnnc> request, the IN-CSE shall validate the request and verify whether the provided values of the App-ID attribute and the AE-ID-Stem in the From parameter is allowed for the combination of Credential-ID included in the labels attribute and the CSE-ID of the Registrar CSE included in the link attribute, according to the applicable service subscription profile. If that verification is successful and no specific AE-ID-Stem is provided, i.e. if the From parameter contains only the character 'S', the IN-CSE shall select an AE-ID-Stem in line with the applicable service subscription profile.

Step 007a: When the validation and verification in Step 006a completed successfully, the IN-CSE shall create <AEAnnc> resource with an Unstructured-CSE-relative-Resource-ID equal to the value of the AE-ID-Stem, insert the AE-ID-Stem into the link attribute if it was selected by the IN-CSE, and send a successful response to the Registrar CSE.

Step 008a: Upon reception of a successful response from the IN-CSE, the Registrar CSE shall use the Unstructured-CSE-relative-Resource-ID that was used for the <AEAnnc> resource on the IN-CSE also as the assigned Unstructured-CSE-relative-Resource-ID for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.
Case b) AE-ID-Stem starts with 'S' and AE includes an AE-ID-Stem (re-registration):

Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an 'S' character and a specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is supposed to use an M2M-SP-assigned AE-ID and wants to perform a re-registration using its already assigned AE-ID-Stem:

Step 005b: The Receiver shall send an UPDATE request for an <AEAnnc> resource to the IN-CSE in order to update the already existing <AEAnnc> resource on the IN-CSE that is associated with the Registree AE.  The following information shall be sent with that CREATE request:

i) The To parameter shall contain the SP-relative-Resource-ID format of the Resource ID for the <AEAnnc> resource which shall be constructed from the CSE-ID of the IN-CSE and the AE-ID-Stem that the Registree AE provided.

j) The SP-relative-AE-ID format of the AE-ID (see table 7.2-1) shall be constructed using that AE-ID-Stem. The From parameter of the UPDATE request for the <AEAnnc> resource shall be set to that SP-relative-AE-ID format of the AE-ID.

k) The link attribute of the <AEAnnc> resource shall be updated to the SP-Relative-Resource-ID format of a - not yet existent - <AE> resource hosted on the Registrar CSE constructed with an Unstructured‑CSE-relative-Resource-ID that is equal to the AE-ID-Stem value used for the Registree AE.

l) The labels attribute of the <AEAnnc> resource shall be updated with the concatenation of the string 'Credential-ID:' and the Credential-ID of the Security Association used by the Registree AE, replacing the existing entry starting with 'Credential-ID:'. If no Security Association was used by the Registree AE, a value of 'None' shall be used for Credential-ID.

Step 006b: Upon reception of the UPDATE <AEAnnc> request, the IN-CSE shall validate the request and verify whether the values suggested to be updated for the Credential-ID included in the labels attribute - if any - and the CSE-ID of the Registrar CSE included in the link attribute still match with any of the allowed combinations of App‑ID attribute and the AE-ID-Stem in the From parameter according to the applicable service subscription profile.

Step 007b: When the validation and verification in Step 006b completed successfully, the IN-CSE shall update the <AEAnnc> resource.

Step 008b: Upon reception of a successful response from the IN-CSE, the Registrar CSE shall use the Unstructured-CSE-relative-Resource-ID equal to the AE-ID-Stem in the From parameter for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.

Case c) AE-ID-Stem starts with 'C' and AE does not include an AE-ID-Stem (initial registration):

Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an 'C' character but no specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is not supposed to use an M2M-SP-assigned AE-ID and wants to perform the initial registration:

Step 005c: The Registrar CSE shall select an AE-ID-Stem starting with a 'C' character and use it for the Unstructured-CSE-relative-Resource-ID for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.

Case d) AE-ID-Stem starts with 'C' and AE includes an AE-ID-Stem (re-registration):

Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an 'C' character and a specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is not supposed to use an M2M-SP-assigned AE-ID and wants to perform a re-registration:

Step 005d: The Registrar CSE shall use the Unstructured-CSE-relative-Resource-ID equal to the AE-ID-Stem in the From parameter for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.

-----------------------End of change 3---------------------------------------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

access control attributes: set of parameters of the Originator, target resource, and environment against which there could be rules evaluated to control access

NOTE:
An example of Access Control Attributes of Originator is a role. Examples of Access Control Attributes of Environment are time, day and IP address. An example of Access Control Attributes of targeted resource is creation time.
access decision: authorization reached when an entity's Privileges, as well as other Access Control Attributes, are evaluated

application layer: comprises oneM2M Applications and related business and operational logic
App-ID Authority: authorizes an AE to use registered App-ID.
attribute: stores information pertaining to the resource

NOTE:
An attribute has a name and a value. Only one attribute with a given name can belong to a given resource. For an attribute defined as having "multiplicity" greater than 1, the value of that attribute is a composite value, i.e. a list of different values.

child resource: sub-resource of another resource that is its parent resource

NOTE:
The parent resource contains references to the child resources(s).

common services layer: consists of oneM2M service functions that enable oneM2M Applications (e.g. management, discovery and policy enforcement)

common services function (CSF): informative architectural construct which conceptually groups together a number of sub-functions

NOTE:
Those sub-functions are implemented as normative resources and procedures. A set of CSFs is contained in the CSE.

execution environment: logical entity that represents an environment capable of running software modules

hosting CSE: CSE where the addressed resource is hosted

---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror crs been posted?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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