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	CHANGE REQUEST

	Meeting:*
	ARC18

	Source:*
	Huawei Technologies Co., Ltd.
China Unicom

	Date:*
	2015-07-06

	Contact:*
	Jiaxin Yin, yinjiaxin@huawei.com
Jianquan Wang, wangjq@chinaunicom.cn

	Reason for Change/s:*
	Based on the agreed requirement and use case, it should be supported by oneM2M to group Originators that has the same access priviledge towards some resource using <group> resource.

	CR  against:  Release*
	Release Two

	CR  against:  WI*
	 FORMCHECKBOX 
 Active WI-0031  
 FORMCHECKBOX 
 MNT Maintenace / < Work Item number(optional)>
 FORMCHECKBOX 
 STE Small Technical Enhancements / < Work Item number (optional)>

Only ONE of the above shall be ticked

	CR  against:  TS/TR*
	TS-0001 v2.1.0

	Clauses/Sub Clauses*
	

	Type of change: *
	 FORMCHECKBOX 
 Editorial change
 FORMCHECKBOX 
 Bug Fix or Correction
 Change to existing feature or functionality
 FORMCHECKBOX 
 New feature or functionality
Only ONE of the above shall be ticked

	Post Freeze checking:*
	This CR contains only essential changes and corrections?  YES 
  NO 
This CR is a mirror CR? YES  FORMCHECKBOX 
   NO  FORMCHECKBOX 
  if YES, please indicate the document number of the original CR: 
<Document Number)<CR Number of the original CR to the current Release>

	Template Version:23 February 2015 (Dot not modify)
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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
	SER-027
	The M2M System shall support grouping of M2M applications that have the same access control rights towards one specific resources, together so that access control validation can be performed by validating if the M2M application is a member of certain group.
	2


The above requirement is agreed that need to be fulfilled during the Release 2 of oneM2M specifications. 
In the CR, resourceID of a group resource is added as one of the candidates of accessControlOriginators. By doing this, AEs that has similar access control priviledge can be collected using one group resource. Instead of including all the individual AE-IDs in the ACP resource. The ID of the <group> resource can be included. When the Hosting CSE is performing access control validation. Instead of checking if the ID of the AE that originates the request matches any of the originatorID in the accessControlOriginators, the Hosting CSE can check if the AE-ID is one of the members of the group resource.
If several AEs has the same role, we can also use group to organized them.

The granting and degranting of priviledge can be achieved by adding or removing members from a group.
-----------------------Start of change 1-------------------------------------------
9.6.2.1
accessControlOriginators
The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that shall be allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 9.6.2.1-1 describes the supported types of parameters in accessControlOriginators. The following Originator privilege types shall be considered for access control policy check by the CSE.
Table 9.6.2.1-1: Types of Parameters in accessControlOriginators 
	Name
	Description

	domain
	A SP domain or SP sub-domain

	originatorID
	CSE-ID or AE-ID which represent a Originator identity

	all
	Any Originators are allowed to access the resource within the accessControlOriginators constraints

	group
	The resourceID of a <group> resource which means all members of the group resource are originators that has the same privilege.


When the originatorID is an AE-ID and the AE-ID-Stem starts with 'S' (see table 7.2-1) and if the SP-relative format of the AE-ID is used for the originatorID, the access control policy applies irrespective of the Registrar CSE of the Originator.

-----------------------End of change 1---------------------------------------------

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror crs been posted?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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