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All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
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Introduction
Change 1 and 2:
· Since access control rules are white-list, there’s no occasion to have any conflict among multiple rules. This CR proposes to remove that error checking.

Change 3:
· wording changes and removal of unnecessary specifications.
In R01: reverted the change for “the system” to “M2M Service Provider default policy”. this would be introduced later with more details.
----------------------- Start of change 1 -----------------------
10.2.21
<accessControlPolicy> Resource Procedures
10.2.21.1
Create <accessControlPolicy>
This procedure shall be used to create an <accessControlPolicy> resource. 

Table 10.2.21.1-1: <accessControlPolicy> CREATE
	<accessControlPolicy> CREATE

	Associated Reference Point
	Mca, Mcc and Mcc'.

	Information in Request message
	Same as clause 10.1.1.

	Pre-Processing at Originator
	Same as clause 10.1.1.

	Processing at Receiver
	Same as clause 10.1.1. However the action (1) in step 002 shall be omitted.

	Information in Response message
	Same as clause 10.1.1.

	Post-Processing at Originator
	Same as clause 10.1.1.

	Exceptions
	Same as clause 10.1.1.
· 


----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
9.6.2
Resource Type accessControlPolicy
The Access Control Policies (ACPs) shall be used by the CSE to control access to the resources as specified in the present document and in oneM2M TS-0003 [i.3].

The ACP is designed to fit different access control models such as access control lists, role or attribute based access control.

The <accessControlPolicy> resource is comprised  privileges and selfPrivileges attributes which represent a set of access control rules  defining which entities (defined as accessControlOriginators) have the privilege to perform  certain operations (defined as accessContolOperations) within specified contexts (defined as accessControlContexts) and are used by the CSEs in making Access Decision to specific resources.

In a privilege, each access control rule defines which AE/CSE is allowed for which operation. So for sets of access control rules an operation is permitted if it is permitted by one or more access control rules in the set. 
For a resource that is not of <accessControlPolicy> resource type, the common attribute accessControlPolicyIDs for such resources (defined in table 9.6.1.3.2-1) contains a list of identifiers which link that resource to <accessControlPolicy> resources. The CSE Access Decision for such a resource shall follow the evaluation of the set of access control rules expressed by the privileges attributes defined in the <accessControlPolicy> resources.

The selfPrivileges attribute shall represent the set of access control rules for the <accessControlPolicy> resource itself. 
The CSE Access Decision for <accessControlPolicy> resource shall follow the evaluation of the set of access control rules expressed by the selfPrivileges attributes defined in the <accessControlPolicy> resource itself.
----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
9.6.1.3.2
Common attributes

The following attributes are commonly used in multiple, but not all, resource types.

NOTE:
The list of attributes in table 9.6.1.3.2-1 is not exhaustive.
Table 9.6.1.3.2-1: Common Attributes
	Attribute Name
	Description

	accessControlPolicyIDs
	The attribute contains a list of identifiers  of an <accessControlPolicy> resource. The privileges defined in the <accessControlPolicy> resource that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).

If a resource type does not have an accessControlPolicyIDs attribute definition, then the accessControlPolicyIDs for that resource is governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyIDs attribute definition, or the privileges for access are fixed by the system. Refer to the corresponding resource type definitions and procedures to see how access control is handled in such cases.

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute is not set, or it is set to a value that does not correspond to valid <accessControlPolicy> resource(s), or it refers to an <accessControlPolicy> resource(s) that is not reachable (e.g. because it is located on a remote CSE that is offline or not reachable), then the system default access privileges shall apply.

All resources are accessible if and only if the privileges (i.e., stored as privileges or selfPrivileges attribute of <accessControlPolicy> resource) allow it, therefore all resources shall have an associated AccessControlPolicyIDs attribute, either explicitly (setting the attribute in the resource itself) or implicitly (either by using the parent privileges or the system default policies). Which means that the system shall provide a default access privileges in case that the Originator does not provide a specific accessControlPolicyIDs during the creation of the resource. 



To update this attribute, a Hosting CSE shall check whether an Originator has Update permission in any selfPrivileges of the <accessControlPolicy> resources which this attribute originally indicates.

	expirationTime
	Time/date after which the resource will be deleted by the Hosting CSE. This attribute can be provided by the Originator, and in such a case it will be regarded as a hint to the Hosting CSE on the lifetime of the resource. The Hosting CSE can however decide on the real expirationTime. If the Hosting CSE decides to change the expirationTime attribute value, this is communicated back to the Originator.

The lifetime of the resource can be extended by providing a new value for this attribute in an UPDATE operation. Or by deleting the attribute value, e.g. by not providing the attribute when doing a full UPDATE, in which case the Hosting CSE can decide on a new value.

This attribute is mandatory when specified. If the Originator does not provide a value in the CREATE operation the system shall assign an appropriate value depending on its local policies and/or M2M service subscription agreements.

	stateTag
	An incremental counter of modification on the resource. When a resource is created, this counter is set to 0, and it will be incremented on every modification of the resource (see notes 1 and 2). The modification also includes direct child resource creation and deletion.


	link
	This attribute shall be present only on the announced resource. This attribute shall provide the link (address) to the original resource.

	announceTo
	This attribute may be included in a CREATE or UPDATE Request in which case it contains a list of addresses/CSE-IDs where the resource is to be announced. For the case that CSE-IDs are provided, the announced-to CSE shall decide the location of the announced resources based on the rules described in clause 9.6.26.
For the original resource, this attribute shall only be present if it has been successfully announced to other CSEs. This attribute maintains the list of the resource addresses to the successfully announced resources. Updates on this attribute will trigger new resource announcement or de-announcement.
If announceTo attribute includes resource address(s), the present document does not provide any means for validating these address(s) for announcement purposes. It is the responsibility of the Hosting-CSE referenced by the resource address(s) to validate the access privileges of the originator of the Request that triggers the announcement.

	announcedAttribute
	This attributes shall only be present at the original resource if some Optional Announced (OA) type attributes have been announced to other CSEs. This attribute maintains the list of the announced Optional Attributes (OA type attributes) in the original resource. Updates to this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.

	NOTE 1:
In order to enable detection of overflow, the counter needs to be capable of expressing sufficiently long numbers.
NOTE 2:
This attribute has the scope to allow identifying changes in resources within a time interval that is lower than the one supported by the attribute lastModifiedTime (e.g. less than a second or millisecond). This attribute can also be used to avoid race conditions in case of competing modifications.


----------------------- End of change 3 -----------------------
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