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Introduction
The integration of Roles within the oneM2M Architecture was not completely integrated in release 1.0 – specifically the assumption made by these specifications is that the originator assigned to the ACP would be able to have SRole-IDs associated with the originator.
From TS-001 

Clause 9.6.2 Resource Type accessControlPolicy

The ACP is designed to fit different access control models such as access control lists, role or attribute based access control.
Clause 11.3.4 M2M Authorization Procedure

The M2M authorization procedure controls access to resources and services by CSEs and AEs. This procedure requires that the Originator has been identified to an M2M Authentication Function and mutually authenticated and associated with an M2M Service Subscription. Authorization depends on:
· The privileges set by the M2M Service Subscription associated with the Originator (e.g. service/role assigned to the Originator).

· These privileges are set-up based on the access control policies associated with the accessed resource or service. They condition the allowed operations (e.g. CREATE) based on the Originator's privileges and other access control attributes (e.g. contextual attributes such as time or geographic location).

The authorization/access grant involves an Access Decision step to determine what the authenticated CSE or AE can actually access, by evaluating applicable access control policies based on the CSE or AE privileges. Access Decision is described in one M2M Security Solutions Technical Specification[2].
The following set of access control policy attributes shall be available for an Access Decision.

· Access control attributes of Originator (e.g. Service Role, CSE_IDs, AE-IDs, etc.).

· Access control attributes of Environment/Context (e.g. time, day, IP address, etc.).

· Access control attributes of Operations (e.g.  Create, Execute, etc.).

The M2M Service Provider/administrator and owner of resources are responsible to establish access control policies that determine by whom, in what context and what operations may be performed upon those resources. If the requesting entity satisfies the owner's access control policy, then the access to the resource is granted.
The authorization procedure involves rerouting of access requests to an M2M authorization function and delivering access tokens valid for specific authorization.

The authorization procedure shall be implemented as specified in the oneM2M Security Solutions Technical Specification [2].

So from here we can see that it is the originator of the ACP that needs to contain the ServiceRole(s) but:

9.6.2.1            accessControlOriginators
The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that shall be allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 9.6.2.1-1 describes the supported types of parameters in accessControlOriginators. The following Originator privilege types shall be considered for access control policy check by the CSE.
Table 9.6.2.1-1: Types of Parameters in accessControlOriginators 

	Name
	Description

	domain
	A SP domain or SP sub-domain

	originatorID
	CSE-ID or AE-ID which represent a Originator identity

	all
	Any Originators are allowed to access the resource within the accessControlOriginators constraints


When the originatorID is an AE-ID and the AE-ID-Stem starts with 'S' (see table 7.2-1) and if the SP-relative format of the AE-ID is used for the originatorID, the access control policy applies irrespective of the Registrar CSE of the Originator.
We do not see the Service Role – so we need to figure out how to include Service Role in the originator resource.
-----------------------Start of change 1-------------------------------------------
9.6.2.1
accessControlOriginators
The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that shall be allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 9.6.2.1-1 describes the supported types of parameters in accessControlOriginators. The following Originator privilege types shall be considered for access control policy check by the CSE.
Table 9.6.2.1-1: Types of Parameters in accessControlOriginators 
	Name
	Description

	domain
	A SP domain or SP sub-domain

	originatorID
	CSE-ID or AE-ID which represent a Originator identity

	all
	Any Originators are allowed to access the resource within the accessControlOriginators constraints

	roleIDs
	An optional set of SRole-IDs  or the value all. When the attribute is not present, roles are not taken into account when evaluating the ACP.


When the originatorID is an AE-ID and the AE-ID-Stem starts with 'S' (see table 7.2-1) and if the SP-relative format of the AE-ID is used for the originatorID, the access control policy applies irrespective of the Registrar CSE of the Originator.
-----------------------End of change 1---------------------------------------------
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