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Introduction
Mainly this CR proposes overview information to readers on oneM2M Service Subscription mechanism. As specified in the TS, it consists of 3 resource types: m2mServiceSubscription, serviceSubscribedNode and serviceSubscribedAppRule. It may not be so easy to understand the specification as-is. This CR proposes to have the relationship diagram.
In the AE registration procedure (clause 10.1.1.2.2), it just says the Registrar CSE checks “service subscription profile” but there’s no details such as which resource shall be retrieved and which attribute should be checked. This CR addes some texts to clarify that.

Also clearly states that those three resource types are instanciated only on IN-CSE.
Finally this renames, <m2mServiceSubscriptionProfile> to <serviceSubscriptionProfile>. There’s no good reason to have ‘m2m’ prefix considering all other oneM2M resource types that do not have it.

R01: 
- switched the order of figure 9.6.19-1 and 19-2.
- added the editor’s note in clause 9.6.19 (change 1) to remember that we need an clarification regarding M2M Service Profile Identifier.

- moved the procedure text (line 77-79) to AE registration procedure (line 126-129).
- re-added m2m in front of serviceSubscriptionProfile resource type name
----------------------- Start of change 1 -----------------------
9.6.19
Resource Type m2mServiceSubscriptionProfile
The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription. It is used to represent all data pertaining to the M2M Service Subscription, i.e. the technical part of the contract between an M2M Application Service Provider and an M2M Service Provider and is only stored on IN-CSE. The data is also represented in <serviceSubscribedNode> and <serviceSubscribedAppRule> resources as well as <m2mServiceSubscriptionProfile> resource. The relationship among those three resource types are depicted as follows. Note that the diagram does not capture all attributes and child resources. Those resource types shall only be instanciated on IN-CSE.
Editor’s Note: The relationship between this resource type and the M2M Service Profile Identifier will be specified (see clause 7.1.13).
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Figure 9.6.19-1: Structure of <m2mServiceSubscriptionProfile> resource
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Figure 9.6.19-2: Relationship among M2M Service Subscription related resources

The <m2mServiceSubscriptionProfile> resource shall contain the child resources specified in table 9.6.19-1.

Table 9.6.19-1: Child resources of <m2mServiceSubscriptionProfile> resource
	Child Resources of <m2mServiceSubscriptionProfile>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<serviceSubscribedNode>
	0..n
	See clause 9.6.20


The <m2mServiceSubscriptionProfile> resource shall contain the attributes specified in table 9.6.19-2.

Table 9.6.19-2: Attributes of <m2mServiceSubscriptionProfile> resource

	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	serviceRoles
	0..1 (L)
	RW
	This attribute contains a list of Service Role IDs (S-RoleID) that are subscribed to in this service subscription. If the multiplicity of this attribute is 0, the role does not apply.


----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
9.6.20
Resource Type serviceSubscribedNode
The <serviceSubscribedNode> resource represents M2M Node information that is needed as part of the M2M Service Subscription resource and is only stored on IN-CSE. It contains M2M-Node-ID and optionally CSE-ID running on that Node.
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Figure 9.6.20-1: Structure of <serviceSubscribedNode> resource

The <serviceSubscribedNode> resource shall contain the child resource specified in table 9.6.20-1.
Table 9.6.20-1: Child resources of <serviceSubscribedNode> resource
	Child Resources of <serviceSubscribedNode>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <serviceSubscribedNode> resource shall contain the attributes specified in table 9.6.20-2.

Table 9.6.20-2: Attributes of <serviceSubscribedNode> resource
	Attributes of <serviceSubscribedNode>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	nodeID
	1
	WO
	M2M-Node-ID of the node that is represented by this instance.

	CSE-ID
	0..1
	WO
	CSE-ID pertaining to this node (for nodes that have a CSE).

	deviceIdentifier
	0..1 (L)
	WO
	A list of device identifiers. A deviceIdentifier identifies a device using a Universally Unique IDentifier (UUID). The UUID specifies a valid, hex digit character string as defined in IETF RFC 4122 [i.28]. The format of the URN is one of the following: 


· Case 1: Identify a device using the format <OUI> "-" <ProductClass> "-" <SerialNumber> as defined in section 3.4.4 of TR-069 [i.4]. The format of the URN is urn:dev:ops:<OUI> "-" <ProductClass> "-" <SerialNumber>.

· Case 2: Identify a device using the format <OUI> "-"<SerialNumber> as defined in section 3.4.4 of TR-069 [i.4]. The format of the URN is urn:dev:os:<OUI> "-"<SerialNumber>.

· Case 3: Identify a device using an International Mobile Equipment Identifiers of 3GPP TS 23.003 [i.25]. This URN specifies a valid, 15 digit IMEI. The format of the URN is urn:imei:###############.
· Case 4: Identify a device using an Electronic Serial Number.  The ESN specifies a valid, 8 digit ESN. The format of the URN is urn:esn:########.
· Case 5: Identify a device using a Mobile Equipment Identifier. This URN specifies a valid, 14 digit MEID. The format of the URN is urn:meid:##############.

	ruleLinks
	0..1 ((L)
	RW
	This attribute contains a list of links towards <serviceSubscribedAppRule> resources pertaining to this <serviceSubscribedNode>. See clause 9.6.29 for an explanation of the <serviceSubscribedAppRule> resource. This attribute shall exist only when the CSE-ID attribute is present. When the list is empty, it means no applications are allowed to register on the CSE which is indicated by the CSE-ID attribute.


----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
9.6.29
Resource Type serviceSubscribedAppRule
The <serviceSubscribedAppRule> resource represents a rule that defines allowed App-ID and AE-ID combinations that are acceptable for registering an AE on a Registrar CSE and is only stored on IN-CSE. The rule in a <serviceSubscribedAppRule> resource shall apply for CSEs for which the associated <serviceSubscribeNode> resource is linked with the <serviceSubscribedAppRule> via the ruleLinks attribute of the <serviceSubscribedNode> resource. The rule contained in a <serviceSubscribedAppRule> resource  defines a mapping between: 

a) one or more Credential-ID(s); and

b) combinations of one or more App-ID(s) and one or more AE-ID(s) which are allowed to be used for registering AE(s) that issued a registration request via a Security Association established with the credentials associated with the Credential-ID(s) listed in (a).
When applications shall be allowed in situations where no Security Association has been established prior to issuing the registration request, the Credential-ID 'None' shall be used in the rule.

The parent resource of a <serviceSubscribedAppRule> resource is the <CSEBase> resource of the IN-CSE hosting the <serviceSubscribedNode> resource(s) that point to the <serviceSubscribedAppRule> resource.
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Figure 9.6.29-1: Structure of <serviceSubscribedAppRule> resource
The <serviceSubscribedAppRule> resource shall contain the child resource specified in table 9.6.29-1.
Table 9.6.29-1: Child resources of <serviceSubscribedAppRule> resource
	Child Resources of <serviceSubscribedAppRule>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.


The <serviceSubscribedAppRule> resource shall contain the attributes specified in table 9.6.29-2.
Table 9.6.29-2: Attributes of <serviceSubscribedAppRule> resource
	Attributes of <serviceSubscribedAppRule>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described. If no accessControlPolicyIDs is given at the time of creation, the accessControlPolicyIDs of the parent resource is linked to this attribute.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	applicableCredIDs
	1 (L)
	RW
	List of credential IDs for which this rule is applicable, i.e. for registration requests coming into a CSE via a Security Association Endpoint (SEA) [i.3], that was authenticated using credentials that match with any of these credential-IDs, the current rule applies. This can contain a '*' for any credential ID or 'None' for not authenticated case. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any Credential ID that starts with 'C123' and ends with 'X') to define sets or ranges of Credential-IDs.

	allowedApp-IDs
	0..1 (L)
	RW
	List of App-IDs that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [i.3] associated with credentialID stored in the attribute applicableCredID. This can contain '*' for any App-ID. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any App-ID that starts with 'C123' and ends with 'X') to define sets or ranges of App-IDs.

	allowedAEs
	0..1 (L)
	RW
	List of allowed AE-ID-Stems to be used for the registering AEs. This can contain zero or more specific AE-ID-Stem values, 'S*' for any SP-Assigned AE-ID-Stem, 'C*' for any CSE-assigned AE-ID-Stem, or '*' for any AE-ID-Stem. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any AE-ID that starts with 'C123' and ends with 'X') to define sets or ranges of AE-ID-Stems.


----------------------- End of change 3 -----------------------
----------------------- Start of change 4 -----------------------
10.1.1.2.2
Application Entity Registration procedure

The procedure for AE registration follows the message flow description depicted in figure 10.1.1.2.2-1. It defines in which cases additional procedures need to be initiated by the Registrar CSE for creating or updating of <AEAnnc> resources hosted on the M2M SP's IN-CSE in case an AE-ID-Stem starting with an 'S' character shall be used, see table 7.2-1 for the definition of AE-ID-Stem.
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Figure 10.1.1.2.2-1: Procedure for Creating an <AE> Resource
Originator: The Originator shall be the Registree AE.
Receiver: The Receiver shall allow the creation of the <AE> resource according to the access control policy and information in the applicable m2m service subscription profile. To validate the m2m service subscription profile, the Receiver shall check the corresponding <serviceSubscribedNode> resource, by matching the CSE-ID in the m2m service subscription profile against the Receiver owned CSE-ID. Subsequently the Receiver shall check whether the Registree AE is included in the linked (i.e., ruleLinks attribute) <serviceSubscribedAppRules> resource(s).
Step 001: Optional: In case the Registree AE intends to use a Security Association to perform the registration, a Security Association Establishment procedure (see clause 11.2.2) shall get carried out first. In some cases (e.g. registration of AE internal to an MN or ASN), this may not be required depending on deployment choices of the M2M SP. Therefore, this step is optional. This optional Security Association can be established between the following entities:

· The Registree AE and the Registrar CSE - in which case the specific AE that is subsequently sending the request to get registered shall be authenticated.
· The Node on which the Registree AE is hosted and the Registrar CSE - in which case only the Node from which the registration request is received at the Registrar CSE shall be authenticated. In this case one or more AEs hosted on the authenticated node may  communicate over either a single Security Association or over individual Security Associations.

NOTE:    The Node authentication should be used only when the M2M Service Provider trusts the AE (on the Node) to provide the correct AE-ID and App-ID. The present document does not provide mechanisms by which the M2M Service Provider can obtain assurance about the trustworthiness of the AE when using Node authentication. For example, such a mechanism (by which the M2M Service Provider can obtain assurance about the trustworthiness of the AE) could be provided by executing the M2M Application on a secure environment.
The identifier of the security credentials used for establishing the Security Association in this step shall be termed 'Credential-ID' for the remainder of this procedure description. If no Security Association has been performed the Credential-ID shall be assumed to have the value 'None'.

Step 002: The Originator shall send the information defined in clause 10.1.1.1 for the registration CREATE procedure with the following specific information in the CREATE Request message:

From: AE-ID-Stem or NULL. 

· In case the Registree AE has already registered successfully before, then deregistered  and intends to register again with the same AE-ID-Stem value as before, the Registree AE shall include that AE-ID-Stem value into the From parameter.
· In case the Registree AE has not registered successfully before and intends to get an M2M-SP-assigned AE-ID-Stem starting with an 'S' character assigned to itself but it does not have any specific value to suggest, it shall set the From parameter to the character 'S'.
· In case the Registree AE has not registered successfully before and intends to get a Registrar CSE-assigned AE-ID-Stem starting with an ‘C’ character assigned to itself but it does not have any specific value to suggest, it shall set the From parameter to the character ‘C’.
· In case the Registree AE intends to initiate a fresh registration and has no preference for the AE‑ID‑Stem value, the From parameter shall be set to NULL.
Step 003: The Receiver shall determine whether the request to register the Registree AE meets any of the following conditions:

· In case the Security Association Establishment in Step 001 was performed using security credentials in form of a Certificate that included an App-ID and an AE-ID-Stem attribute, check if they match with the App-ID attribute in the Content parameter of the request and the AE-ID-Stem in the From parameter of the request.
· Check if the applicable service subscription profile lists a combination  (allowed AE-ID-Stem value and allowed App-ID value) for the Credential-ID and the Registrar CSE-ID (see clause 11.2.2) that match with the App-ID attribute in the Content parameter of the request and the AE-ID-Stem in the From parameter of the request. If the information needed to perform that checking is not available to the Registrar CSE locally, the Registrar CSE shall retrieve that information from the applicable service subscription profile(s) from the IN-CSE. If the From parameter of the request is Null and the allowed AE-ID-Stem has wild card (“*”) in service subscription profile, the Registrar CSE shall assign the starting character (‘S’, ‘C’) in accordance with provisioned Service Provider policy.The applicable rules for this checking are contained in the <serviceSubscribedAppRule> resource(s) which are linked to by the ruleLinks attribute of the <m2mServiceSubscribedNode> resource(s) associated with the Registrar CSE. The <m2mServiceSubscribedNode> resource(s) associated with the Registrar CSE can be retrieved from the IN-CSE by applying the Filter Criteria parameter set to "CSE-ID={Registrar-CSE-ID}"where {Registrar-CSE-ID} needs to be substituted by the actual CSE-ID of the Registrar-CSE. 

If none of the conditions are met, the registration is not allowed and the Receiver shall respond with an error.

Step 004: If the From parameter of the request provides an AE-ID-Stem value, the Registrar CSE shall check whether an <AE> resource with an Unstructured-CSE-relative-Resource-ID identical to the AE-ID-Stem value provided in the From parameter of the request does already exist. If so, there is still an active registration using the same AE-ID-Stem on the Registrar CSE and the Registrar CSE shall respond with an error. If not, the Registrar CSE shall perform action (3) in Step 002 of clause 10.1.1.1.

The procedure continues with one for the following cases a) - d) depending on the listed conditions:

Case a) AE-ID-Stem starts with 'S' and AE does not include an AE-ID-Stem (initial registration):
Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an 'S' character but no specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is supposed to use an M2M-SP-assigned AE-ID and wants to perform the initial registration:

Step 005a: The Receiver shall send a CREATE request for an <AEAnnc> resource to the IN-CSE in order to create an <AEAnnc> resource on the IN-CSE that is associated with the Registree AE. The following information shall be sent with that CREATE request:

· In case no specific AE-ID-Stem value to be used for the Registree AE was determined during Step 003, the value 'S' shall be used in what follows for the AE-ID-Stem. Otherwise use the value determined in step 003.

· The From parameter of the CREATE request for the <AEAnnc> resource shall be set to the SP-relative-AE-ID format of the AE-ID. The SP-relative-AE-ID format of the AE-ID (see table 7.2-1) shall be constructed using that AE‑ID‑Stem.
· The link attribute of the <AEAnnc> resource to be created shall be set to the SP-Relative-Resource-ID format of a - not yet existent - <AE> resource hosted on the Registrar CSE constructed with a Unstructured-CSE-relative-Resource-ID that is equal to the AE-ID-Stem value used for the Registree AE.

· The App-ID attribute of the <AEAnnc> resource to be created shall be present and set to the App-ID attribute value of the Registree AE.

· The concatenation of the string 'Credential-ID:' and the actual Credential-ID of the Security Association used by the Registree AE - if any - shall be placed into the labels attribute of the <AE Annc> resource. If no noSecurity Association was used by the Registree AE, a value of 'None' shall be used for Credential-ID.

Step 006a: Upon reception of the CREATE <AEAnnc> request, the IN-CSE shall validate the request and verify whether the provided values of the App-ID attribute and the AE-ID-Stem in the From parameter is allowed for the combination of Credential-ID included in the labels attribute and the CSE-ID of the Registrar CSE included in the link attribute, according to the applicable service subscription profile. If that verification is successful and no specific AE-ID-Stem is provided, i.e. if the From parameter contains only the character 'S', the IN-CSE shall select an AE-ID-Stem in line with the applicable service subscription profile.

Step 007a: When the validation and verification in Step 006a completed successfully, the IN-CSE shall create <AEAnnc> resource with an Unstructured-CSE-relative-Resource-ID equal to the value of the AE-ID-Stem, insert the AE-ID-Stem into the link attribute if it was selected by the IN-CSE, and send a successful response to the Registrar CSE.

Step 008a: Upon reception of a successful response from the IN-CSE, the Registrar CSE shall use the Unstructured-CSE-relative-Resource-ID that was used for the <AEAnnc> resource on the IN-CSE also as the assigned Unstructured-CSE-relative-Resource-ID for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.
Case b) AE-ID-Stem starts with 'S' and AE includes an AE-ID-Stem (re-registration):

Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an 'S' character and a specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is supposed to use an M2M-SP-assigned AE-ID and wants to perform a re-registration using its already assigned AE-ID-Stem:

Step 005b: The Receiver shall send an UPDATE request for an <AEAnnc> resource to the IN-CSE in order to update the already existing <AEAnnc> resource on the IN-CSE that is associated with the Registree AE.  The following information shall be sent with that CREATE request:

· The To parameter shall contain the SP-relative-Resource-ID format of the Resource ID for the <AEAnnc> resource which shall be constructed from the CSE-ID of the IN-CSE and the AE-ID-Stem that the Registree AE provided.

· The From parameter of the UPDATE request for the <AEAnnc> resource shall be set to the SP-relative-AE-ID format of the AE-ID. The SP-relative-AE-ID format of the AE-ID (see table 7.2-1) shall be constructed using that AE-ID-Stem. 

· The link attribute of the <AEAnnc> resource shall be updated to the SP-Relative-Resource-ID format of a - not yet existent - <AE> resource hosted on the Registrar CSE constructed with an Unstructured‑CSE-relative-Resource-ID that is equal to the AE-ID-Stem value used for the Registree AE.

· The labels attribute of the <AEAnnc> resource shall be updated with the concatenation of the string 'Credential-ID:' and the Credential-ID of the Security Association used by the Registree AE, replacing the existing entry starting with 'Credential-ID:'. If no Security Association was used by the Registree AE, a value of 'None' shall be used for Credential-ID.

Step 006b: Upon reception of the UPDATE <AEAnnc> request, the IN-CSE shall validate the request and verify whether the values suggested to be updated for the Credential-ID included in the labels attribute - if any - and the CSE-ID of the Registrar CSE included in the link attribute still match with any of the allowed combinations of App‑ID attribute and the AE-ID-Stem in the From parameter according to the applicable service subscription profile.

Step 007b: When the validation and verification in Step 006b completed successfully, the IN-CSE shall update the <AEAnnc> resource.

Step 008b: Upon reception of a successful response from the IN-CSE, the Registrar CSE shall use the Unstructured-CSE-relative-Resource-ID equal to the AE-ID-Stem in the From parameter for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.

Case c) AE-ID-Stem starts with 'C' and AE does not include an AE-ID-Stem (initial registration):

Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an 'C' character but no specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is not supposed to use an M2M-SP-assigned AE-ID and wants to perform the initial registration:

Step 005c: The Registrar CSE shall select an AE-ID-Stem starting with a 'C' character and use it for the Unstructured-CSE-relative-Resource-ID for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.

Case d) AE-ID-Stem starts with 'C' and AE includes an AE-ID-Stem (re-registration):

Condition: In Step 003 it was determined that the AE-ID-Stem value to be used for the Registree AE starts with an 'C' character and a specific AE-ID-Stem was provided with the CREATE request of the Registree AE. This case applies when the Registrar AE is not supposed to use an M2M-SP-assigned AE-ID and wants to perform a re-registration:

Step 005d: The Registrar CSE shall use the Unstructured-CSE-relative-Resource-ID equal to the AE-ID-Stem in the From parameter for the <AE> resource to be created on the Registrar CSE and continue with action (4) of Step 002 of the non-registration related CREATE procedure in clause 10.1.1.1.

----------------------- End of change 4 -----------------------
CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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