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Introduction
For device management, in the current specification, we use several terminology which may be confusing to the readers. The contribution proposes to use uniformed terminologies.
The information model used in OMA, BBF:
external management objects

The command defined by OMA, BBF:


external management commands

OMA and BBF etc:







external management technologies
-----------------------Start of change 1-------------------------------------------
6.2.4
Device Management

6.2.4.1
General Concepts

The Device Management (DMG) CSF provides management of device capabilities on MNs (e.g. M2M Gateways), ASNs and ADNs (e.g. M2M Devices), as well as devices that reside within an M2M Area Network. Application Entities (AE) can manage the device capabilities on those Nodes by using the services provided by the DMG CSF alleviating the need for the AE to have knowledge of the external management commands or the external management objects. While the AE does not require an understanding of the external management commands or the external management objects, this information is provided to the AE so that an AE can utilize this information for administrative purposes (e.g. diagnostics, troubleshooting).

6.2.4.1.1
Device Management Architecture

In order to manage the CSE and device capabilities of the MNs, ASNs and ADNs, the DMG can utilize external management technologies (e.g. TR‑069 [i.4], OMA-DM [i.5], and LWM2M [i.6]) in addition to management of Management Resources across the Mcc reference point. When the external management technologies is used to manage the MN, ASN or ADN, the DMG of the IN translates or adapts the management related requests from other CSEs or from AEs to the external management commands of the corresponding external management technologies.

In order to perform the translation and adaptation functions, the DMG has a functional component termed the Management Adapter (figure 6.2.4.1.1-1). The Management Adapter in the DMG of the IN (IN-DMG-MA) performs the adaptation between the DMG and Management Servers using the ms interface; while the Management Adapter in the DMG of the MN (MN-DMG-MA) and ASN (ASN-DMG-MA) performs translation and adaptation between the DMG and the Management Client using the la interface. Only one Management Adapter is shown in the DMG although it can interact with Management Server using different external management technologies.

The interface between Management Server and Management Client (figure 6.2.4.1.1-1) is the mc interface which is subject to the external management technology that is used (e.g. TR-069 [i.4] or LWM2M [i.6]). The mc interface is technology dependent and is outside the scope of the present document.

The DMG in the CSE of the MN has the same functionality as the DMG in the CSE of the ASN. In addition, the DMG in the MN can be used to manage devices in the M2M Area Network. In this case, the DMG is deployed with proxy functionality that interacts with the Proxy Management Client using the mp interface. The mp interface is technology dependent and is outside the scope of the present document.

The Management Server and Management Client can be implemented as an entity external to the Node or they can be implemented as an entity embedded within the Node (figure 6.2.4.1.1-1). The Management Server and the Management Client are located on the boundary of the Node to indicate this situation as well as to depict that an IN can utilize multiple Management Servers from various M2M and Network Service Providers.
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Figure 6.2.4.1.1-1: Device Management Architecture

6.2.4.1.2
Management Server Interaction

6.2.4.1.2.1
Overview

The DMG CSF in the IN has the capability to utilize Management Servers from external management technologies (e.g. TR-069 [i.4], OMA DM [i.5], LWM2M [i.6]) to implement the Device Management functions. The IN-DMG-MA communicates with the Management Server using the ms interface that is provided by the Management Server. Note that ms interface is outside the scope of the present document. The IN-DMG-MA takes the following roles:

· Protocol Translation between DMG and the Management Server:

· After the DMG receives the requests from the request Originator, the IN-DMG-MA translates the requests from the request Originator to requests with associated identifiers that can be understood by the Management Server. Likewise the IN-DMG-MA translates events from the Management Server and delivers the events to M2M Entities (e.g. AE, CSE) that are subscribed to the event. When the Management Server is embedded within the IN-DMG, the Management Adapter translates the request and accepts events in the protocol understood by the Management Client.

· Interaction with the Management Server:

· By using ms interface, the IN-DMG-MA can communicate with the Management Server. This is for delivering the requests from the request Originator to the Management Server, or receiving information from the Management Server that will be notified to subscribing M2M Entities (e.g. AE, CSE). The communication between the IN-DMG-MA and the Management Server requires an establishment of a session. The establishment of a session between the IN-DMG-MA and Management Server provides security dimensions for Access Control, Authentication, Non-repudiation, Data confidentiality, Communication security, Data integrity and Privacy. The IN-DMG-MA can utilize a policy that defines when a session between the IN-DMG-MA and Management Server is established and torn down.

· Management Server selection:

· When the IN-DMG-MA communicates with multiple Management Servers that have different level of access control privileges to resources from the Management Server the IN‑DMG‑MA selects the proper Management Server that has the access control privileges to perform the management requests. The access control policy information for resources from Management Servers may be discovered using the ms interface.

· Discovery of external management objects:

· When the IN-DMG-MA maintains information (i.e. metadata, values) of the external management objects managed by a Management Server using the ms interface, the IN-DMG-MA will be capable of discovering and keep up to date the external management object's information that are managed by the IN-DMG and a Management Server.

A Management Server can be located in the Underlying Network using the Mcn reference point as depicted in figure 6.2.4.1.2.1-1 or the Management Server can be located in the M2M Service Layer as depicted in figure 6.2.4.1.2.1-2.
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Figure 6.2.4.1.2.1-1: Management Server in Underlying Network
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Figure 6.2.4.1.2.1-2: Management Server in M2M Service Layer

The ms interface is functionally the same interface regardless if the Management Server resides in the Underlying Network or the Service Layer. However, the access control privileges that the Management Server has for resources from the external management technology can be different depending whether the Management Server resides in the Underlying Network or in the Services Layer. For example in figure 6.2.4.1.2.1-1, the Management Server in the Underlying Network controls access of the exposed resources from the external management technology while, in the figure 6.2.4.1.2.1-2, the Management Server in the M2M Service Layer controls access to the resources.

6.2.4.1.2.2
Management Server - Access Permissions

When an operation on an M2M Service Layer Resource is performed and if the access to the Resource is granted and the operation for the Resource utilizes a Management Server external to the service layer, the IN-DMG CSF selects one or more among the authenticated Management Servers necessary to access the requested resources. The procedure for the selection of Management Servers is implementation specific and outside the scope of the present document.

The DMG CSF management functions that cause impacts to the Underlying Network utilize access permissions that are delegated from the provider of the network service layer.

6.2.4.1.2.3
Management Server - External management object discovery
An IN-DMG-MA discovers information of the external management objects managed by a Management Server using the ms interface. The discovery of this information includes the:

· M2M devices, devices in the M2M Area Network and M2M Applications to which the Management Server has access.

· The metadata associated with the external management objects associated the M2M devices, devices in the M2M Area Network and M2M Applications. This metadata includes items such as the supported data/object model.

The IN-DMG-MA is capable of being kept up-to-date of the changes in the M2M Devices, devices in the M2M Area Network and M2M Applications or the metadata of the external management objects associated with those entities. In addition, the IN-DMG-MA can maintain the value associated external management objects, associated the M2M devices, devices in the M2M Network and M2M Applications.

6.2.4.1.3
Management Client Interaction

6.2.4.1.3.1
Overview

The DMG CSF in the MN or ASN can use the Management Client from existing management technologies (e.g. TR‑069 [i.4], OMA DM [i.5], LWM2M [i.6]) to implement the Device Management functions. The MN-DMG-MA or ASN-DMG-MA communicates with the Management Client using the la interface (e.g. DM-7, 8, 9 ClientAPI in OMA DM [i.5]) that is provided by the Management Client. Note that the la interface is outside the scope of the present document. The MN-DMG-MA or ASN-DMG-MA takes the following roles:

· Interaction with the Management Client:

· By using la interface, the Management Adapter can communicate with the Management Client to discover the external management objects supported by the Management Client.

· Mapping between the DMG and Management Client:

· After the Management Adapter discovers the external management objects supported by the Management Client; the Management Adapter performs the mapping between the external management objects to resources. The DMG in the MN or ASN can create those resources in the IN-CSE, and the resources can be used by the IN-AE to manage the device capabilities pertaining to the MN or ASN.
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Figure 6.2.4.1.3.1-1: Management Client Interaction using "Ia" interface

6.2.4.1.4
Device Management Resource Lifecycle

6.2.4.1.4.1
Resource Attributes from Device Management Resources

The lifecycle of a Device Management Resource is implemented using the resource management information defined in clause 9.1 through clause 9.5 and the corresponding procedures to Create, Retrieve, Update and Delete the resources are defined in clause 10. This clause describes additional resource management and procedures for Device Management Resources.

6.2.4.1.4.2
Overview

Clauses 9.1 through 9.5 define resource management information that is applicable to any type of resource, including Device Management Resources. In addition a Device Management Resource also maintains information and relationships that are specific to Device Management Resources. This information is used to:

· Manage external management objects via a Management Server which requires the information necessary to identify and access the Management Server.

· Invoke the security mechanism of the Management Server in order to authorize access to the external management objects.

6.2.4.1.4.3
Procedures for Creation, Update and Deletion of Device Management Resources

Clause 10 defines the procedures to Create, Update and Delete resources. These procedures are also applicable to Device Management Resources in addition to the procedures Device Management Resources are Created, Updated or Deleted:

· By administrative means using the Mca reference point.

· Directly by a CSE based on a discovery or another event within the CSE.

· Indirectly by the Management Server or Management Client when an event (such as firmware update, or fault notification) occurs within the Management Server or Client.

Regardless of the Create, Update or Delete operation, the Originator of the operation will be authorized to perform the operation. In addition, at most one Management Server is able to Create, Delete or Update addressable elements of a Management Resource.

6.2.4.2
Detailed Descriptions

The DMG CSF provides capabilities for the purpose of managing M2M Devices/Gateways as well as devices in M2M Area Networks.
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Figure 6.2.4.2-1: Device Management Entities and Functions

Such capabilities include:

· Device Configuration Function (DCF): This function includes the configuration of the capabilities of the M2M Device, M2M Gateway or device in the M2M Area Network.

· Device Diagnostics and Monitoring Function (DDMF): This function includes the troubleshooting through the use of diagnostic tests and retrieval of operational status and statistics associated with the M2M Device, M2M Gateway or device in the M2M Area Network.

· Device Firmware Management Function (DFMF): This function provides the software lifecycle management for firmware components and associated artifacts for the M2M Device, M2M Gateway or device in the M2M Area Network.

· Device Topology Management Function (DTMF): This function provides the management of the topology of the M2M Area Network. An M2M Area Network is comprised of ADNs and other devices in the M2M Area Network.

6.2.4.2.1
Device Configuration Function

The Device Configuration Function (DCF) provides the configuration of device capabilities that are necessary to support M2M Services and AEs in M2M Devices, M2M Gateways or devices in an M2M Area Network.

These device configuration capabilities include:

· Discovery of a device's management objects and attributes.

· Ability to enable or disable a device capability.

· Provisioning configuration parameters of a device.

6.2.4.2.2
Device Diagnostics and Monitoring Function

The Device Diagnostics and Monitoring Function (DDMF) permits the troubleshooting of device capabilities that are necessary to support M2M Services and AEs in M2M Devices, M2M Gateways or devices in an M2M Area Network.

These device diagnostic and monitoring capabilities include:

· Configuration of diagnostics and monitoring parameters on the device.

· Retrieval of device information that identifies a device and its model and manufacturer.

· Retrieval of device information for the software and firmware installed on the device.

· Retrieval of information related to a battery within the device.

· Retrieval of information associated with the memory in use by a device.

· Retrieval of the event logs from a device.

· Device reboot diagnostic operation.

· Device factory reset diagnostic operation.

6.2.4.2.3
Device Firmware Management Function

The Device Firmware Management Function (DFMF) provides lifecycle management for firmware associated with a device.

Device firmware is comprised of firmware modules and artefacts (e.g. configuration files) that are maintained on a device. A device can maintain more than one firmware image and the capability to manage individual firmware images. The firmware lifecycle includes actions to download, update or remove a firmware image. In addition firmware could be downloaded and updated within the same action.

6.2.4.2.4
Device Topology Management Function

The Device Topology Management Function (DTMF) is a function that is specific to M2M Gateways where an M2M Gateway maintains zero or more M2M Area Networks.

These device topology management capabilities include:

· Configuration of the topology of the M2M Area Network.

· Retrieval of information related to the devices attached to the M2M Area Network.

· Retrieval of information that describes the transport protocol associated with the M2M Area Network.

· Retrieval of information that describes the characteristics associated with online/offline status of devices in the M2M Area Network.

-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2---------------------------------------------
9.6.15
Resource Type mgmtObj
The <mgmtObj> resource contains management data which represents individual M2M management functions. It represents a general structure to map to external management objects e.g. OMA DM [i.5], BBF TR-069 [i.4] and LWM2M [i.6]. Each instance of <mgmtObj> resource shall be mapped to single external management technology.
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Figure 9.6.15-1: Structure of <mgmtObj> resource

The <mgmtObj> resource shall contain the child resource specified in table 9.6.15-1.

Table 9.6.15-1: Child resources of <mgmtObj> resource

	Child Resources of <mgmtObj>
	Child Resource Type
	Multiplicity
	Description
	<mgmtObjAnnc> Child Resource Type

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>


The <mgmtObj> resource shall contain the attributes specified in table 9.6.15-2.

Table 9.6.15-2: Attributes of <mgmtObj> resource

	Attributes of <mgmtObj>
	Multiplicity
	RW/

RO/

WO
	Description
	<mgmtObjAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described
	MA

	accessControlPolicyIDs
	1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described
	NA

	mgmtDefinition
	1
	WO
	Specifies the type of <mgmtObj> resource e.g. software, firmware, memory. The list of the value of the attribute can be seen in Annex D.
	MA

	objectIDs
	0..1 (L)
	RW
	Contains the list URNs that uniquely identify the external management objects used for this <mgmtObj> resource as well as the managed function and version it represents. This attribute shall be provided during the creation of the <mgmtObj> resource and shall not be modifiable afterwards.

If the <mgmtObj> resource is mapped to multiple external management objects, this attribute shall list all URNs for each mapped external management technology data model. This is mandatory for the <mgmtObj>, for which the object is not specified by oneM2M but mapped from external management object specified in external management technologies.
	OA

	objectPaths
	0..1 (L)
	RW
	Contains the list of local paths of the external management objects on the managed entity which is represented by the <mgmtObj> resource in the Hosting CSE.

This attribute shall be provided during the creation of the <mgmtObj>, so that the Hosting CSE can correlate the created <mgmtObj> with the external management object on the managed entity for further management operations. It shall not be modifiable after creation.

The format of this attribute shall be a local external management object path in the form as specified by external management technology. (e.g. "./anyPath/Fw1" in OMA DM [i.5], "Device.USBHosts.Host.3." in BBF TR-069 [i.4]).

The combination of the objectPaths and the objectIDs attribute, allows to address the external management objects.
	OA

	mgmtLink
	0..1 (L)
	RW
	This attribute contains reference to a list of other <mgmtObj> resources in case a hierarchy of <mgmtObj> is needed
	OA

	[objectAttribute]
	0..n
	RW
	Each [objectAttribute] is mapped from a leaf node of a hierarchical structured external management object (including oneM2M data model and the external management objects) based on the mapping rules below the table.
	OA

	description
	0..1
	RW
	Text format description of <mgmtObj>.
	OA


When mapping resources from external management technologies to a corresponding <mgmtObj> resource, the following rules shall apply:

· The root resource of external management objects maps to the <mgmtObj> resource.
· For the child resource of the root resource of specific technology:

· Rule1: If the child external management object cannot have another child external management object, the external management object maps to the [objectAttribute] attribute of the <mgmtObj> resource with the same resource name.

· Rule2: If the child external management object can have another child external management object, the external management object maps to a new <mgmtObj> resource.  The ID of the new <mgmtObj> resource is stored as an mgmtLink attribute of the <mgmtObj> resource which is mapped from the parent external management object.

-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3---------------------------------------------
10.2.8
<mgmtObj> Resource Procedures

10.2.8.1
Introduction

This clause describes the management procedures over Mca and Mcc reference points. If external management technologies are used for management, different operations addressing a <mgmtObj> resource (or its attributes or child resources) shall be translated by IN-CSE into external management commands performed on the mapped external management object on the managed entity. In this case, the  <mgmtObj> resources are hosted on the IN-CSE. Although management requests by the AE are agnostic to the external management technology, the <mgmtObj> resource exposes information about the external management technology. AEs have the capability to retrieve this information within the objectID attribute of the <mgmtObj> resource.

In the scenario where the <mgmtObj> resource does not utilize external management technology but instead uses the M2M Service Layer to perform the management request, the <mgmtObj> resource is hosted on the CSE of the managed entity when the managed entity is an ASN, MN or IN. If the managed entity is an ADN node or the managed entity is co-located on an ASN, MN or IN, the <mgmtObj> resource is hosted on the registrar CSE of the managed entity. The <mgmtObj> resource and its parent <node> resource hosted on node's CSE may be announced to associated IN-CSEs.

In the scenario where the managed entity is an NoDN, the managed entities' <mgmObj> resources are hosted by the CSE of the node to which the managed entity is attached.

10.2.8.2
Create <mgmtObj>
This procedure shall be used to create a specific <mgmtObj> resource in the Hosting CSE to expose the corresponding management function of a managed entity (i.e. M2M Device/Gateway) over the Mca reference point. Depending on the data model being used, the created <mgmtObj> resource may be a partial or complete mapping from the external management object on the managed entity. If such an external management object is missing from the managed entity, it shall be added to the managed entity. Further operations performed on the created <mgmtObj> resource shall be converted by the Hosting CSE into a corresponding external management commandsperformed on the mapped external management object on the managed entity using external management technologies (e.g. OMA‑DM [i.5] or BBF TR-069 [i.4]). The procedure in the following table shall be used when management is performed using external management technologies. If the management is performed by service layer entities, the procedure is the same as generic create procedure defined in clause 10.1.1.

Table 10.2.8.2-1: <mgmtObj> CREATE
	<mgmtObj> CREATE 

	Associated Reference Point
	Mcc and Mca

	Information in Request message
	From: Identifier of the AE or the CSE that initiates the Request

To: The address of the <node> where the <mgmtObj> resource is intended to be Created

Content: The representation of the <mgmtObj> resource for which the attributes are described in clause 9.6.15

	Processing at Originator before sending Request
	The Originator shall be an IN-AE, or a CSE which the managed entity is associated with:

· The Originator is a CSE: In this case, the CSE first collects the original external management object (the management tree structure or also the value of the tree nodes if needed) of the local device and transforms the data into the <mgmtObj> resource representation, then requests the Hosting CSE to create the corresponding <mgmtObj> resource.

· The Originator is an AE: In this case, the AE requests the Hosting CSE to add the corresponding external management object to the managed entity by creating an <mgmtObj> resource in the Hosting CSE

NOTE 1:
The IN-CSE can create the <mgmtObj> resource locally by itself. The details are out of scope. In this case, the Hosting CSE first collects the original external management object on the managed entity via external management technology (e.g. OMA DM [i.5], BBF TR-069 [i.4] or LWM2M [i.6]), then transforms the object into the <mgmtObj> resource representation and create the <mgmtObj> resource locally in the IN-CSE.

NOTE 2:
The <mgmtObj> resource can be created in the Hosting CSE by other offline provisioning means which are out of scope.

	Processing at Receiver
	For the CREATE operation, besides the common create operation defined in clause 10.1.1, the Receiver shall:

· If the Originator is an AE: Check if there is existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. Send the management request to the managed entity or to the management server to add the corresponding external management object to the managed entity based on external management technology
· Maintain the mapping relationship between the created <mgmtObj> resource and the external management object on the managed entity

· Respond to the Originator with the appropriate responses based on the response from the external  management technologies. It shall also provide in the response the address of the created new resource

	Information in Response message
	Error code if the new external management object is not created

	Processing at Originator after receiving Response
	None

	Exceptions
	· The creation of the external management object is not allowed

· The created external management object already exists

· Corresponding external management object cannot be added to the managed entity for some reason (e.g. not reachable, memory shortage)


10.2.8.3
Retrieve <mgmtObj>
This procedure shall be used to retrieve information from an existing <mgmtObj> resource. The procedure in the following table shall be used when management is performed using external management technologies. If the management is performed by service layer entities, the procedure is the same as generic retrieve procedure defined in 10.1.2.

Table 10.2.8.3-1: <mgmtObj> RETRIEVE
	<mgmtObj> RETRIEVE 

	Associated Reference Point
	Mcc and Mca


	Information in Request message
	From: Identifier of the AE or the CSE that initiates the Request

To: The address of the <mgmtObj> resource

	Processing at Originator before sending Request
	The Originator shall be an AE, or a CSE which the managed entity is associated with

	Processing at Receiver
	For the RETRIEVE operation, besides the common create operation defined in clause 10.1.2, the Receiver shall:

If the Originator is an AE and if the requested information of the <mgmtObj> resource is not available, identify the corresponding external management object on the managed entity according to the mapping relationship that the IN-CSE maintains. Check if there is an existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. Send the management request to get the corresponding external management object from the managed entity based on the external management technology, then return the result to the Originator based on the response from the external management technology

	Information in Response message
	Error code if the new external management object cannot be retrieved

	Processing at Originator after receiving Response
	None

	Exceptions
	Corresponding external management object data cannot be retrieved from the managed entity (e.g. external management object not found)


10.2.8.4
Update <mgmtObj>
This procedure shall be used to update information of an existing <mgmtObj> resource. The procedure in the following table shall be used when management is performed using external management technologies. If the management is performed by service layer entities, the procedure is the same as generic update procedure defined in clause 10.1.3.

Table 10.2.8.4-1: <mgmtObj> UPDATE
	<mgmtObj> UPDATE

	Associated Reference Point
	Mcc and Mca


	Information in Request message
	From: Identifier of the AE or the CSE that initiates the Request

To: The address of the <mgmtObj> resource

Content: The representation of the <mgmtObj> resource for which the attributes are described in clause 9.6.15

	Processing at Originator before sending Request
	The Originator shall be an IN-AE, or a CSE which the on a managed entity is associated with

	Processing at Receiver
	For the UPDATE operation, the Receiver shall:

If the Originator is an IN-AE, identify the corresponding external management object on the managed entity according to the mapping relationship it maintains. Check if there is an existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. Send the management request to update the corresponding external management object in the managed entity accordingly based on external management technology
Respond to the Originator with the appropriate response based on the response from the external management technology

	Information in Response message
	Error code if the external management object cannot be updated

	Processing at Originator after receiving Response
	None

	Exceptions
	Corresponding external management object cannot be updated to managed entity (e.g. not reachable, external management object not found)


10.2.8.5
Delete <mgmtObj>
This procedure shall be used to delete an existing <mgmtObj> resource. An IN-AE uses this procedure to remove the corresponding external management object (e.g. an obsolete software package) from the managed entity. The procedure in the following table shall be used when management is performed using external management technologies. If the management is performed by service layer entities, the procedure is the same as generic delete procedure defined in clause 10.1.4.

Table 10.2.8.5-1: <mgmtObj> DELETE
	<mgmtObj> DELETE

	Associated Reference Point
	Mcc and Mca


	Information in Request message
	From: Identifier of the IN-AE, or the CSE that initiates the Request

To: The address of the <mgmtObj> resource.

	Processing at Originator before sending Request
	The Originator shall be an IN-AE or CSE which the managed entity is associated with.

The Originator is a CSE: In this case, the CSE issues the request to the Hosting CSE to hide the corresponding management function from being exposed by the <mgmtObj> resource.

The Originator is an IN-AE: In this case, the IN-AE requests the Hosting CSE to delete the <mgmtObj> resource from the Hosting CSE and to remove the corresponding external management object from the managed entity.

NOTE 1:
The Hosting IN-CSE can delete the <mgmtObj> resource locally by itself. This internal procedure is out of scope.

NOTE 2:
The <mgmtObj> resource can be deleted in the Hosting CSE by offline provisioning means which are out of scope.

	Processing at Receiver
	For the DELETE operation, besides the common create operation defined in clause 10.1.4, the Receiver shall:

If the Originator is an IN-AE, identify the corresponding external management object on the managed entity according to the mapping relationship IN-CSEmaintains. Check if there is an existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. The IN-CSE sends management request to remove the corresponding external management object from the managed entity based on external management technology
Respond to the Originator with the appropriate generic responses based on the response from the external management technology

	Information in Response message
	Error code if the external management object cannot be deleted

	Processing at Originator after receiving Response
	None

	Exceptions
	Corresponding external management object cannot be deleted from managed entity (e.g. not reachable, external management object not found)


10.2.8.6
Execute <mgmtObj>
This procedure shall be used to execute a management command on a managed entity through an existing <mgmtObj> resource on the Hosting CSE.

Table 10.2.8.6-1: <mgmtObj> EXECUTE
	<mgmtObj> EXECUTE

	Associated Reference Point
	Mcc and Mca

	Information in Request message
	From: Identifier of the IN-AE, or the CSE that initiates the Request

To: The address of the <mgmtObj> resource

	Processing at Originator before sending Request
	The Originator shall be an IN-AE. The Originator shall request to execute a management command which is represented by a <mgmtObj> resource or its attribute by using an UPDATE operation

The request shall address the executable <mgmtObj> resource. For an execute operation on an attribute(s), the Content parameter shall be included with the name of such attribute(s) with predefined value(s) to trigger the respective action
After the execution request, the Originator shall request to retrieve the execution result or status from the executable <mgmtObj> resource or its attribute/child resource by using a RETRIEVE operation as specified in clause 10.2.7.3

	Processing at Receiver
	For the EXECUTE operation , the Receiver shall:

Check if the Originator has the WRITE privilege on the addressed <mgmtObj> resource or its attribute

Check if there is an existing management session between the management server and the managed entity. If not, request the management server to establish a management session towards the managed entity. Send the management request to execute the corresponding management command (e.g. "Exec" in OMA DM [i.5]) on the managed entity based on external management technology
Respond to the Originator with the appropriate response based on the response from the external management technology. If available, the response shall contain execution results

Retrieve the execution result or status from the executable <mgmtObj> resource or its attribute, perform the procedures as described in clause 10.2.7.3

Upon receiving a management notification (e.g. OMA-DM [i.5] "Generic Alert" message or BBF TR-069 [i.4] "Inform" message) from a managed entity regarding the execution result or status, the Receiver shall  send the management request to retrieve the execution result or status of the external management object information received from the managed entity and update the corresponding <mgmtObj> resource or its attribute

	Information in Response message
	Error code if the external management technology procedure cannot be executed

	Processing at Originator after receiving Response
	None

	Exceptions
	Corresponding external management technology procedure cannot be executed in managed entity (e.g. not reachable, external management object not found)


-----------------------End of change 3---------------------------------------------
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