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6.6  LWM2M Interworking Object Security  Policy
6.6.1
Introduction
Access Control Policy on OMA-LWM2M and oneM2M frameworks works in different ways, however these two access control policyies shall collaborate in order to assure the proper Access Control functionality to the Interworked resources.   
As the LWM2M Client MAY support one or more LWM2M Servers, there is a need to determine which operation on a given Object Instance is authorized for which LWM2M Server: the LWM2M Access Control Object is designed for supporting that capability.

The LWM2M Interworking Proxy Entity (IPE) is viewed as one of the LWM2M Server of the Interworked LWM2M Client.
In the hosting CSE the resource Access Control Policy is assumed  by the Authorization System.

The Access Control Policy between oneM2M and  OMA LWM2M cannot be a simple re-mapping  from one context to the another one, so adaptation  has to be preferably supported at the IPE level in order of minimizing impact on the standard CSE.

6.6.2 Object Security  Policy
Before to expose the general mechanisms orchestrated by the Interworking Proxy Entity making the 2 resource Security Policies to collaborate,  the LWM2M Object Security features then the oneM2M resource Security features are  reminded firstly. 
6.6.2.1  LWM2M  Object Security Policy features 
In OMA LWM2M there is the notion of Object Instance owner which is a LWM2M Server which has full access rights regarding the Object Instance it was authorized to create.  

LWM2M Security Object Security Policy can be addressed at three different levels

a) the Ownership Object Policy : to define which Server is authorized to Instantiate which Object :  the Bootstrap Server only can manage this.
b) the Object Instance Access Control Policy : to assign Object Instance Access Rights (Read, Write, Execute, Delete) to a given Server; only the Server which is the Object Instance owner can manage this.
c) the Resource Access Control Policy :  LWM2M Object Specification determins which operation a given resource is likely to support (Read, Write, Execute).  
The ownership Policy belongs to  LWM2M BootsServer domain and so, is out of the scope of the  Interworking context; the LWM2M IPE Server side will be able to interact with the LWM2M context  in the area delimited  by the LWM2M Bootloader. 
Whatever the CRUD Operations requested from the oneM2M framewok to the HostingCSE,  the LWM2M IPE Server side will be only able to manage operations on LWM2M Objects and Object Instances from a pool of Objects pre-authorized by the LWM2M BootStrap Server.

6.6.2.2  OneM2M resource security features
Access Control Mechanisms for oneM2M are described in clause 7 of oneM2M TS-0003 and are using  <accessControlPolicy> resource  described in clause 9.6.2 oneM2M TS-0001  
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Figure 6.6.2.2-1    : Structure of <accessControlPolicy> resource  
With the description for privileges and selfPrivileges  attributes given below :
	privileges
	1
	RW
	A set of access control rules that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	MA

	selfPrivileges
	1
	RW
	A set of access control rules that apply to the <accessControlPolicy> resource itself.
	MA


Figure 6.6.2.2-2        : extract from  <accessControlPolicy> resource  attributes description (oneM2M TS-0001)
The set of access control rules represented in privileges and selfPrivileges attributes are composed of 3-tuples (accessControlOriginators, accessControlContexts, accessControlOperations) with parameters described in clause 9.6.2.1 , 9.6.2.2, 9.6.2.3 in oneM2M TS-0001. In brief the accessControlOriginators designs the CSE / AE originator and accessControlOperations designs the set of operations the protected resource can support from the originator.  
If privileges attribute contains no 3-tuples then this represent an empty set of the access control rules.

The selPrivileges attribute shall contain at least one 3-tuples.

The protected resource contains an accessControlPolicyIDs attribute  which is a list of Access Control Policy resources (Figure below extacted from clause 7 of oneM2M TS-0003) against which the originator request is checked by the CSE Authorization System in order to validate or to refuse the access to this resource .  
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  Figure 6.6.2.2-3       : Relation between Resources Instances and Access Control Policies
6.6.2.3  LWM2M Interworking Access Control Policy 
6.6.2.3.1  LWM2M Interworking ACP pre-requisite
In the hosting CSE,  the Authorization System (see Figure 6.6.2.3.1-1 and oneM2M TS-0003)  is responsible to check and to deliver the Access Right Validation when a resource is targeted by an CRUD request .
The <accessControlPolicy> resource associated to each resource via the accessControlPolicyIds resource attribute shall be established when a new resource is allocated in the hosting CSE. 
As the LWM2M context has no knowledge regarding the oneM2M entities authorized to access the LWM2M data model, and the hosting CSE shall keep full authority for checking the validity of a CRUD request regarding the LWM2M Interworked resources, that implies  two basic requirements for the LWM2M Interworking process :

1. The hosting CSE shall be provioned in a out-of-bound process with the proper  <accessControlPolicy>  (ACPs) resources .

Note : In the current release the  “selfPrivileges” attributes shall be configured in such a way the <accessControlPolicy>  resources cannot be modified after provisioning. 
2.   Each <container> resource  representing a LWM2M Object Instance in the hosting CSE shall have an assigned accessControlPolicyIds attribute. These associated accessControlPolicyIDs are provisioned in the LWM2M IPE AE context and this process may be part of the Clause 6.8 of this document (IPE Administration) 
            This assignation takes place :

· either during the initial Discovery phase when the LWM2M Object Instances after the registration phase shall  have their associated <container> resources allocated in the hosting CSE

· or after a oneM2M CREATE request leading to the successful instanciation of an Object  in LWM2M Client 
6.6.2.3.2  Authorization System Mechanisms
2 cases must be distinguish regarding access control checking and validation

· CREATE request and ACP mecanisms 

· other  CRUD requests and ACP mecanisms   (also viewed as nominal ACP mecanisms)

6.6.2.3.2.1  Nominal ACP Mecanisms
In such a nominal process  each oneM2M resource in hosting CSE representing a LWM2M Object Instance has an assigned accessControlPolicyIds attribute referring a list of  valid <accessControlPolicy> resources. As a consequenece access control for LWM2M interworking resources are performed in usualway according to the process described in clause 7 of the oneM2M TS-0007 document.

6.6.2.3.2.2  CREATE request and ACP mecanisms
The oneM2M CREATE request by definition concerns a resource for which  CSE Authorisation System is not able to determin an accessControlSecurity Policy since this LWM2M Interworked resource doesn’t exist yet.

As specified  in Clause 6.4.2.1, for CREATE request,  the targeted <container> resource is representing a LWM2M Object and not an Object Instance; in that case the accessControlPolicyIds attribute of that resource is unassigned.  In usual case the Authorization System will generate an error message.
However in the LWM2M Interworking context, for such a resource representing a LWM2M Object and for which a <subscription> resource has been assigned with the eventType ‘G’ set (Retrieval of unassigned accessControlPolicyIDs), a notification is triggered to the IPE, for starting the CREATE Resource/ LWM2M Object Instantiation processes described  ‘clause 6.4.2.1 of this document. 
Along with the notification answer coming back from IPE/AE side to the hosting CSE, the full material regarding <container> resource and  the assignement of the accessControlPolicyIDs shall be transferred  (nor not) allowing the Authorisation System to complete the usual validation process according to clause 7 of the oneM2M TS-0007 document. 

6.6.2
LWM2M 
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Figure 6.4-1:
Resource_2





...





ACP_1





ACP_2





ACP_3





ACP_4





Instances of


accessControlPolicy


resources (ACP)








Example:


ACP set = (ACP_1, ACP_2)


assigned to Resource_1





Each ACP includes one privileges and one selfPrivileges attribute.





privileges and selfPrivileges attributes include a set of access control rules (defined in Section 7.3)
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