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-----------------------Start of change 1---------------------------------------------
9.6.x
Resource Type role
The <role> resource represents a role assigned an AE or CSE. It is the child resource of an <AE> resource or a <remoteCSE>. One can get the information about what roles are assigned to an AE or a CSE through retrieving <role> resources under its <AE> resource or <remoteCSE> resource.

An <AE> resource or a <remoteCES> resource could have zero or multiple <role> child resources.
 
[image: image1.emf]<role>

1 

roleID

1

issuer

1

notBefore

0..1 (L)

notAfter

0..1

roleName

appCategories

tokenLink

1

<subscription>

0..n

1 


Figure 9.6.x-1: Structure of <role> resource
The <role> resource shall contain the child resources specified in table 9.6.x-1.

Table 9.6.x-1: Child resources of <role> resource
	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <role> resource shall contain the attributes specified in table 9.6.x-2

Table 9.6.x-2: Attributes of <role> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	roleID
	1
	RW
	The identifier of the role.

	issuer
	1
	RW
	The identifier of the role issuer.

	notBefore
	1
	RW
	Start time of the role can be used for access control.

This attribute is mandatory for all role resources.

	notAfter
	1
	RW
	End time of the role can be used for access control.

This attribute is mandatory for all role resources.

	roleName
	0..1
	RW
	Human readable name of the <role>.

	appCategory
	0..1
	RW
	Specify this role should be used for access control in which M2M application. The holder of the role could use this information to select applicable role for a resource access.

	tokenLink
	0..1
	RW
	This attribute contains a reference to a <token> resource in whcih a token containing this role is specified.


-----------------------End of change 1 ---------------------------------------------

-----------------------Start of change 2---------------------------------------------
9.6.y
Resource Type token
The <token> resource represents an access token assigned an AE or CSE. It is the child resource of an <AE> resource or a <remoteCSE>. One can get the information about what tokens are assigned to an AE or a CSE through retrieving <token> resources under its <AE> resource or <remoteCSE> resource.

An <AE> resource or a <remoteCES> resource could have zero or multiple <token> child resources.
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Figure 9.6.y-1: Structure of <token> resource
The <token> resource shall contain the child resources specified in table 9.6.y-1.

Table 9.6.y-1: Child resources of <token> resource
	Child Resources of <token>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <token> resource shall contain the attributes specified in table 9.6.y-2

Table 9.6.y-2: Attributes of <token> resource
	Attributes of <token>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	tokenID
	1
	RW
	The identifier of the token.

	issuer
	1
	RW
	The identifier of the token issuer.

	notBefore
	1
	RW
	Start time of the token can be used for access control.

This attribute is mandatory for all token resources.

	notAfter
	1
	RW
	End time of the token can be used for access control.

This attribute is mandatory for all token resources.

	tokenName
	0..1
	RW
	Human readable name of the token.

	appCategories
	0..1 (L)
	RW
	Specify this token should be used for access control in which M2M applications. The holder of the token could use this information to select applicable tokens for a resource access.

	tokenValue
	1
	RW
	Used to store access token itself. The token ID in the access token should be equal to the value in the tokenD attribute.


-----------------------End of change 2 ---------------------------------------------
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