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Introduction
The contribution proposes new <dynamicAuthorizationConsultation> procedures to support the Consultation-based dynamic authorization functionality defined within the TS-0003.

The <dynamicAuthorizationConsultation> resource is comprised of configuration information that a CSE shall use to initiate a consultation-based dynamic authorization request.

----------------------- Start of change 1 -----------------------
10.2.33 <dynamicAuthorizationConsultation> Procedures
10.2.21.1
Create <dynamicAuthorizationConsultation>
This procedure shall be used to create a <dynamicAuthorizationConsultation> resource. 

Table 10.2.33.1-1: <dynamicAuthorizationConsultation> CREATE
	<dynamicAuthorizationConsultation> CREATE

	Associated Reference Point
	Mca, Mcc and Mcc'.

	Information in Request message
	Same as clause 10.1.1.

	Pre-Processing at Originator
	Same as clause 10.1.1.

	Processing at Receiver
	Same as clause 10.1.1.

	Information in Response message
	Same as clause 10.1.1.

	Post-Processing at Originator
	Same as clause 10.1.1.

	Exceptions
	Same as clause 10.1.1.


10.2.33.2
Retrieve <dynamicAuthorizationConsultation>
This procedure shall be used to retrieve  attributes and child resource information of the <dynamicAuthorizationConsultation> resource.

Table 10.2.33.2-1: <dynamicAuthorizationConsultation> RETRIEVE
	<dynamicAuthorizationConsultation> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'.

	Information in Request message
	Same as clause 10.1.2.

	Pre-Processing at Originator
	Same as clause 10.1.2.

	Processing at Receiver
	Same as clause 10.1.2.

	Information in Response message
	Same as clause 10.1.2.

	Post-Processing at Originator
	Same as clause 10.1.2.

	Exceptions
	Addition to clause 10.1.2.


10.2.33.3
Update <dynamicAuthorizationConsultation>
This procedure shall be used to update attributes information of the <dynamicAuthorizationConsultation> resource.

Table 10.2.33.3-1: <dynamicAuthorizationConsultation> UPDATE
	<dynamicAuthorizationConsultation> UPDATE

	Associated Reference Point
	Mca, Mcc and Mcc'.

	Information in Request message
	Same as clause 10.1.3.

	Pre-Processing at Originator
	Same as clause 10.1.3.

	Processing at Receiver
	Addition to clause 10.1.3:

	Information in Response message
	Same as clause 10.1.3.

	Post-Processing at Originator
	Same as clause 10.1.3.

	Exceptions
	Addition to clause 10.1.3.


10.2.33.4
Delete <dynamicAuthorizationConsultation>
This procedure shall be used to delete the <dynamicAuthorizationConsultation> resource.

Table 10.2.21.3-1: <dynamicAuthorizationConsultation> DELETE
	<dynamicAuthorizationConsultation>  DELETE

	Associated Reference Point
	Mca, Mcc and Mcc'


	Information in Request message
	Same as clause 10.1.4.

	Pre-Processing at Originator
	Same as clause 10.1.4.

	Processing at Receiver
	Addition to clause 10.1.4:

	Information in Response message
	Same as clause 10.1.4.

	Post-Processing at Originator
	Same as clause 10.1.4.

	Exceptions
	Addition to clause 10.1.4.


----------------------- End of change 1 -----------------------
----------------------- Start of change 2 -----------------------
11.3.4
M2M Authorization Procedure

The M2M authorization procedure controls access to resources and services by CSEs and AEs. This procedure requires that the Originator has been identified to an M2M Authentication Function and mutually authenticated and associated with an M2M Service Subscription. Authorization depends on:
· The privileges set by the M2M Service Subscription associated with the Originator (e.g. service/role assigned to the Originator).
· These privileges are set-up based on the access control policies associated with the accessed resource or service. They condition the allowed operations (e.g. CREATE) based on the Originator's privileges and other access control attributes (e.g. contextual attributes such as time or geographic location).
The authorization/access grant involves an Access Decision step to determine what the authenticated CSE or AE can actually access, by evaluating applicable access control policies based on the CSE or AE privileges. Access Decision is described in one M2M Security Solutions Technical Specification[2].

The following set of access control policy attributes shall be available for an Access Decision.
· Access control attributes of Originator (e.g. Service Role, CSE_IDs, AE-IDs, etc.).
· Access control attributes of Environment/Context (e.g. time, day, IP address, etc.).
· Access control attributes of Operations (e.g.  Create, Execute, etc.).
The M2M Service Provider/administrator and owner of resources are responsible to establish access control policies that determine by whom, in what context and what operations may be performed upon those resources. If the requesting entity satisfies the owner's access control policy, then the access to the resource is granted.

In the event that the requesting entity does not satisfy the owner’s access control policy, a Hosting CSE shall check to see if the resource (or one of its parents) has a dynamicAuthorizationConsultationIDs which links to a valid <dynamicAuthorizationConsultation> resource.  If there is no valid <dynamicAuthorizationConsultation> resource that aids in performing consultation-based dynamic authorization, then the Hosting CSE shall not attempt to perform dynamic authorization on behalf of the requesting entity.  However, if there is a valid <dynamicAuthorizationConsultation> resource available, then the Hosting CSE shall initiate a consultation-based dynamic authorization request to the specified dynamicAuthorizationPoA.  If dynamic authorization results in sufficient privilges being granted to the requesting entity, the Hosting CSE shall grant it access.  In addition the Hosting CSE may also dynamically create a new access control policy and configure it with the granted privileges along with any specified lifetime associated with the privileges.    If dynamic authorization results in insufficient privilges being granted to the requesting entity, then the Hosting CSE shall deny it access. 


The authorization procedure shall be implemented as specified in the oneM2M Security Solutions Technical Specification [2].
----------------------- End of change 2 -----------------------
----------------------- Start of change 3 -----------------------
----------------------- End of change 3 -----------------------
· 1, end of change 1, start of new clause, end of new clause.?
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