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Introduction

This contribution proposes new <role> resource and corresponding procedures for supporting the Role Based Access Control.
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-----------------------End of change 1 ---------------------------------------------

-----------------------Start of change 2---------------------------------------------
9.6.x
Resource Type role
The <role> resource represents a role that is assigned to an AE or CSE.
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Figure 9.6.x-1: Structure of <role> resource
The <role> resource shall contain the child resources specified in table 9.6.x-1.

Table 9.6.x-1: Child resources of <role> resource
	Child Resources of <role>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <role> resource shall contain the attributes specified in table 9.6.x-2

Table 9.6.x-2: Attributes of <role> resource
	Attributes of <role>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	roleID
	1
	RO
	The identifier of the role.

	issuer
	1
	RO
	The identifier of the CSE that is responsible for assigning roles to AEs and/or CSEs.

	notBefore
	1
	RO
	Start time of the role can be used for access control.

	notAfter
	1
	RO
	End time of the role can be used for access control.

	roleName
	0..1
	RO
	Human readable name of the <role>.

	appIDs
	0..1
	RO
	List of App-IDs that are used for determining this role should be used for access control in which M2M applications. The role holder or access control decision maker could use this information for selecting applicable roles in access control.

	tokenLink
	0..1
	RO
	This attribute contains a reference to a token in which this role assignment is described.


-----------------------End of change 2 ---------------------------------------------

-----------------------Start of change 3---------------------------------------------
10.2.y
<role> Resource Procedures

10.2.y.1
Create <role>
This procedure shall be used for creating a <role> resource.

Table 10.2.y.1-1: <role> CREATE
	<role> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-2 apply with the specific details for:

From: Identifier of the AE or CSE that initiates the request

To: Address the resource where the <role> resource is intended to be created
Content: The resource content shall provide the information as defined in clause 9.6.x

	Processing at Originator before sending Request
	According to clause 10.1.1.1

	Processing at Receiver
	According to clause 10.1.1.1

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: Address of the created <role> resource, according to clause 10.1.1.1

	Processing at Originator after receiving Response
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1


10.2.y.2
Retrieve <role>
This procedure shall be used for retrieving the attributes of a <role> resource.

Table 10.2.y.2-1: <role> RETRIEVE
	<role> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-2 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: attributes of the <role> resource as defined in clause 9.6.x

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


10.2.y.3
Update <role>
This procedure shall be used for updating attributes of a <role> resource.

Table 10.2.y.3-1: <role> UPDATE
	<role> UPDATE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message


	All parameters defined in table 8.1.2-3 apply.

	Processing at Originator before sending Request
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information in Response message
	According to clause 10.1.3

	Processing at Originator after receiving Response
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3


10.2.y.4
Delete <role>
This procedure shall be used for deleting an existing <role> resource.

Table 10.2.y.4-1: <role> DELETE
	<role> DELETE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-2 apply

	Processing at Originator before sending Request
	According to clause 10.1.4.1

	Processing at Receiver
	According to clause 10.1.4.1

	Information in Response message
	According to clause 10.1.4.1

	Processing at Originator after receiving Response
	According to clause 10.1.4.1

	Exceptions
	According to clause 10.1.4.1


-----------------------End of change 3 ---------------------------------------------
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