	ARC-2016-0048-Token_Resource_Type_and_Procedures
	[image: image6.png]






	


	CHANGE REQUEST

	Meeting:*
	ARC 21

	Source:*
	Datang, China Mobile, ZTE, China Unicom, CATR

	Date:*
	2016-01-18

	Contact:*
	Wei Zhou, Datang, zhouwei@catt.cn
Min Zuo, China Mobile, zuomin@chinamobile.com
Hao Wu, ZTE, wu.hao18@zte.com.cn
Peng Wang, China Unicom, wangpeng@chinaunicom.cn
Song Luo, CATR, luosong@catr.cn

	Reason for Change/s:*
	New defined resource type and procedures for supporting token based access control 

	CR  against:  Release*
	Release 2

	CR  against:  WI*
	 Active <Work Item number>  
 MNT Maintenace / < Work Item number(optional)>
 STE Small Technical Enhancements / < Work Item number (optional)>

Only ONE of the above shall be ticked

	CR  against:  TS/TR*
	TS-0001 V2.5.0

	Clauses/Sub Clauses*
	Clause 9.6.5  Resource Type AE
Clause 9.6.x  Resource Type token
Clause 10.2.y  <token> Resource Procedures

	Type of change: *
	 Editorial change

 Bug Fix or Correction

 FORMCHECKBOX 
 Change to existing feature or functionality

 FORMCHECKBOX 
 New feature or functionality
Only ONE of the above shall be ticked

	Post Freeze checking:*
	This CR contains only essential changes and corrections?  YES   NO 
This CR is a mirror CR? YES  FORMCHECKBOX 
   NO  FORMCHECKBOX 
  if YES, please indicate the document number of the original CR: 

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

Introduction

This contribution proposes new <token> resource and corresponding procedures for supporting the Token Based Access Control (dynamic authorization).

-----------------------Start of change 1---------------------------------------------
9.6.4
Resource Type remoteCSE

A <remoteCSE> resource shall represent a Registree CSE that is registered to the Registrar CSE. <remoteCSE> resources shall be located directly under the <CSEBase> resource of Registrar CSE.

Similarly <remoteCSE> resource shall also represent a Registrar CSE. <remoteCSE> resource shall be located directly under the <CSEBase> resource of Registree CSE.

For example, when CSE1 (Registree CSE) registers with CSE2 (Registrar CSE), there will be two <remoteCSE> resources created: one in CSE1: <CSEBase1>/<remoteCSE2> and one in CSE2: <CSEBase2>/<remoteCSE1>.
Note that the creation of the two resources does not imply mutual registration. The <CSEBase1>/<remoteCSE2> does not mean CSE2 registered with CSE1 in the example above.
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Figure 9.6.4-1: Structure of <remoteCSE> resource
The <remoteCSE> resource shall contain the child resources specified in table 9.6.4-1. The <remoteCSE> resource may contain <remoteCSEAnnc> child resources.
Table 9.6.4-1: Child resources of <remoteCSE> resource
	Child Resources of <remoteCSE>
	Child Resource Type
	Multiplicity
	Description
	<remoteCSEAnnc> Child Resource Types

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21. If requestReachability is FALSE, the CSE that created this <remoteCSE> resource should create a <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the the parent resource.
	None

	[variable]
	<schedule>
	0..1
	This resource defines the reachability schedule information of the node. See clause 9.6.9 for <schedule>.
	<scheduleAnnc>

	[variable]
	<nodeAnnc>
	0..n
	This resource is the <nodeAnnc> resource representing the node where the CSE represented by this <remoteCSE> resource resides.
	<nodeAnnc>

	[variable]
	<token>
	0..1
	See clause 9.6.x.
	<tokenAnnc>


Table 9.6.4-2: Child announced resources of <remoteCSE> resource
	Child Announced Resources of <remoteCSE>
	Child Announced Resource Type
	Multiplicity
	Description

	[variable]
	Refer to table 9.6.26.1-1 Announced Resource Types
	0..n
	


The <remoteCSE> resource shall contain the attributes specified in table 9.6.4-3.

Table 9.6.4-3: Attributes of <remoteCSE> resource

	Attributes of <remoteCSE>
	Multiplicity
	RW/

RO/

WO
	Description
	<remoteCSEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3  .
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3  .
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3  .
	NA

	parentID
	1
	RO
	See clause 9.6.1.3  .
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3  .
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3  .
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3  .
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	MA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	NA

	cseType
	0..1
	WO
	Indicates the type of CSE represented by the created resource.

· Mandatory for an IN-CSE, hence multiplicity (1).

· Its presence is subject to SP configuration in case of an ASN-CSE or a MN-CSE.
	OA

	pointOfAccess
	0..1 (L)
	RW
	For request-reachable remote CSE it represents the list of physical addresses to be used to connect to it (e.g. IP address, FQDN). The attribute is absent if the remote CSE is not request-reachable.

If this information is not provided, the CSE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the CSE without using the PoA.
	OA

	CSEBase
	1
	WO
	The address of the CSEBase resource represented by this <remoteCSE> resource.
	OA

	CSE-ID
	1
	WO
	The CSE identifier in SP-relative CSE-ID format (clause 7.2).
	OA

	M2M-Ext-ID
	0..1
	RW
	Supported when Registrar is IN-CSE.
See clause 7.1.8 where this attribute is described. This attribute is used only for the  case of  dynamic association of M2M-Ext-ID and CSE-ID.
	NA

	Trigger-Recipient-ID
	0..1
	RW
	Supported when Registrar is IN-CSE. See clause 7.1.10 where this attribute is described. This attribute is used only for the case of  dynamic association of M2M‑Ext-ID and CSE-ID.
	NA

	requestReachability
	1
	RW
	If the CSE that created this <remoteCSE> resource can receive a request from other AE/CSE(s), this attribute is set to "TRUE" otherwise "FALSE" (see note)
	OA

	nodeLink
	0..1
	RW
	The resourceID of a <node> resource that hosts the CSE represented by the <remoteCSE> resource.
	OA

	NOTE:
Even if this attribute is set to "FALSE", it does not mean it AE/CSE is always unreachable by all entities. E.g. the requesting AE/CSE is behind the same NAT, so it can communicate within the same NAT.


9.6.5
Resource Type AE
An <AE> resource shall represent information about an Application Entity registered to a CSE.
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Figure 9.6.5-1: Structure of <AE> resource
The <AE> resource shall contain the child resources specified in table 9.6.5-1.

Table 9.6.5-1: Child resources of <AE> resource
	Child Resources of <AE>
	Child Resource Type
	Multiplicity
	Description
	<AEAnnc> Child Resource Types

	semanticDescriptor
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<container>
	0..n
	See clause 9.6.6
	<container> <containerAnnc>

	[variable]
	<group>
	0..n
	See clause 9.6.13
	<group>

<groupAnnc>

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2
	<accessControlPolicy>

<accessControlPolicyAnnc>

	[variable]
	<schedule>
	0..1
	See clause 9.6.9
	<scheduleAnnc>

	[variable]
	<pollingChannel>
	0..1
	See clause 9.6.21.

When the AE is request-unreachable, the AE should create this <pollingChannel> resource and perform long polling. The <pollingChannel> shall be utilized by the the parent resource.
	None

	[variable]
	<token>
	0..1
	See clause 9.6.x.
	<tokenAnnc>


The <AE> resource shall contain the attributes specified in table 9.6.5-2.

Table 9.6.5-2: Attributes of <AE> resource

	Attributes of 
<AE>
	Multiplicity
	RW/

RO/

WO
	Description
	<AEAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3. Contains the AE-ID-Stem of the AE (see clause 7.2 on identifier formats and clause 10.1.1.2.2 for AE registration procedure).
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	appName
	0..1
	RW
	The name of the application, as declared by the application developer(e.g. "HeatingMonitoring").

Several sibling resources may share the appName.
	OA

	App-ID
	1
	WO
	The identifier of the Application (see clause 7.1.2).
	OA

	AE-ID
	1
	RO
	The identifier of the Application Entity (see clause 7.1.2).
	OA

	pointOfAccess
	0..1 (L)
	RW
	The list of addresses for communicating with the registered Application Entity over Mca reference point via the transport services provided by Underlying Network (e.g. IP address, FQDN, URI). This attribute shall be accessible only by the AE and the Hosting CSE.

If this information is not provided, the AE should use <pollingChannel> resource. Then the Hosting CSE can forward a request to the AE without using the PoA.
	OA

	ontologyRef
	0..1
	RW
	A URI of the ontology used to represent the information that is managed and understood by the AE.
	OA

	requestReachability
	1
	RW
	If the AE that created this <AE> resource can receive a request, this attribute is set to "TRUE" otherwise "FALSE"
	OA

	nodeLink
	0..1
	RO
	The resourceID of a <node> resource that stores the node specific information where the AE resides.
	OA

	contentSerialization
	0..1 (L)
	RW
	The list of supported serializations of the Content primitive parameter for receiving a request from  its registrar CSE. (e.g. XML, JSON). The list shall be ordered so that the most preferred format comes first.
	OA


-----------------------End of change 1 ---------------------------------------------

-----------------------Start of change 2---------------------------------------------
9.6.x
Resource Type token
The <token> resource is used to describe and store a token that contains the privileges assigned to an AE or CSE. <token> resources shall be located directly under the <AE> or <remoteCSE> resource on the Registrar CSE. An <AE> resource or <remoteCES> resource could have zero or multiple <token> child resources.
<token> resources shall be created by a CSE which have the privilege of issuing tokens to AEs or CSEs. Information about what tokens are issued to an AE or CSE can be obtained through retrieving <token> resources under its <AE> or <remoteCSE> resource.
A <token> resource shall not be modified once created. A token update shall be done through deleting the old <token> resource and then creating a new <token> resource for the new issued token.
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Figure 9.6.x-1: Structure of <token> resource
The <token> resource shall contain the child resources specified in table 9.6.x-1.

Table 9.6.x-1: Child resources of <token> resource
	Child Resources of <token>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8


The <token> resource shall contain the attributes specified in table 9.6.x-2

Table 9.6.x-2: Attributes of <token> resource
	Attributes of <token>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	expirationTime
	1
	RW
	See clause 9.6.1.3 where this common attribute is described.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described.

	creationTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 where this common attribute is described.

	tokenID
	1
	RO
	The identifier of the token.

	issuer
	1
	RO
	The identifier of the CSE that is responsible for issuing tokens to AEs and/or CSEs.

	notBefore
	1
	RO
	Start time of the token can be used for access control.

	notAfter
	1
	RO
	End time of the token can be used for access control.

	tokenName
	0..1
	RO
	Human readable name of the <token>.

	appIDs
	0..1
	RO
	List of App-IDs that are used for determining this token should be used for access control in which M2M applications. The token holder or access control decision maker could use this information for selecting applicable tokens in access control.

	tokenValue
	0..1
	RO
	Used to store token itself.


-----------------------End of change 2 ---------------------------------------------

-----------------------Start of change 3---------------------------------------------
10.2.y
<token> Resource Procedures

10.2.y.1
Introduction

This clause describes the management procedures for the <token> resource. Since <token> resource is immutable once created, there is no procedure for updating it.
10.2.y.2
Create <token>
This procedure shall be used for creating a <token> resource.

Table 10.2.y.2-1: <token> CREATE
	<token> CREATE 

	Associated Reference Point
	Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-2 apply with the specific details for:

From: Identifier of the CSE that initiates the request

To: Address of <AE> or <remoteCSE> resource where the <token> resource is intended to be created in the Registrar CSE of the AE or CSE.
Content: The resource content shall provide the information as defined in clause 9.6.x

	Processing at Originator before sending Request
	According to clause 10.1.1.1 with the following additions:
The Originator shall be a CSE.

The Request shall address a <AE> or <remoteCSE> resource of a Hosting CSE which is the Registrar CSE of the AE or CSE to which the token is assigned.

	Processing at Receiver
	According to clause 10.1.1.1

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: Address of the created <token> resource, according to clause 10.1.1.1

	Processing at Originator after receiving Response
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1


10.2.y.3
Retrieve <token>
This procedure shall be used for retrieving the attributes of a <token> resource.

Table 10.2.y.2-1: <token> RETRIEVE
	<token> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-2 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

Content: attributes of the <token> resource as defined in clause 9.6.x

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


10.2.y.4
Update <token>
The Update operation shall not apply to <token> resource.
10.2.y.5
Delete <token>
This procedure shall be used for deleting an existing <token> resource.

Table 10.2.y.5-1: <token> DELETE
	<token> DELETE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-2 apply

	Processing at Originator before sending Request
	According to clause 10.1.4.1

	Processing at Receiver
	According to clause 10.1.4.1

	Information in Response message
	According to clause 10.1.4.1

	Processing at Originator after receiving Response
	According to clause 10.1.4.1

	Exceptions
	According to clause 10.1.4.1


-----------------------End of change 3 ---------------------------------------------
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