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Introduction

This contribution proposes new <role> resource and corresponding procedures for supporting the Role Based Access Control.

-----------------------Start of change 1---------------------------------------------
9.6.2
Resource Type accessControlPolicy
The Access Control Policies (ACPs) shall be used by the CSE to control access to the resources as specified in the present document and in oneM2M TS-0003 [2].

The ACP is designed to fit different access control models such as access control lists, role or attribute based access control.

The <accessControlPolicy> resource is comprised  privileges and selfPrivileges attributes which represent a set of access control rules  defining which entities (defined as accessControlOriginators) have the privilege to perform  certain operations (defined as accessContolOperations) within specified contexts (defined as accessControlContexts) and are used by the CSEs in making Access Decision to specific resources.

In a privilege, each access control rule defines which AE/CSE is allowed for which operation. So for sets of access control rules an operation is permitted if it is permitted by one or more access control rules in the set. 

For a resource that is not of <accessControlPolicy> resource type, the common attribute accessControlPolicyIDs for such resources (defined in table 9.6.1.3.2-1) contains a list of identifiers which link that resource to <accessControlPolicy> resources. The CSE Access Decision for such a resource shall follow the evaluation of the set of access control rules expressed by the privileges attributes defined in the <accessControlPolicy> resources.

The selfPrivileges attribute shall represent the set of access control rules for the <accessControlPolicy> resource itself.

The CSE Access Decision for <accessControlPolicy> resource shall follow the evaluation of the set of access control rules expressed by the selfPrivileges attributes defined in the <accessControlPolicy> resource itself.
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Figure 9.6.2-1: Structure of <accessControlPolicy> resource
The <accessControlPolicy> resource shall contain the child resource specified in table 9.6.2-1.

Table 9.6.2-1: Child resources of <accessControlPolicy> resource

	Child Resources of <accessControlPolicy>
	Child Resource Type
	Multiplicity
	Description
	<accessControlPolicyAnnc> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>


The <accessControlPolicy> resource shall contain the attributes specified in table 9.6.2-2.

Table 9.6.2-2: Attributes of <accessControlPolicy> resource

	Attributes of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attributes

	resourceType 
	1
	RO
	See clause 9.6.1.3   .
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3   .
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3   .
	NA

	parentID
	1
	RO
	See clause 9.6.1.3   .
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3   .
	MA

	labels
	0..1
	RW
	See clause 9.6.1.3  .
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3  .
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3  .
	NA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3  .
	NA

	privileges
	1
	RW
	A set of access control rules that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	MA

	selfPrivileges
	1
	RW
	A set of access control rules that apply to the <accessControlPolicy> resource itself.
	MA


The set of access control rules represented in privileges and selfPrivileges attributes are comprised of 6-tuples (accessControlResources, permittedAttributes, permittedChildResources, accessControlOriginators, accessControlContexts, accessControlOperations) with parameters shown in table 9.6.2-3 which are further described in the following clauses.

If privileges attribute contains no 6-tuples then this represent an empty set of the access control rules.

The selPrivileges attribute shall contain at least one 6-tuples.

The CSE access granting mechanism shall follow the procedure described in oneM2M TS-0003 [2] in clause 7.1 (Access Control Mechanism).

Table 9.6.2-3: Parameters in access-control-rule-tuples

	Name
	Description

	accessControlOriginators
	See clause 9.6.2.1

	accessControlContexts
	See clause 9.6.2.2

	accessControlOperations
	See clause 9.6.2.3

	accessControlResources
	See clause 9.6.2.4

	permittedAttributes
	See clause 9.6.2.5

	permittedChildResources
	See clause 9.6.2.6


9.6.2.1
accessControlOriginators
The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that shall be allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 9.6.2.1-1 describes the supported types of parameters in accessControlOriginators. The following Originator privilege types shall be considered for access control policy check by the CSE.
Table 9.6.2.1-1: Types of Parameters in accessControlOriginators 
	Name
	Description

	domain
	A SP domain or SP sub-domain

	originatorID
	CSE-ID, AE-ID  or the resource-ID of a <group> resource that contains the AE or CSE that represents the Originator.

	all
	Any Originators are allowed to access the resource within the accessControlOriginators constraints


When the originatorID is the resource-ID of  a <group> resource which contains <AE> or <remoteCSE> as member, the Hosting CSE of the resource shall check if the originator of the request matches one of  the members in the memberIDs attribute of the <group> resource (e.g. by retrieving the <group> resource). If the <group> resource cannot be retrieved or doesn’t exist, the request shall be rejected.

9.6.2.2
accessControlContexts 
The accessControlContexts is an optional parameter in an access-control-rule-tuple that contains a list, where each element of the list, when present, represents a context that is permitted to use this access control rule. Each request context is described by a set of parameters, where the types of the parameters can vary within the set. Table 9.6.2.2-1 describes the supported types of parameters in accessControlContexts.

The following Originator accessControlContexts shall be considered for access control policy check by the CSE.

Table 9.6.2.2-1: Types of Parameters in accessControlContexts
	Name
	Description

	accessControlTimeWindow
	Represents a time window constraint which is compared against the time that the request is received at the Hosting CSE.

	accessControlLocationRegion
	Represents a location region constraint which is compared against the location of the Originator of the request.

	accessControlIpIPAddress
	Represents an IP address constraint or IP address block constraint which is compared against the IP address of the Originator of the request.


9.6.2.3
accessControlOperations
The accessControlOperations is a mandatory parameter in an access-control-rule-tuple that represents the set of operations that are authorized using this access control rule. Table 9.6.2.3-1 describes the supported set of operations that are authorized by accessControlOperations.
The following accessControlOperations shall be considered for access control policy check by the CSE.

Table 9.6.2.3-1: Types of parameters in accessControlOperations
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification


9.6.2.4
accessControlResources
The accessControlResources is a mandatory parameter in an access-control-rule-tuple. It represents the set of resources that shall be protected by this access control rule. The set of resources is described as a list of address(es) of resources.
9.6.2.5
permittedAttributes
The permittedAttributes is an optional parameter in an access-control-rule-tuple that represents the set of attributes that are permitted to be accessed directly under the resources specified in the accessControlResource constraints by this access control rule. If this parameter does exist or it is empty, it means no attributes are allowed to be accessed directly under the resources within the accessControlResources constraints. Table 9.6.2.5-1 describes the supported types of parameters in permittedAttributes. 

Table 9.6.2.5-1: Types of Parameters in permittedAttributes
	Name
	Description

	attribute name
	Resource attributes are allowed to be accessed directly under the resources specified within the accessControlResources constraints

	all
	Any resource attributes are allowed to be accessed directly under the resources specified within the accessControlResources constraints


9.6.2.6
permittedChildResources
The permittedChildResources is an optional parameter in an access-control-rule-tuple that represents the set of child resource types that are permitted to be accessed under the resources specified in the accessControlResource constraints by this access control rule. If this parameter does exist or it is empty, it means no child resource types are allowed to be accessed under the resources within the accessControlResources constraints. Table 9.6.2.6-1 describes the supported types of parameters in permittedChildResources. 

Table 9.6.2.6-1: Types of Parameters in permittedChildResources
	Name
	Description

	Resource Type
	Resource types are allowed to be accessed under the resources specified within the accessControlResources constraints

	all
	Any resource types are allowed to be accessed under the resources specified within the accessControlResources constraints


-----------------------End of change 1 ---------------------------------------------
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