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Introduction
Corresponding CRs for Security Solutions TS-0003 are in SEC-2016-0021-TS-0003_CR_Dynamic_Authorization_stage_2_text.
This CR refers to <dynamicAuthorizationConsultation> resource type; associated changes are found in:
· ARC-2016-0032R02-dynamic_authorization_consultation_resource_R2,

· ARC-2016-0033R01-dynamic_authorization_consultation_procedures_R2,

with associated TS-0003 changes in SEC-2016-0007-Consultation_based_Dynamic_Authorization_System.

Yellow highlighting has been used indicate references and cross references whose values are not yet finalized and which are to be assigned by the rapporteur, e.g. “[i.RFC7516]” or “clause 9.6.y”.
R01: Inserted introductory clause 11.5.1 “Dynamic Authorization Architecture Reference Model” including figure, as requested by ARC during first ARC/SEC joint meeting at TP21.
R02: Updates suggested in SEC meetings on Tuesday at TP21.

R03: Added support for Tokens to include “access control policies for identified resources”. Other editorial improvements.
Apply changes to clause 8.1.2
-----------------------Start of change 1 -------------------------------------------

· Discovery Result Type: Optional Discovery result format. This parameter applies to discovery related requests (see filterUsage in table 8.1.2-2 and clause 10.2.6) to indicate the preference of the Originator for the format of returned information in the result of the operation. This parameter shall take on one of the following values reflecting the options in clause 9.3.1:

· Hierarchical  addressing method.

· Non-hierarchical addressing method.

For example if Discovery Result Type is set to Non-hierarchical addressing method, then the request Originator indicates that the discovered resources should be in the form of Non-hierarchical address.

The absence of the parameter implies that the result shall be in the form of a  Hierarchical address.
· Token Request Indicator: Optional parameter used to indicate that the Originator supports the Token Request procedure, and the Originator may attempt the Token Request procedure if the Receiver provides a Token Request Information parameter in the response. 
· Tokens: Optional parameter used to transport ESData-protected Tokens applicable to the request for use in Indirect Dynamic Authorization. 
· Token IDs: Optional parameter used to transport Token-IDs applicable to the request for use in Indirect Dynamic Authorization. 
-----------------------End of change 1 -------------------------------------------

Apply changes to table 8.1.2-3
-----------------------Start of change 2-------------------------------------------

Table 8.1.2-3: Summary of Request Message Parameters
	Request message parameter
	Operation

	
	Create
	Retrieve
	Update
	Delete
	Notify

	Mandatory
	Operation - operation to be executed
	M
	M
	M
	M
	M

	
	To - the address of the target resource on the target CSE
	M
	M
	M
	M
	M

	
	From - the identifier of the message Originator
	O

See

NOTE 1
	M
	M
	M
	M

	
	Request Identifier - uniquely identifies a Request message
	M
	M
	M
	M
	M

	Operation dependent
	Content - to be transferred
	M
	O
	M
	N/A
	M

	
	Resource Type - of resource to be created
	M
	N/A
	N/A
	N/A
	N/A

	 Optional
	Originating Timestamp - when the message was built
	O
	O
	O
	O
	O

	
	Request Expiration Timestamp - when the request message expires
	O
	O
	O
	O
	O

	
	Result Expiration Timestamp - when the result message expires
	O
	O
	O
	O
	O

	
	Operational Execution Time - the time when the specified operation is to be executed by the target CSE
	O
	O
	O
	O
	O

	
	Response Type - type of response that shall be sent to the Originator
	O
	O
	O
	O
	O

	
	Result Persistence - the duration for which the reference containing the responses is to persist
	O
	O
	O
	O
	N/A

	
	Result Content - the expected components of the result
	O
	O
	O
	O
	N/A

	
	Event Category - indicates how and when the system should deliver the message
	O
	O
	O
	O
	O

	
	Delivery Aggregation - aggregation of requests to the same target CSE is to be used
	O
	O
	O
	O
	O

	
	Group Request Identifier - Identifier added to the group request that is to be fanned out to each member of the group
	O
	O
	O
	O
	O

	
	Filter Criteria - conditions for filtered retrieve operation
	N/A
	O
	O
	O
	N/A

	
	Discovery Result Type - format of information returned for Discovery operation
	N/A
	O
	N/A
	N/A
	N/A

	
	Token Request Indicator – indicating that the Originator may attempt Token Request procedure (for Dynamic Authorization) if initiated by the Receiver
	O
	O
	O
	O
	O

	
	Tokens – for use in dynamic authorization
	O
	O
	O
	O
	O

	
	Token-IDs – for use in dynamic authorization
	O
	O
	O
	O
	O

	NOTE 1: From parameter shall be optional in case of an AE CREATE request and mandatory for all other requests.


-----------------------End of change 2 -------------------------------------------

Apply changes to clause 8.1.3
-----------------------Start of change 3 -------------------------------------------

· Event Category: event category: Indicates the event category that should be used to handle this response. The definition of event category is the same as in the case of requests in clause 8.1.2.

Example usage of "event category" set to specific value X: When the response is targeted to an entity that is different from the Transit CSE currently processing the response message and is not an AE registered with the Transit CSE that is currently processing the response message, the response may be stored in the Transit CSE that is currently processing the response on the way to the destination of the response message until it is allowed by provisioned policies for that event category X to use a communication link to reach the next CSE on a path to the destination of the response message or until the result expiration timestamp is expired.
· Token Request Information: Optional parameter which may be used for requesting Tokens from Dynamic Authorization Systems. 
Table 8.1.3-1 summarizes the parameters specified in this clause for the Response messages, showing any differences as applied to successful C, R, U, D or N operations, and unsuccessful operations. "M" indicates mandatory, "O" indicates optional, "N/A" indicates "not applicable".
Table 8.1.3-1: Summary of Response Message Parameters
	Response message parameter/success or not
	Response Status Code

	
	Ack
	successful: Operation = Create
	successful: Operation = Retrieve
	successful. Operation = Update
	successful. Operation = Delete
	successful Operation = Notify
	unsuccessful

Operation = C,R,U,D or N

	Response Status Code  - successful, unsuccessful, ack
	M
	M
	M
	M
	M
	M
	M

	Request Identifier - uniquely identifies a Request message
	M
	M
	M
	M
	M
	M
	M

	Content - to be transferred
	O
(address of <request> resource if response is ACK of a non-blocking request)
	O 

(The address and/or the content of the created resource)
	M 

(the retrieved resource content or aggregated contents or an  address list)
	O
(The content replaced in an existing resource. The content of the new attributes created. The name of the attributes deleted.)
	O

(The content actually deleted)
	N/A
	O

(Additional error info)

	To - the identifier of the Originator or the Transit CSE that  sent the corresponding non-blocking request
	O
	O
	O
	O
	O
	O
	O

	From - the identifier of the Receiver
	O
	O
	O
	O
	O
	O
	O

	Originating Timestamp - when the message was built
	O
	O
	O
	O
	O
	O
	O

	Result Expiration Timestamp  - when the message expires
	O
	O
	O
	O
	O
	N/A
	O

	Event Category - what event category shall be used for the response message
	O 
	O
	O
	O
	O
	O
	O

	Content Status
	N/A
	N/A
	M
	N/A
	N/A
	N/A
	N/A

	Content Offset
	N/A
	N/A
	M
	N/A
	N/A
	N/A
	N/A

	Token Request Information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	O


-----------------------End of change 3 -------------------------------------------
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Apply changes to 11.3.4 “M2M Authorization Procedure”
-----------------------Start of change 6-------------------------------------------

11.3.4
M2M Authorization Procedure

The M2M authorization procedure controls access to resources and services by CSEs and AEs. This procedure requires that the Originator has been identified to an M2M Authentication Function and mutually authenticated and associated with an M2M Service Subscription. Authorization depends on:
· The privileges set by the M2M Service Subscription associated with the Originator (e.g. service/role assigned to the Originator).
· These privileges are set-up based on the access control policies associated with the accessed resource or service. They condition the allowed operations (e.g. CREATE) based on the Originator's privileges and other access control attributes (e.g. contextual attributes such as time or geographic location).

· Role-IDs which have been associated with the Originator. 

The authorization/access grant involves an Access Decision step to determine what the authenticated CSE or AE can actually access, by evaluating applicable access control policies based on the CSE or AE privileges. Access Decision is described in one M2M Security Solutions Technical Specification [2].

The following set of access control policy attributes shall be available for an Access Decision.
· Access control attributes of Originator (e.g. Role-IDs, CSE_IDs, AE-IDs, etc.).
· Access control attributes of Environment/Context (e.g. time, day, IP address, etc.).
· Access control attributes of Operations (e.g.  Create, Execute, etc.).
The M2M Service Provider/administrator and owner of resources are responsible to establish access control policies that determine by whom, in what context and what operations may be performed upon those resources. If the request satisfies the owner's access control policy, then the access to the resource is granted.

Dynamic Authorization: Dynamic Authorization encompasses: (a) authorizing the creation of a limited-lifetime access control policy authorizing the Originator to perform specific operations on the requested resource; and (b) issuing limited-lifetime Tokens associating the Originator with Role-IDs and/or access control policies for identified resources. 

Two forms of Dynamic Authorization are supported: Direct Dynamic Authorization and Indirect Dynamic Authorization.

 In the event that the request does not satisfy any of the owner’s access control policies, then Dynamic Authorization may be requested from Dynamic Authorization System (DAS) Servers; this is called Direct Dynamic Authorization, and relevant details are provided clause 11.5.2. The request is then re-evaluated to determine if the owner’s access control policy is now satisfied and access is granted. 
If access is still denied, then the Originator is provided with Token Request Information used to request the issuance of Tokens by a Dynamic Authorization System. A Token identifies Role-IDs and/or access control policies (for identified resources) which have been temporarily associated with the Originator. The Originator then resends the request from the Originator, this time adding any Token or Token-IDs received from the Dynamic Authorization System. This is called Indirect Dynamic Authorization, and relevant details are provided clause 11.5.3.
NOTE: 
A DAS Server can be triggered, by Dynamic Authorization, to update the access control policy configuration using oneM2M request primitives
The authorization procedure shall be implemented as specified in the oneM2M Security Solutions Technical Specification [2].
-----------------------End of change 6-------------------------------------------

Add new clause 11.5 “Functional Architecture Specifications for Dynamic Authorization”
-----------------------Start of change 7-------------------------------------------

11.5
Functional Architecture Specifications for Dynamic Authorization 
11.5.1 Dynamic Authorization Reference Model
Editor’s note: If possible, keep this clause aligned with clause 7.x.2.1, TS-0003 [2].
The Dynamic Authorization reference model is shown in Figure 11.5.1-1 “Dynamic Authorization reference model” 
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Figure 11.5.1-1 Dynamic Authorization reference model 
The Dynamic Authorization reference model introduces the following systems and entities:

· Dynamic Authorization System (DAS): A system supporting dynamically authorization on behalf of resources owners. The present document does not describe the processing and exchange of messages within the Dynamic Authorization System. This system may reside either internally or externally within the service provider network.
· Dynamic Authorization System (DAS) Server: A server configured with policies for dynamic authorization, and provided with credentials for issuing Tokens.  The DAS Server may include an AE for interaction with the oneM2M system.

The following Dynamic Authorization procedures are specified:

· Direct Dynamic Authorization, summarized in Figure 11.5.1-2. In this procedure, Hosting CSE interacts with the DAS Server to obtain Dynamic Authorization.
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Figure 11.5.1-2 Direct Dynamic Authorization 
· Indirect Dynamic Authorization, summarized in Figure 11.5.1-3.

· Steps 1-2: The Hosting CSE may provide the Originator with Token Request Information in the unsuccessful response.

· Steps 3: The Originator interacts with the DAS Server with the intention that the DAS Server issue Tokens authorizing the Originator, and the Originator is provided with the Token or a Token-ID. The interaction is not described in the present specification.
· Steps 4-7: The Originator provides the Hosting CSE with a Token, Token-ID to indicate that the Token is to be considered in the access decision. In the case of a token-ID, the Hosting CSE retrieves the corresponding Token via an AE of the DAS Server. These are then used in the access decision.  The Hosting CSE may provide the Originator with a Local-Token-ID may be used to identify the Token. 
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Figure 11.5.1-3 Indirect Dynamic Authorization

11.5.2
Direct Dynamic Authorization 
The parameters exchanged for Direct Dynamic Authorization, and the corresponding processing, are specified in clause 7.x.2.5, TS-0003 [2]. The present clause specifies the transportation of parameters when oneM2M primitives are used.  The step numbers are aligned with the procedure in clause 7.x.2.5, TS-0003 [2]. Further details for each step in the present clause can be obtained by examining the corresponding steps in clause 7.x.2.5, TS-0003 [2].

The message flow for Direct Dynamic Authorization is shown in Figure 11.5.2-1 “Message flow showing transport details of Direct Dynamic Authorization”, and described in the following text. This call flow assumes that the Hosting CSE has already received the resource access request from the Originator
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Figure 11.5.2-1: Message flow showing transport details for Direct Dynamic Authorization 
1. The Originator sends request (called the request from the Originator for this message flow) to the Hosting CSE. This request may include Tokens or Token-IDs; see the clause 11.5.3 “Indirect Dynamic Authorization”.
2.  Initial Hosting CSE processing:

2.1. If the request from the Originator includes Tokens or Token-IDs then these are processed as described in clause 11.5.3 “Indirect Dynamic Authorization”. The Hosting CSE evaluates the access decision algorithm, but is unable to grant access for the request from the Originator based on configured access control policies. 
2.2. The Hosting CSE examines the <accessControlPolicy> resources and <dynamicAuthorizationConsultation> resources to obtain the DAS Serve AE-IDs with which it may perform Direct Dynamic Authorization. The Hosting CSE selects a DAS Server and forms the set of applicable Role-IDs (if any) to send to the corresponding DAS Server.
2.3. The Hosting CSE shall send a Notify request primitive to the DAS Server AE, with the following details specific to Direct Dynamic Authorization

· The Security Information parameter shall indicate that the Notify response primitive is for Direct Dynamic Authorization. 

· The Content parameter shall contain information that the DAS Server can use in deciding what Dynamic Authorizations should be applied. This information includes primitive parameters from the request from the Originator and the set of applicable Role-IDs (if any). Clauses 7.x.2.y, TS-0003[2] lists the primitive parameters to be included.

3. DAS Server processing:

3.1. The DAS Server shall extract and parse the Content parameter of the received message. The DAS Server may issue Token(s) and/or generate dynamicACPInfo which will be used by the Hosting CSE to create a dynamic <accesscontrolPolicy> resource.
3.2. The DAS Server shall send a Notify response primitive via the DAS Server AE to the Hosting CSE, with the following details specific to Direct Dynamic Authorization.

· The Security Information parameter shall indicate that the Notify response primitive is for Direct Dynamic Authorization. 

· If Step 3.1 resulted in a Token(s) and/or dynamicACPInfo parameter, then these parameters shall be included in the Content parameter, otherwise the Content parameter shall not be present. 

4. Hosting CSE Processing

4.1. The Hosting CSE shall process the Content parameter (if present) of the NOTIFY Response from the DAS Server: 

· The Hosting CSE shall verify and cache the Token(s) in the list (if present).

· The Hosting CSE shall create a dynamic <accessControlPolicy> resource from dynamicACPInfo (if present).

4.2. The Hosting CSE repeats the access decision mechanism. 
4.3. If access is granted, then the Hosting CSE performs the operation requested in the request from the Originator.
11.5.3
Indirect Dynamic Authorization
The parameters exchanged for Indirect Dynamic Authorization, and the corresponding processing, are specified in clause 7.x.2.3, TS-0003 [2]. The present clause specifies the transportation of parameters when oneM2M primitives are used.  Further details for each step in the present clause can be obtained by examining the corresponding steps in clause 7.x.2.3, TS-0003 [2].

The message flow for the Indirect Dynamic Authorization Procedure is shown in Figure 11.5.3-1 “Message flow for the Indirect Dynamic Authorization Procedure”, and described in the following text.
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Figure 11.5.3-1: Message flow for Indirect Dynamic Authorization 
1. (Optional) The Originator sends request to the Hosting CSE. This request may include Tokens or Token-IDs, but this message flow assumes that these do not provide sufficient permissions for accessing the requested resource.
2. (Optional)  Initial Hosting CSE processing:

2.1. Hosting CSE performs the access decision for the request from the Originator. This call flow assumes that the request from the Originator is denied as a result of the access decision. 
2.2. The Hosting CSE forms the Token Request Information primitive parameter. 
2.3. The Hosting CSE shall send, to the Originator, an unsuccessful resource access response with the following details specific to the Indirect Dynamic Authorization procedure:

· The Response Status Code shall be set to “UNAUTHORIZED”.

· The Token Request Information primitive parameter shall be included.
2.4. The Originator selects a DAS Server identified in Token Request Information primitive parameter
3. The Originator shall interacts with the DAS Server to request the issuance of a Token. The Originator can provide information for the DAS Server provided in the Token Request Information, and parameters from the original resource access request. The DAS Server issues a Token(s) and provides the tokenId(s) and optionally the ESData-protected Token(s) to the Originator. The DAS Server can also provide the Originator with other parameters from the Token; for example, the time window in which the Token is valid. This interaction is specific to the Dynamic Authorization System technology being used.
4. The Originator shall repeat the original resource access request, with the following changes  
· Tokens: add the ESData-protected Token(s) provided by the DAS Sevrer), and 
· TokenIds: add tokenId if the ESData-protected Token(s) was nor provided by the DAS Server. 
5. (Optional) If the request includes tokenId(s), then for each tokenId the Hosting CSE identifies the corresponding DAS Server AE from which to request the corresponding Token, and the following steps shall be performed. The Hosting CSE may collect the tokenId(s) corresponding to a single DAS Server and perform the following steps once rather than repeating the steps for each token.
5.1. The Hosting CSE shall send a Notify request primitive to the DAS Server AE, with the following details specific to Indirect Dynamic Authorization

· The Security Information parameter shall indicate that the Notify response primitive is for Indirect Dynamic Authorization. 

· The Content parameter shall contain the tokenId(s) associated with that DAS Server.
5.2. The DAS Server shall send a Notify response primitive via the DAS Server AE to the Hosting CSE, with the following details specific to Direct Dynamic Authorization.

· The Security Information parameter shall indicate that the Notify response primitive is for Indirect Dynamic Authorization. 

· The Content parameter shall contain the valid ESData-protected Token(s) corresponding to the supplied tokenId(s). The DAS Server shall provide only those Tokens which are applicable to the Hosting CSE.
6. Hosting CSE Processing

6.1. The Hosting CSE shall process the ESData-protected Token(s) to extract the authenticated Token(s). Additional checking shall also be applied The Hosting CSE may cache the Token(s).
6.2. The Hosting CSE may assign Local-Token-ID(s) to cached Token(s).
6.3. The Hosting CSE shall performs the access decision, including the Token(s) identified in the request. If access is granted, then the requested operation shall be performed.
7. Response

7.1. The Hosting CSE sends a response to the Originator. For each new Local-Token-ID(s) has been assigned, the Local-Token-ID and corresponding tokenId are included in the Assigned Token Identifiers parameter of the response
7.2. The Originator associates the Local-Token-ID with tokenId. In subsequent requests, the Originator may use the Local-Token-ID instead of the Token or tokenId.
-----------------------End of change 7 ---------------------------------------------
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