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Introduction

The following figure shows how the proposed virtual resource types are used in distributed authorization scenario.
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-----------------------Start of change 1---------------------------------------------
9.6.m
Resource Type policyDecisionPoint
The <policyDecisionPoint> resource is a virtual resource that shall be located directly under the <CSEBase> resource. When a RETRIEVE Request addresses the <policyDecisionPoint> resource, a PDP [2] process is triggered. The access control decision request should be included in the Content parameter of the Request, and the access control decision response should be included in the Content parameter of the Response.

The <policyDecisionPoint> resource inherits the access control policies applying to its parent <CSEBase> resource.
9.6.n
Resource Type policyRetrievalPoint
The <policyRetrievalPoint> resource is a virtual resource that shall be located directly under the <CSEBase> resource. When a RETRIEVE Request addresses the <policyRetrievalPoint> resource, a PRP [2] process is triggered. The access control policy request should be included in the Content parameter of the Request, and the access control policy response should be included in the Content parameter of the Response.

The <policyRetrievalPoint> resource inherits the access control policies applying to its parent <CSEBase> resource.
9.6.o
Resource Type policyInformationPoint
The <policyInformationPoint> resource is a virtual resource that shall be located directly under the <CSEBase> resource. When a RETRIEVE Request addresses the <policyInformationPoint> resource, a PIP [2] process is triggered. The access control attribute request should be included in the Content parameter of the Request,  and the access control attribute response should be included in the Content parameter of the Response.

The <policyInformationPoint> resource inherits the access control policies applying to its parent <CSEBase> resource.
-----------------------End of change 1 ---------------------------------------------

-----------------------Start of change 2---------------------------------------------
10.2.x  <policyDecisionPoint> Resource Procedures
10.2.x.1  Create <policyDecisionPoint>
This procedure shall be used for creating a <policyDecisionPoint> resource.

Table 10.2.x.1-1: <policyDecisionPoint> CREATE
	<policyDecisionPoint> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.1.1

	Processing at Receiver
	According to clause 10.1.1.1

	Information in Response message
	According to clause 10.1.1.1

	Processing at Originator after receiving Response
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1


10.2.x.2  Retrieve <policyDecisionPoint>
This procedure is used to trigger a PDP [2] process that is bound to a <policyDecisionPoint> virtual resource.

Originator: The Originator should request to obtain an access control decision by using RETRIEVE operation on a <policyDecisionPoint> virtual resource from the Receiver.
Receiver: The Receiver should check if the Originator has RETRIEVE permission on the <policyDecisionPoint> virtual resource. Upon successful validation, the Receiver should make an access control decision based on access control policies. If there is no process bound to the <policyDecisionPoint> virtual resource, the Receiver should respond with an error.

Table 10.2.x.2-1: <policyDecisionPoint> RETRIEVE
	<policyDecisionPoint > RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 with the following additions:
From: Identifier of the AE or the CSE that initiates the Request

To: Address of the <policyDecisionPoint> virtual resource
Content: The representation of the decision request. The parameters contained in it are listed in table 10.2.x.2-2

	Processing at Originator before sending Request
	The Originator should create a decision request according to an access request.

The Originator should request to obtain a decision by using the RETRIEVE operation on a <policyDecisionPoint> virtual resource. The decision request shall be included in the Content parameter of the Request message.

	Processing at Receiver
	The Receiver should perform the following operations:
· Check if the Originator has RETRIEVE permission on the <policyDecisionPoint> virtual resource
· Check the validity of the provided parameters
· Check if the <policyDecisionPoint> virtual resource is bound to a PDP process.
· Upon successful validation, passing the decision request to the PDP process. 
· The PDP process may contact a PRP to obtain applicable access control policies, and may also contact a PIP to obtain some access control attributes, and then make an access control decision.
· If the value of adviceIncluded parameter in the request is true, the PDP shall build a set of permitted attribute names and/or a set of permitted child resource types according to access control policies
· The Receiver should create a decision response according to the decision and respond to the Originator. The decision response should be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 with the following additions:
Content: The representation of the access control decision response. The parameters contained in it are listed in table 10.2.x.2-3

	Processing at Originator after receiving Response
	The Originator should enforce the decision, i.e. either permit or deny the  access to resource

	Exceptions
	According to clause 10.1.2 with the following:
· There is no PDP process bound to the <policyDecisionPoint> virtual resource
· The provided content of the access control decision request is not in line with the specified structure


Table 10.2.x.2-2: Parameters of content in the decision request message

	Parameter
	Description
	Mandatory/ Optional
	Usage in access control mechanism

	To
	URI of target resource
	M
	Selection of access control policies associated with the target resource and selection of access control rules in an access control policy

	From
	Identifier representing the originator of the request
	M
	Evaluated against accessControlOriginators in access control rules

	Operation
	Requested operation
	M
	Evaluated against accessControlOperations in access control rules

	rq_time
	Time stamp when the request message was received at the hosting CSE. Obtained by the hosting CSE's system time clock.
	O
	Validated against accessControlTimeWindow parameter in an access control rule

	rq_loc
	Location information about the originator of the request. Obtained over the Mcn reference point.
	O
	Validated against accessControlLocationRegion parameter in an access control rule

	rq_ip
	IP source address associated with the IP packets that carry the request message. Obtained over the Mcn reference point.
	O
	Validated against accessControlIpAddress parameter in an access control rule

	Role-IDs
	List of role identifiers
	O
	Used in role based access control

	Token-IDs
	List of token identifiers
	O
	Used for retrieve tokens

	Tokens
	List of tokens
	O
	Used in token based access control

	adviceIncluded
	which indicates if the advice information can be included in the response
	O
	This parameter is used to request that the PDP returns a set of permitted attribute names and/or a set of child resource types


Table 10.2.x.2-3: Parameters of content in the decision response message

	Parameter
	Description
	Mandatory/ Optional

	decision
	Result of access control policy evaluation
	M

	statusCode
	A code represents what error occurred during evaluation of the decision request
	O

	statusMessage
	A free-form description of the status code
	O

	PermittedAttributeNames
	List of permitted attribute names
	O

	permittedChildResourceTypes
	List of permitted child resources types
	O


10.2.x.3  Update <policyDecisionPoint>
The Update operation shall not apply to <policyDecisionPoint> resource.
10.2.x.4  Delete <policyDecisionPoint>
This procedure shall be used for deleting a <policyDecisionPoint> resource.

Table 10.2.x.4-1: <policyDecisionPoint> DELETE
	<policyDecisionPoint> DELETE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply

	Processing at Originator before sending Request
	According to clause 10.1.4.1

	Processing at Receiver
	According to clause 10.1.4.1

	Information in Response message
	According to clause 10.1.4.1

	Processing at Originator after receiving Response
	According to clause 10.1.4.1

	Exceptions
	According to clause 10.1.4.1


10.2.y  <policyRetrievalPoint> Resource Procedures
10.2.y.1  Create <policyRetrievalPoint>
This procedure shall be used for creating a <policyRetrievalPoint> resource.

Table 10.2.y.1-1: <policyRetrievalPoint> CREATE
	<policyRetrievalPoint> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.1.1

	Processing at Receiver
	According to clause 10.1.1.1

	Information in Response message
	According to clause 10.1.1.1

	Processing at Originator after receiving Response
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1


10.2.y.2  Retrieve <policyRetrievalPoint>
This procedure is used to trigger a PRP [2] process that is bound to a <policyRetrievalPoint> virtual resource.

Originator: The Originator should request to obtain access control policies by using RETRIEVE operation on a <policyRetrievalPoint> virtual resource from the Receiver.
Receiver: The Receiver should check if the Originator has RETRIEVE permission on the <policyRetrievalPoint> virtual resource. Upon successful validation, the Receiver should retrieve all applicable access control policies. If there is no process bound to the <policyRetrievalPoint> virtual resource, the Receiver should respond with an error.

Table 10.2.y.2-1: <policyRetrievalPoint> RETRIEVE
	<policyRetrievalPoint > RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 with the following additions:
From: Identifier of the AE or the CSE that initiates the Request

To: The address of the <policyRetrievalPoint> virtual resource

Content: The representation of the policy request. The parameters contained in it are listed in table 10.2.y.2-2

	Processing at Originator before sending Request
	The Originator should create a policy request according to a decision request.

The Originator should request to obtain policies by using the RETRIEVE operation on a <policyRetrievalPoint> virtual resource. The policy request should be included in the Content parameter of the Request message.

	Processing at Receiver
	The Receiver should perform the following operations:
· Check if the Originator has RETRIEVE permission on the <policyRetrievalPoint> virtual resource
· Check the validity of the provided parameters
· Check if the <policyRetrievalPoint> virtual resource is bound to a PRP process.
· Upon successful validation, passing the policy request to the PRP process. 
· The PRP process retrieves all applicable access control policies according to the policy request.
· The Receiver should create a policy response using the retrieved access control policies and respond to the Originator. The policy response should be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 with the following additions:
Content: The representation of the policy response. The parameters contained in it are listed in table 10.2.y.2-3

	Processing at Originator after receiving Response
	The Originator should evaluate the decision request using the retrieved the access control policies.

	Exceptions
	According to clause 10.1.2 with the following:
· There is no PRP process bound to the <policyRetrievalPoint> virtual resource
· The provided content of the access control policy request is not in line with the specified structure


Table 7.y.3.2-2: Parameters of content in the policy request message

	Parameter
	Description
	Mandatory/ Optional

	To
	URI of target resource
	M

	From
	Identifier representing the originator of the request
	M


Table 7.y.3.2-3: Parameters of content in the policy response message

	Parameter
	Description
	Mandatory/ Optional

	Policy Combining Algorithm
	Specifying what algorithm shall be used for arriving at an authorization decision given the individual results of evaluation of a set of policies.
	M

	Policies
	A set of policies that shall be used to evaluate the access control decision request
	M


10.2.z.3  Update <policyRetrievalPoint>
The Update operation shall not apply to <policyRetrievalPoint> resource.
10.2.y.4  Delete <policyRetrievalPoint>
This procedure shall be used for deleting a <policyRetrievalPoint> resource.

Table 10.2.y.4-1: <policyRetrievalPoint> DELETE
	<policyRetrievalPoint> DELETE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply

	Processing at Originator before sending Request
	According to clause 10.1.4.1

	Processing at Receiver
	According to clause 10.1.4.1

	Information in Response message
	According to clause 10.1.4.1

	Processing at Originator after receiving Response
	According to clause 10.1.4.1

	Exceptions
	According to clause 10.1.4.1


10.2.z  <policyInformationPoint> Resource Procedures
10.2.z.1  Create <policyInformationPoint>
This procedure shall be used for creating a <policyInformationPoint> resource.

Table 10.2.z.1-1: <policyInformationPoint> CREATE
	<policyInformationPoint> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.1.1

	Processing at Receiver
	According to clause 10.1.1.1

	Information in Response message
	According to clause 10.1.1.1

	Processing at Originator after receiving Response
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1


10.2.z.2  Retrieve <policyInformationPoint>
This procedure is used to trigger a PIP [2] process that is bound to a <policyInformationPoint> virtual resource.

Originator: The Originator should request to obtain access control attributes by using RETRIEVE operation on a <policyInformationPoint> virtual resource from the Receiver.
Receiver: The Receiver should check if the Originator has RETRIEVE permission on the <policyInformationPoint> virtual resource. Upon successful validation, the Receiver should obtain the requested attributes. If there is no process bound to the <policyInformationPoint> virtual resource, the Receiver should respond with an error.

Table 10.2.z.2-1: <policyInformationPoint> RETRIEVE
	<policyInformationPoint > RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 with the following additions:
From: Identifier of the AE or the CSE that initiates the Request

To: The address of the <policyInformationPoint> virtual resource

Content: The representation of the attribute request. The parameters contained in it are listed in table 10.2.z.2-2

	Processing at Originator before sending Request
	The Originator should create an attribute request according to an access request.

The Originator should request to obtain an attributes by using the RETRIEVE operation on a <policyInformationPoint> virtual resource. The attribute request shall be included in the Content parameter of the Request message.

	Processing at Receiver
	The Receiver should perform the following operations:
· Check if the Originator has RETRIEVE permission on the <policyInformationPoint> virtual resource
· Check the validity of the provided parameters
· Check if the <policyInformationPoint> virtual resource is bound to a PIP process.
· Upon successful validation, passing the attribute request to the PIP process. 
· The PIP process obtains the requested access control attributes according to the access control attribute request.
· The Receiver should create an attribute response using the obtained attributes and respond to the Originator. The response should be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 with the following additions:
Content: The representation of the attribute response. The parameters contained in it are listed in table 10.2.z.2-3

	Processing at Originator after receiving Response
	The Originator should evaluate the access control decision request using the retrieved the access control policies and access control attributes

	Exceptions
	According to clause 10.1.2 with the following:
· There is no PIP process bound to the <policyInformationPoint> virtual resource
· The provided content of the  attribute request is not in line with the specified structure


Table 10.2.z.2-2: Parameters of content in the attribute request message

	Parameter
	Description
	Mandatory/ Optional

	From
	Identifier representing the originator of the request
	M

	Role ID or Token ID
	Identifier of a role or token
	M


Table 10.2.z.2-3: Parameters of content in the attribute response message

	Parameter
	Description
	Mandatory/ Optional

	Role or token resource attriburtes
	Attributes of a role or token resource
	M


10.2.z.3  Update <policyInformationPoint>
The Update operation shall not apply to <policyInformationPoint> resource.
10.2.z.4  Delete <policyInformationPoint>
This procedure shall be used for deleting a <policyInformationPoint> resource.

Table 10.2.z.4-1: <policyInformationPoint> DELETE
	<policyInformationPoint> DELETE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply

	Processing at Originator before sending Request
	According to clause 10.1.4.1

	Processing at Receiver
	According to clause 10.1.4.1

	Information in Response message
	According to clause 10.1.4.1

	Processing at Originator after receiving Response
	According to clause 10.1.4.1

	Exceptions
	According to clause 10.1.4.1


-----------------------End of change 2 ---------------------------------------------
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