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Introduction

Background:

At TP21, the initial version of this contribution was presented.  Overall, the idea was well received and we were asked to consider adding the capability to allow a CSE to selectively re-target CREATE requests to an AE in more detail.   This contribution provides the added detail for this. 

 Motivation:
Today many existing technologies such as OIC, LWM2M, ZigBee Smart Energy 2.0, etc. are RESTful in nature and are based on the premise that the device applications themselves host their own local resources which can be directly targeted by CRUD requests.

oneM2M Release 1 however requires AEs to mirror any resources they locally host into CSE hosted resources (e.g. <container> resources).   Once mirrored, AEs must use communication models such as subscription / notification or polling to synchronize the mirrored resources hosted on the CSE with their locally hosted AE resources. This mirroring and synchronization can introduce extra complexity and overhead on AEs (especially those hosted on resource constrained IoT/M2M devices) which is a concern and limitation in the eyes of potential application developers evaluating whether or not to adopt and use oneM2M for their next deployments.  Similar comments also apply to IPEs as well.
Proposal:

Provide an alternative to mirroring of AE hosted resources by introducing the capability to allow a CSE to re-target CREATE requests directly to resources hosted by AEs.  For example, re-target a <contentInstance> CREATE request to an AE for a specified <container>.   
Solution:

Introduce re-targeting functionality to existing oneM2M <container> resources.  
Example:

An AE is hosted on a device implementing a door-lock actuator resource.  The complete URI to this door-lock actuator resource is: 

coap:\\172.25.0.50:6000\actuator\doorlock
To interface this door-lock actuator to a oneM2M CSE a small door-lock actuator AE is built that supports the following functionality:

· The door-lock actuator AE registers to the CSE by creating an <AE> resource and configures it’s pointOfAccess attribute with the value coap:\\172.25.0.50:6000
· The door-lock actuator AE creates a <container> resource as a child of the <AE> and configures the pointOfContact  with a value of actuators\doorlock
· A CREATE request to the coap:\\172.25.0.50:6000\actuators\doorlock URI will result in the door-lock actuator AE executing a lock or unlock of the door-lock depending on the state of the command embedded within the content attribute of a <contentInstance> resource representation (e.g. LOCK).
Sometime later, a door-lock control AE attempts to send a command to the door-lock actuator AE to lock or un-lock the door. The door-lock control AE performs a CREATE to the <container> resource.   In this request, the door-lock control AE includes a command in the content attribute of the <contentInstance> resource.  The Hosting CSE detects that the targeted <container> has a pointOfContact configured.  As a result, the Hosting CSE then re-targets the CREATE request to the door-lock actuator AE by forming a CREATE to the door-lock actuator URI.  
CREATE coap:\\172.25.0.50:6000\actuators\doorlock 

The Hosting CSE in turn, blocks the original request waiting for a response for the re-targeted request.  The door-lock actuator AE receives the request, processes it by locking the door, and returns a response to the CSE.  The response contains content embedded within a resource representation formatted as a oneM2M <contentInstance>.  Upon receiving the response to the retargeted request, the Hosting CSE returns the response to the door-lock control AE that originated the request in the form of a <contentInstance> CREATE response.  The Hosting CSE also creates a corresponding <contentInstance> child resource in the targeted <container>. 
A corresponding call flow for this example is shown below.
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-----------------------Start of change 1-------------------------------------------
10.2.19.2
<contentInstance> CREATE
The following procedures shall be used for creating a <contentInstance> resource.
Table 10.2.19.2-1: <contentInstance> CREATE
	<contentInstance> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'.

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.7.

	Processing at Originator before sending Request
	According to clause 10.1.1.1.

	Processing at Receiver
	According to clause 10.1.1.1.

If the newly created <contentInstance> resource violates any of the policies defined in the parent <container> resource (e.g. maxNrOfInstances or maxByteSize), then the oldest <contentInstance> resources shall be removed from the <container> to enable the creation of the new <contentInstance> resource.

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

· Content: Address of the created <contentInstance> resource, according to clause 10.1.1.1.

	Processing at Originator after receiving Response
	According to clause 10.1.1.1.

	Exceptions
	According to clause 10.1.1.1.


When a <contentInstance> CREATE request addresses a <container> resource, then depending on the state of the pointOfContact attribute of the <container> resource, the Hosting CSE shall determine whether or not to also attempt re-targeting the CREATE request to the pointOfContact.
Below is the detailed procedure for re-targeting of a CREATE <contentInstance> request.

Originator sends a CREATE request to the <container> resource having a pointOfContact attribute configured. See clause 8.1.2 for the information to be included in the Request message.

Hosting CSE performs local processing to verify that pointOfContact is properly formatted and checks Originator’s privileges for re-targeting request to pointOfContact.  Hosting CSE re-targets request to the Receiver and receives corresponding response back from Receiver.  Hosting CSE re-targets response back to the Originator.  
Receiver The Receiver verifies the existence of requested resource.  After successful verification, performs local processing to CREATE <contentInstance> locally and returns response, otherwise an error indication.


[image: image2.emf]001: CREATE Request

Originator requests to create 

<contentInstance>

007: Retargeted CREATE Response

CREATE Response 

Originator

(CSE or AE)

Retargeting 

CSE

004: Resource 

Processing

Receiver 

(Hosting AE)

003: Retargeted CREATE Request

CREATE Request retargeted to an AE 

hosted  resource

005: CREATE Response

AE responds to CREATE Request

002: Request 

Retargeting Processing

006: Response 

Retargeting Processing


Figure 10.1.2-1: Procedure for Retargeting a RETRIEVE 
Step 001: The Originator shall send <contentInstance> CREATE request targeting a <container> resource.  Originator shall send mandatory parameters and may send optional parameters in Request message for CREATE operation as specified in clause 8.1.2.
Step 002: The Hosting CSE shall verify the existence of the <container> resource and whether it has a pointOfContact attribute configured with a properly formatted URI.  The Hosting CSE shall also verify that the Originator has appropriate privileges to perform the CREATE.  The Hosting CSE shall also verify that the Originator has appropriate privileges to re-target the CREATE to the Receiver.  The Hosting CSE shall also verify that the <container> resource is a child (or sub child) of an <AE> resource having a valid pointOfAccess attribute configured.   

Step 003: The Hosting CSE shall send a re-targeted CREATE request to the resource hosting AE.  

Step 004: The Receiver shall process the CREATE request

Step 005: The Receiver shall respond to Hosting CSE with a response formatted as a <contentInstance> with mandatory parameters and may send optional parameters in Response message for CREATE operation as specified in clause 8.1.3.
Step 006: The Hosting CSE shall process the received retargeted CREATE response.  The Hosting CSE shall create a corresponding local <contentInstance> and store the response information.  
Step 007: The Hosting CSE shall respond to Originator with a response formatted as a <contentInstance> with mandatory parameters and may send optional parameters in Response message for CREATE operation as specified in clause 8.1.3.
General Exceptions:

1) The targeted resource/attribute in To parameter does not exist. The Hosting CSE or Receiver responds with an error.

2) The Originator does not have privileges to create <contentInstance>.  The Hosting CSE or Receiver responds with an error.
3) The Originator does not have privileges to RETARGET a request to the Receiver.  The Hosting CSE does not re-target the request but shall still create a local <contentInstance> is privileges allow. 
-----------------------End of change 1-------------------------------------------
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