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Introduction

The following figure shows how the proposed virtual resource types are used in distributed authorization scenario.
Change 1: Providing fine-grained access control on resource attributes
oneM2M has defined many resources, there will be more resources to be defined in future. All these resource types have some attributes. It is natural for ACP to specify who can access what attributes of a resource type. 

Example 1: An AE can only retrieve all attributes of a <group> resource except the memberIDs attribute, because the memberIDs attribute is sensitive information (e.g. privacy related).
Example 2: Some resource attributes are used for management purposes only. They should not be exposed to normal users, for example, accessControlPolicyIDs attribute and dynamicAuthorizationConsultationIDs attribute.

Example 3: In some M2M applications, the App-ID attribute should be hidden, because it may be privacy related.
Example n: …
Change 2: Access control to childResourceType should not be limited to the Create operation
oneM2M has defined many resources, there will be more resources to be defined in future. Most of these resource types have some sub-resource types. 

If there is no ACP assigned to a sub resource, the ACPs assigned to its parent resource shall be used. So it is natural for ACP to specify who can access (CRUD operations) what sub-resource types instead of only limited to the Create operation.

Example 1: An AE can retrieve resource type <contentInstance> in a <container> resource, but it cannot retrieve the resource type <subscription>, because this kind of information may be related to privacy.

Example 2: An AE can access resource type <container> in a <remoteCSE> resource, but for some reason it cannot access the resource type <group>, because this kind of information may be related to privacy.

Example 3: The resource type <accessControlPolicy> in resource type <AE>/<remoteCSE>/<CSEBase> should not be exposed to normal users.

Example n: …
-----------------------Start of change 1---------------------------------------------
9.6.2.4 
accessControlObjectDetails
The accessControlObjectDetails is an optional parameter of an access control rule. It specifies a subset of resource attributes and a subset of child resource types of the targeted resource to which the access control rule applies. If an access control rule includes accessControlObjectDetails, then childResourceType shall be specified.  An access control rule which does not include any accessControlObjectDetails parameters applies to the child resource types of the target resource.  The accessControlObjectDetails parameter shall consist of the elements listed in Table 9.6.2.4-1.
Table 9.6.2.4-1: Types of Parameters in accessControlObjectDetails
	Name
	Description

	resourceType
	Identifier of the resource type to which this access control rule applies


	Specialization
	When the resourceType is mgmtObj or flexContainer, the identifier of the specialization as defined by mgmtDefinition or containerDefinition attribute, respectively, shall be specified.

	childResourceTypes
	List of child resource types and/or the identifier of the specialization. The identifier of the specialization shall be specified when the resourceType is mgmtObj or flexContainer.

	attributes
	List of resource attributes.


-----------------------End of change 1 ---------------------------------------------
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