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Introduction

The following figure shows the Role Based Access Control Architecture. We plan to use CSE to implement role issuing process. As the Originator can be an AE or a CSE, so the Notify operation cannot be used. This contribution suggests using a new defined virtual resource for triggering a role issuing process.
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We also plan to use the “Authorization Info” parameter defined for implementing distributed authorization to specify there is list of applied roles in the “Content” parameter.
-----------------------Start of change 1---------------------------------------------
9.6.3
Resource Type CSEBase

A <CSEBase> resource shall represent a CSE. The <CSEBase> resource shall be the root for all resources that are residing in the CSE.
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Figure 9.6.3-1: Structure of <CSEBase> resource

Figure 9.6.3-1 does not show the child announce resource types defined in table 9.6.3-2.
Editor’s Note: Annex E should be updated to include provisioning of the notification deletion policy.

The <CSEBase> resource shall contain the child resources specified in table 9.6.3-1.

Table 9.6.3-1: Child resources of <CSEBase> resource

	Child Resources of <CSEBase>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<remoteCSE>
	0..n
	See clause 9.6.4

	[variable]
	<node>
	0..n
	See clause 9.6.18

	[variable]
	<AE>
	0..n
	See clause 9.6.5

	[variable]
	<container>
	0..n
	See clause 9.6.6

	[variable]
	<group>
	0..n
	See clause 9.6.13

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<mgmtCmd>
	0..n
	See clause 9.6.16

	[variable]
	<locationPolicy>
	0..n
	See clause 9.6.10

	[variable]
	<statsConfig>
	0..n
	See clause 9.6.23

	[variable]
	<statsCollect>
	0..n
	See clause 9.6.25

	[variable]
	<request>
	0..n
	See clause 9.6.12

	[variable]
	<delivery>
	0..n
	See clause 9.6.11

	[variable]
	<schedule>
	0..1
	This resource defines the reachability schedule information of the entity. The absence of this resource implies the entity is always reachable. See clause 9.6.9

	[variable]
	<role>
	0..n
	See clause 9.6.38

	[variable]
	<token>
	0..n
	See clause 9.6.39

	[variable]
	<m2mServiceSubscriptionProfile>
	0..n
	See clause 9.6.19

	[variable]
	<serviceSubscribedAppRule>
	0..n
	See clause 9.6.29

	[variable]
	<notificationTargetPolicy>
	0..n
	See clause 9.6.32

	[variable]
	<policyDecisionPoint>
	0..n
	See clause 9.6.40

	[variable]
	<dynamicAuthorizationConsultation>
	0..n
	See clause 9.6.43

	[variable]
	<timeSeries>
	0..n
	See clause 9.6.36

	[variable]
	<roleAuthority>
	0..n
	See clause 9.6.x


Table 9.6.3-2: Child announced resources of <CSEBase> resource
	Child Announced Resources of <CSEBase>
	Child Announced Resource Type
	Multiplicity
	Description

	[variable]
	Refer Table 9.6.26.1-1 Announced Resource Types
	0..n
	


The child announced resources of <CSEBase> resource defined in table 9.6.3-2 should be created when an Originator CSE (i.e. original resource Hosting CSE) and a Hosting CSE (i.e. announced resource Hosting CSE) have no registration relationship (e.g. the Originator CSE has not created <remoteCSE> resource on the Hosting CSE).

The <CSEBase> resource shall contain the attributes specified in table 9.6.3-3.

Table 9.6.3-3: Attributes of <CSEBase> resource
	Attributes of <CSEBase>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	RO
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RO
	See clause 9.6.1.3.

	cseType
	0..1
	RO
	Indicates the type of CSE represented by the created resource.

Mandatory for an IN-CSE, hence multiplicity (1).

Its presence is subject to SP configuration in case of an ASN-CSE or a MN-CSE.

	CSE-ID
	1
	RO
	The CSE identifier in SP-relative CSE-ID format (clause 7.2).

	supportedResourceType
	1 (L)
	RO
	List of the resource types which are supported in the CSE. This attribute contains subset of resource types listed in clause 9.2. This also includes the supported optional attributes  for each supported resource type.

	pointOfAccess
	1 (L)
	RO
	Represents the list of physical addresses to be used by remote CSEs to connect to this CSE (e.g. IP address, FQDN). This attribute is exposed to its Registree.

	nodeLink
	0..1
	RO
	The resourceID of a <node> resource that represents the node specific information. 

	notificationCongestionPolicy
	0..1
	RO
	This attribute applies to CSEs generating subscription notifications. It specifies the rule which is applied when the storage of notifications for each subscriber (an AE or CSE) reaches the maximum storage limit for notifications for that subscriber. E.g. Delete stored notifications of lower notificationStoragePriority to make space for new notifications of higher notificationStoragePriority, or delete stored notifications of older creationTime to make space for new notifications when all notifications are of the same notificationStoragePriority.

	e2ESecurityCapabilities
	0..1
	RW
	See clause 9.6.1.3.

	NOTE:
All the attributes of this resource type can be changed by an offline configuration mechanism, but not over the reference points (all attributes are "RO").


-----------------------End of change 1 ---------------------------------------------

-----------------------Start of change 2---------------------------------------------
9.6.x 
Resource Type roleAuthority
The <roleAuthority> resource is a virtual resource because it does not have a representation. It is the child resource of a <CSEBase> resource. When a CREATE request addresses the <roleAuthority> resource, the Hosting CSE shall start a role issuing process according to the role application request provided in the request and provide the role application response as the response of the request. 
The <roleAuthority> resource inherits the access control policies that apply to the parent <CSEBase> resource.
-----------------------End of change 2 ---------------------------------------------

-----------------------Start of change 3---------------------------------------------
10.2.y  <roleAuthority> Resource Procedures
10.2.y.1  Introduction

The <roleAuthority> resource is a virtual resource that is bound to a role issuing process. This process is responsible for evaluating role application requests against some role assignment policies, and then issue roles to the requesters. When a CREATE Request addresses the <roleAuthority> resource, the bound process shall be triggered.
Only Create operation shall be allowed for the <roleAuthority> resource.
10.2.y.2  Create <roleAuthority>
This procedure is used to trigger a process that is bound to a <roleAuthority> virtual resource.

Table 10.2.y.2-1: <roleAuthority> CREATE
	<roleAuthority > CREATE

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:
From: Identifier of an AE or CSE that initiates the Request

To: Address of the <roleAuthority> virtual resource. This address shall be preconfigured to the Originator.
Content: The representation of a role application request as defined in TS-0003 [2].

	Processing at Originator before sending Request
	According to clause 10.1.1.1

	Processing at Receiver
	The Receiver shall perform the following operations:
· Check if the Originator has CREATE permission on the <roleAuthority> virtual resource
· Check the validity of the provided parameters
· Check if the <roleAuthority> virtual resource is bound to a role issuing process
· Upon successful validation, the role issuing process shall issue roles to the Originator. The details of this process are described in TS-0003 [2].

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:
Content: The representation of the role application response as defined in TS-0003 [2].

	Processing at Originator after receiving Response
	According to clause 10.1.1.1

	Exceptions
	According to clause 10.1.1.1 with the following:
· There is no role issuing process bound to the <roleAuthority> virtual resource
· The contents of the role application request and/or role application response are not in line with the specified structure


-----------------------End of change 3 ---------------------------------------------
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